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0O603HaueHNs 1 CoKpaLLeHNs

APM - aBTOMaTM31pOBaHHOE paboyee MeCTo

BW - BugoBas nHgopmaums

BTCC- BCNOMOrartefibHble TEXHUYECKME CPEeACTBA U CUCTEMBI
NCIMAH - nHhopmaunoHHas cuctema nepcoHanbHbIX AaHHbIX
K3 - KoHTponnpyemas 30Ha

M3 - meXceTeBoW sKpaH

H B - HefleKnapupoBaHHble BO3MOXHOCTH

HC/J - HeCaHKLMOHMPOBaHHLIN JOCTYnN

OBM/AH - obecneyeHne 6e30NaCHOCTA NEPCOHaNbHbIX JaHHbIX
OC - onepaunoHHasa cuctema

MAOH - nepcoHanbHbIe AaHHbIe

NMMB - nporpaMMHO-MaTemMaTM4ecKoe BO3aeliCTBMNE

MO - nporpammHoe obecneyeHune

M3OMWH - no60o4HbIe 3NEKTPOMArHUTHbLIE N3NYUYEHNS Y HABOAKN
P - peueBast MHGopMaLms

CBT - cpecTBO BbIUUCAUTENBHOW TEXHUKN

C3W - cpeacTBO 3alUMUTLI MHOPMaLMK

CIW - cTeraHorpauyeckoe npeobpazoBaHne NHHOPMaLUK
C3OYTW - cneumanbHble 3N1EKTPOHHbIE YCTPOCTBA NepexBaTa MH(opmaLmm
TKYW - TeXHUYECKNIA KaHan YTeYKn NHGopMaLum

TCOMW - TEXHWYECKME CPeacTBa 06paboTKm H(opmaLmm
YBMH - yrpo3bl 6e30nacHOCT NepcoHaNbHbIX JaHHbIX



1. TepMuWHbI 1 onpegeneHns

B HacTosLLEeM JOKYMEHTe UCMONb3YHTCA CreAytoLMe TEPMUHBI U X ONpeaeneHuns:

ABTOMaTU3NPOBaHHas CUCTeMa - CMCTeMa, COCToslas U3 NepcoHana U Komnnekca
CPeACTB aBTOMATM3ALMM €ro [esTeNbHOCTW, peanusytolllas MH(POPMALMOHHY TEXHOMOTUo
BbINO/IHEHUS YCTAaHOBNEHHbIX DYHKLIMIA.

AyTEeHTUDUKALMSA OTNPABUTENS] [aHHbIX - MOATBEPXAEHUE TOr0, YTO OTMPaBUTENb
MONYYEeHHbIX JaHHbIX COOTBETCTBYET 3asiB/IEHHOMY.

Be30MacHOCTb MePCOHa/bHbIX AaHHbIX - COCTOSIHME 3alLWLLEHHOCTU MEPCOHANbHbIX
[aHHbIX, XapaKTepu3yemoe CMOoCOOGHOCTbIO  MO/Mb30BaTeNell, TEXHWYECKUX CPeAcTB U
VHAOPMALIMOHHBIX — TEXHOMOTMIA  06eCneunTs  KOH(UAEHLMANbHOCTb,  LieNIOCTHOCTb U
[OCTYMHOCTb MEPCOHANbHLIX AaHHbIX MPU KX 06PaboTKe B WMH(OPMALIMOHHBIX CUCTEMAX
MepCOHa/bHbIX aHHbIX.

BnokmpoBaHWe nepcoHasibHbIX [AaHHbIX - BPeMEHHOe MpekpalieHne cbopa,
cucTeMaTu3aumnn, HakomneHns, UCNob30BaHUSA, pacrnpocTpaHeHUs, MepCcoHaNbHbIX [JaHHbIX, B
TOM YmCne UX nepegayu.

Bupyc (KOMNbIOTEPHbIA, NPOrpaMMHBbIRA) - UCNOHAEMbIA NPOrPaMMHbIA KO4 WK
NHTEPNPETMPYEMbIA HAbOP WHCTPYKLUMIA, 06MafatoLmii CBOWCTBAMW HECaHKLIMOHUPOBAHHOIO
pacrnpocTpaHeHUs n camoBocnpounssefeHns. Co3faHHble Jy6nnKaTbl KOMMbIOTEPHOTO BUpYCa
He BCerga COBMafalT C OPUTMHANIOM, HO COXPaHAT CMNOCOGHOCTb K  JasibHelLlemy
pacrnpocTpaHEHUIO 1 CaMOBOCMPON3BEAEHUIO.

BpefoHocHas nporpamma - mnporpamMMa, npefHasHauyeHHasa [N OCYLLECTB/IEHNS
HeCaHKLMOHNPOBAHHOIO [OCTYNa 1 (Mn) BO3LAENCTBUA Ha MePCOHaNbHbIEe faHHble UK PECYPChbl
MH(OPMaLNOHHOWN CUCTEMbI MEPCOHAbHBIX JaHHbIX.

BcrniomorartenbHble TeXHUYECKUE CPeAcTBa M CUCTEMbI - TEXHUYECKME CpeacTBa U
CUCTEMbI, He NpefiHa3HayYeHHble 415 rnepefadn, 06paboTKu 1 XpaHeHUA NepcoHaNbHbIX JaHHbIX,
yCTaHaB/BaeMble COBMECTHO C TEXHUYECKUMU CPeACTBaMM U cuctemMaMu, npegHasHavyeHHbIMU
ANs 06pabOTKM NepcoHaNbHbIX AaHHbIX, WU B MOMELLEHUAX, B KOTOPbIX YCTaHOB/IEHbI
NH(OPMaLMOHHbIE CUCTEMbI MEPCOHANbHBIX JaHHbIX.

[locTyn B onepauyoHHYl0 cpedy KomnbloTepa (MHOPMALMOHHOW CUCTEMBbI
NepcoHasIbHbIX [AaHHbIX) - MO/yYeHNe BO3MOXHOCTM 3anyCcka Ha BbIMONHEHWE LUTATHbIX
KOMaHA, (yHKUMIA, npoueayp OnepauuoHHOW CUCTEMbl  (YHUUTOXEHWS, KOMUPOBAHWUS,
rnepemeLLeHuns 1 T.M.), UCNONHAEMbIX (haliioB NPUKIaAHBIX NPOrpaMm.

[ocTyn K nHdopMaunm - BO3MOXXHOCTb NOMYYeHUs UH(OPMaLMK 1 ee UCMO/b30BaHNA.

3aknafoyHoe YCTPOMCTBO - 3/1eMEHT CpeAcTBa CbeMa WHMOpPMauuu, CKPbITHO
BHEAPAEMbI (3aKnagblBaeMblil UM BHOCUMBIA) B MeCTa BO3MOXHOIO Chema MHgopmauum (B
TOM 4YuMCNe B OrpaxieHue, KOHCTPYKLMIO, 060pyfoBaHue, NpeAMeTbl UHTEPbEPa, TPAHCMOPTHbIE
CpeAcTBa, a Takxke B TEXHUYECKMe CPefCcTBa U CUCTeMbl 06paboTKM MH(OPMALLMN).

3awmuaeman nHhopmaums - MHhopMaums, SBASKOLWAACs NpeaMeToM CO6CTBEHHOCTU
M nognexawjasl 3awMTe B COOTBETCTBMM C TPeGOBaHMSAIMM MPaBOBbIX AOKYMEHTOB WK
Tpe6oBaHMAMM, YCTaHaBNMBAaEMbIMU COGCTBEHHUKOM MH(OPMALIMW.

NaoeHTndukauns - npycBOEHME cybbekTam M obbekTaM  gocTyna
naeHTudrkatopa u (WNK) CpaBHEHWE MPeLbAB/IAEMOro WAEHTU(MKATOPA C  MEpPeyYHEM
MPUCBOEHHbIX MAEHTU(PMKATOPOB.

VHhopmaTnBHBIiA CUTHa/T - 3/IeKTPUYECKME  CUTHaSbI, aKyCTUYecKue,
3N1eKTPOMArHUTHbIE W Apyrne (U3MYecKve nonsd, Mo napameTpaMm KOTOPbIX MOXeT ObITb
packpbiTa KOH(MAeHLManbHas WHpopmaums (nepcoHasbHble fAaHHble), obpabaTbiBaemas B
MH(OPMaLMOHHON CUCTEME NEPCOHANbHbIX AAHHbIX.



MH(popmaLymoHHas cucteMa MepcoHanbHbIX [aHHbIX - 3T0  WMHGOPMaLMOHHAs
cucTema, NpeAcTaBaslowas coboli COBOKYMHOCTb MEPCOHa/IbHBLIX [AaHHbIX, COAEPXKaLLMXcA B
6ase AaHHbIX, a TaKKe MHPOPMALMOHHbIX TEXHONOTMIA N TEXHUYECKUX CPEACTB, NMO3BOSAILLMX
OCYLLEeCTBNATL 06pabOTKy TakKWX MePCOHaNIbHbIX AaHHbIX C  WUCNONb30BaHWEM CPeACTB
aBTOMaTM3aLUMm Uam 6e3 MCnonb30BaHNA TakMX CPeAcCTB.

MH(opMaLMOHHbIe TEXHOMNOrMM - MPOLEeCcChl, MeToA4bl MOUCKa, cbopa, XpaHeHwus,
06paboTKKN, NPeAaoCTaBneHUs, pPacnpocTpaHeHUs MHGOPMaLMM M CrMOCOoObl OCYLIECTBEHUS
TakKMX MPoLeccoB 1 MeTO/OB.

McToUHMK yrpo3bl 6e30nacHOCTU MHGopMaunm - CyObekT JoCTyna, MaTepuasibHbIi
00bEKT WM (DM3NYeCKOe SBMIEHUE, SABNAIOLWMEC MNPUYMHOM  BO3HWKHOBEHUS  Yrpo3bl
6e30nacHOCTN UH(OPMALLUN.

KoHTponvpyemas 30Ha - 3TO  MPOCTPaHCTBO, B  KOTOPOM  WCK/HOYEHO
HEKOHTpONMpyemoe npebbiBaHWE COTPYAHWKOB W MOCETWUTeNein onepatopa M MOCTOPOHHUX
TPAHCMOPTHbIX, TEXHUYECKMX N UHbIX MaTepuanbHbIX CPeACTB.

KoHthmaeHUManbHOCTb MepCcoHabHbIX AaHHbIX - 06s3aTeNbHOe Ans cobnoaeHUs
0nepaTopoM WM MHLIM MOMYYMBLUMM AOCTYN K NMEPCOHa/bHbIM JaHHbIM IMLOM TpeboBaHue He
AOMnycKaTb UX pacnpocTpaHeHus 6e3 cornacus cyobekTa NepcoHabHbIX AaHHbIX UX HanMums
MHOr0 3aKOHHOT0 OCHOBAHWS.

MexceTeBO 3KpaH - NOKalbHOe (OAHOKOMMOHEHTHOE) WAN  (DYHKLMOHA/IbHO-
pacnpeaeneHHoe nporpammHoe (nporpamMmMHo-annapaTHoe) CpeacTBo (komnnekc),
peann3yioliee KOHTPOSb 3a MH(OpMauuelt, MocTynawled B WHPOPMALMOHHYI CUCTEMY
NepCcoHasbHbIX AaHHbIX U (UK) BbIXOAALLENA M3 MH(OPMALMOHHON CUCTEMBI.

HapywuTtenb 6e30nacHOCTM NepPCcoHaslbHbIX AaHHbIX - (IM3NYECKOe NNLO, CNy4YainHo
NN NpefHaMepPeHHO COBepLUatoLlee [AeCTBMS, CNeACTBUEM KOTOPbIX SBMSETCA HapyLleHue
6€30NacHOCTM MEPCOHaNbHbIX AaHHbIX MpU UX 06paboTKe TEXHUYECKUMWU CpeacTBaMu B
NHHDOPMALMOHHBIX CUCTEMAX MePCOHaNbHbIX AaHHbIX.

He pexknapupoBaHHble BO3MOXHOCTU - (DYHKUMOHaNbHble BO3MOXHOCTU CpPeACTB
BbIYMNC/IUTENIBHOW TEXHUKW, HE OMNWUCaHHble WANW He COOTBETCTBYHOLME OMUCAHHbIM B
[JOKYMeHTaLuu, npu UCMONb30BaHUM KOTOPbIX BO3MOXHO HapyLleHWe KOH(UAEHLUaIbHOCTH,
[JOCTYMHOCTM UM LLeNIOCTHOCTK 06pabaTbiBaeMoii MH(opmaLuu.

HecaHKUMOHNPOBaHHbIN A0CTYN (HeCaHKLUMOHMPOBaHHbIE [EACTBMA) - AOCTYN K
MHopMaumMmM  UAnM - JedcTBUS ¢ MHGOPMauMeR,  OCYLUECTBAsIEMble C  HapyLUeHWEM
YCTaHOBMEHHbIX NpaB W (1K) NpaBuMn AocTyna K WHGOpMauuu wnm AeiCcTBUIA € Hell ¢
MPUMEHEHNEM LUTATHBIX CPEACTB MHKOPMALMOHHOM CUCTEMbI UK CPEACTB, aHaIOMMYHBIX UM
Mo CBOMM (hYHKLMOHabHOMY NpeAHa3HaYeHNIo Y TEXHUYECKUM XapaKTepUCTMKaM.

HocuTenb MHdopMaymm - r3nMYecKoe NNLO UM MaTepuasbHbliA 06LEKT, B TOM YuC/ie
(m3nyeckoe none, B KOTOPOM WHAOPMAUUA HaxOAWT CBOe OTPaXKeHWe B BWAE CMMBOJIOB,
00pa3oB, CMIHaNOB, TEXHUYECKMX PELLUEHWI A 1 MPOLLECCOB, KOMMYECTBEHHbIX XapaKTepPUCTUK
(hU3MYECKNX BENNYMH.

O6paboTKa MNepcoHa/bHbIX [aHHbIX - [eiicTBus (onepauun) € MepcoHabHbIMU
[aHHbIMU, BK/OYas C60p, CMCTEMATU3ALMIO, HAKOMMEHWe, XpaHeHne, YyTouHeHne (06GHOBNEHNE,
M3MEHEHWe), UCMONb30BaHWe, PacnpocTpaHeHve (B TOM uucie nepegadvy), 06e3nnumBaHue,
6MI0KMPOBAHUE, YHUUTOXKEHNE NEPCOHANbHbBIX [JaHHbIX.

OnepaTtop - rocyAapCTBEeHHbIM OpraH, MyHUUMNanbHbIA OpraH, HOPUAUYECKoe Wamn
(hM3nyeckoe NMLO, OpraHuMsyowme n (MM) ocyllecTeasdlowmne 06paboTKy MNepcoHaIbHbIX
AaHHbIX, a TaKXXe OMpeaenstoLLve ey n cogepXkaHne 06paboTKn NepCoHabHbIX AaHHbIX.



MepexBat  (MHGopmauun) -  HenpaBOMEpPHOe  MNOMy4YeHWe  MHoOpMaumMm C
MCMOMb30BaHNEM TEXHWYECKOro CpeAcTBa, OCYLLECTBAAKOLLEro O6HapyXeHue, npueMm W
06paboTKy MHHPOPMATUBHbIX CUrHAMOB.

MepcoHanbHble faHHbIe - N0basg MHPOPMaLMA, OTHOCALLAACA K OnpesesieHHOMY Wu
onpeAensieMoOMy Ha OCHOBaHUWM TakoOM WHGoOpMauum  (usnyeckomy nuLy  (CyObekTy
MepCoHaNbHbIX AaHHbIX), B TOM YMC/e ero amuans, UMs, OTYECTBO, JaTa U MeCTO POXKAEHUS,
afpec, CeMmeilHOe, CcOUMa/IbHOE, WMYLLECTBEHHOE MO/IOXKeHWe, 006pa3oBaHue, npodeccus,
[0X0fbl, Apyras uHgopmaums.

Mo60YHbIE 3NEKTPOMAarHUTHbIE WU3/TYYEHUS W HaBOAKM - 3N1eKTPOMarHuUTHbIE
M3NYyYeHUs TEXHUYECKUX CPescTB 06paboTKM 3aluLLaeMon MHGOPMaLMK, BO3HMKaKOLWME Kak
NMo6OYHOE SBMIEHME W BbI3BaHHbIE 3/IEKTPUYECKMMUW CUTHaNamu, [AeACTBYIOWMUMU B WX
3NEeKTPUYECKUX Y MarHWUTHBIX Lensax, a Takke 3/1EKTPOMarHUTHbIE HaBOLKN 3TUX CUrHAMOB Ha
TOKOMPOBOAALLME NMMHUN, KOHCTPYKLUW W LENU NUTaHUS.

Monb3oBatesib  MHPOPMALMOHHON CUCTEMbI MEPCOHANIbHbIX AaHHbIX - JMLO,
yyacTsyouiee B ()YHKLMOHMPOBAHUN MH(DOPMALMOHHON CUCTEMbI MEPCOHANbHbLIX AaHHbLIX UK
1Cnonb3ytoLlee pesynbTaTbl ee PYHKLNOHMPOBaHUS.

MpaBuna pasrpaHWYeHUs [0CTyna - COBOKYMHOCTb MpaBusi, pernameHTUpYHoLLmX
rnpasa foCTyna CyObeKTOB A0OCTYNa K 06beKTam AocTyna.

MporpaMmMHasa 3aknagka - CKPbITHO BHECEHHbIA B NporpamMHoe obecreyeHuve
(DYHKLUMOHa/IbHBIA 06bEKT, KOTOPbIA NPWU OMpeAeneHHbIX YCMOBUAX CNocobeH obecrnevnTb
HeCaHKLMOHMPOBaHHOe MpOorpaMMHOe Bo3deicTBMe. [MporpaMmHas 3akniafka MOXET ObITb
peann3oBaHa B BU/e BPeLOHOCHOW NporpaMMbl UV NPOrpaMMHOT0 Koja.

MporpammHoe (NporpaMMHO-MaTeMaTNyeCcKoe) BO3elicTBUe
HeCaHKLMOHUPOBaHHOE BO3JelCTBME Ha Pecypcbl aBTOMATU3MPOBAHHOW WH(OPMaLVOHHON
CUCTEMbI, OCYLLECTBNSAEMOE C UCMO/Ib30BaHNEM BPEAOHOCHBIX MPOrpamm.

Pecypc MH(OPMaLMOHHON CUCTEMbI - WMEHOBAHHbIA 31eMEHT  CUCTEMHOrO,
MPMKNALHOrO WM anmapatHoro ob6ecrneveHWsi  (YHKLMOHMPOBAaHUA  MHA(OPMaLVOHHO
CUCTEMBI.

CpefcTBa BbIYMCINTENIbHON TEXHUKM - COBOKYMHOCTb NPOrPaMMHbIX 1 TEXHUYECKMX
371EMEHTOB CMCTEM 06PabOTKM AaHHbIX, CMOCOOHbLIX (hYHKLMOHMPOBATb CAMOCTOSATENIbHO UK B
COCTaBe APYrux CUCTEM.

CybbekT pgoctyna (Cy6bekT) - /Auuo  wWAM  npouecc, [AencTBMs  KOTOPOro
pernaMeHTMpYTCS NpaBuUIaMmn pasrpaHnyeHmns 4OCTyna.

TexHn4yecKune cpefcTBa MHMPOPMALMOHHOM CUCTEMbl MEPCOHANbHbIX AaHHbIX -
CPeACTBa BbIYUCIUTENIBHON TEXHUKM, WH(HOPMALMOHHO-BbIYNCNTENIbHbIE KOMMMEKChI U CEeTH,
CpefcTBa M CMCTEMbl Mepefayn, npuemMa M 06paboTKM MepCOHaNbHLIX AaHHbIX (CpeacTBa U
CUCTEMbl  3BYKO3anmuCW,  3BYKOYCW/IEHMS,,  3BYKOBOCMPOW3BEAEHWUS,  MEPEeroBOpHble U
TeNeBM3NOHHbIe YCTPOIMCTBA, CPEACTBA M3rOTOBNEHMS, TUPAXMPOBAHUA AOKYMEHTOB W Apyrue
TEXHUYECKME CpeacTBa 00pabOTKM peyeBOid, rpadimyeckoit, BUAEO- M OYKBEHHO-LMDPOBON
nHhopmaumm), nporpaMmHble CcpeacTBa (OMepauvoHHble CUCTEMbI, CUCTEMbI YMpaBieHWs
6asamu faHHbIX 1 T.N.), CPeACTBa 3aLMTbl MH(OPMALMN.

TexHNYeCcKMii KaHan yTeuykn MHGOpMaLumn - COBOKYNHOCTb HOCUTENS MH(opMaLmm
(cpeactBa 06paboTKM), (HM3MYECKOWA Ccpefbl PacrnpocTpaHeHWs WMH(OPMATUBHOIO CUrHana wu
CPefCcTB, KOTOPbIMM A06bIBaeTCA 3aLimLLiaemas MHpopMaLus.

Yrpo3bl 6e30MacHOCTU NepPCOHasIbHbIX JaHHbIX - COBOKYMHOCTb YC0BUIA U (haKTOPOB,
CO3JaloLLMX ONacHOCTb HECaHKLUMOHWPOBAHHOrO, B TOM 4ucfie C/yyaiiHoro, foctyna K
MepCOHaNbHbIM AaHHbIM, Pe3yNbTaTOM KOTOPOr0 MOXET CTaTb YHWUYTOXEHWE, W3MEHEHME,
ONOKMpOBaHMe, KOMMPOBaHWe, PacnpoCTPaHeHMe MepCOHaNbHbIX AaHHbIX, a TakKXKe WHbIX



HEeCaHKLUMOHMPOBaHHbIX [eACTBUA nNpu  uX 06paboTke B MH(OPMALMOHHON  cucTeme
MepCOHa/IbHbIX aHHbIX.

YHUUTOXKEHME TMEPCOHa/IbHbIX AaHHbIX - [eNCTBMS, B pe3ynbTaTe KOTOpbIX
HEBO3MOXXHO BOCCTAHOBUTb COAEPXKaHWe NepcoOHaNbHbIX AaHHbIX B MHPOPMALMOHHON cucTeme
MEePCOHaIbHBLIX AaHHbIX WX B pe3y/bTaTe KOTOPbIX YHUUYTOXAKTCA MatepuasibHble HOCUTENN
MepPCOHaNbHbIX AaHHbIX.

YTeuka  (3awmuiaemMonr)  MHGpopmaumm N0 TEXHMYECKMM  KaHaniam
HEKOHTPOIMPYEMOE PacnpoCcTpaHeHNe MHMOPMaLUM 0T HOCUTENS 3aliuiaeMoil MH(opmMaLum
yepe3s (hM3MYECKYID Cpedy A0 TEeXHUYECKOro CpeAcTBa, OCYLLECTBAAIOWEro nepexsart
NHopMaLuK.

YA3BMUMOCTb - Hekad CnaboCTb, KOTOPYH) MOXHO WCMOMb30BaTb A1 HapyLLeHus
CUCTEMbI UMK COAIEPXKALLIECs B Hell MHGopmaLmMn.

LlenocTHOCTb MHKOPMALIMM - COCTOsIHWE MHA(OpMaLWK, MpU KOTOPOM OTCYTCTBYeT
nto6oe ee M3MeHeHUe M60 M3MEHEeHUEe OCYLLLECTB/ISIETCS TOMbKO MPeAHAMEPeHHO CyGbeKTamu,
VIMEIOLLMI Ha Hero npaso.

2. O6wme NoNoXeHNs

Hactoawas "basosasd mogenb yrpo3 6e30MacHOCTM NEPCOHasIbHbIX [aHHbIX MpU KX
06paboTKe B MH(OPMALMOHHBIX CUMCTEMAaX MEPCOHaNbHbIX AaHHbIX" (ganee - Mogenb yrpos)
COAEPXMT CUCTEMATM3MPOBAHHBIA NepeveHb Yrpo3 6e30nacHOCTM MEPCOHa/IbHBIX AaHHbIX NpK
nx 006paboTke B WH(POPMALMOHHBIX CUCTEMAaxX MNEPCOHa/IbHbIX [AaHHbIX. 3TW  Yrpo3bl
06yCnoBneHbl NpefgHaMePeHHbIMU WAN HenpefHaMepPeHHbIMU LeNCTBUAMM (PU3NYECKMX NUL,
AEeACTBMAMN 3apy6eXKHbIX CMeLCny>K6 nam opraHusaumnii (B TOM Yncie TEPPOPUCTMYECKMX), a
TaKXe KPUMWHaNbHbIX TPYyNnUPOBOK, CO3JaroLWMX YCnoBusa (MPeanocbiikK1) A8 HapyLUeHns
6e30MacHOCTM MnepcoHasibHbIX fAaHHbIX (M4H), KoTopoe BefeT K yep6y >KM3HEHHO BaXKHbIX
WNHTEPEeCcOB NIMYHOCTH, 06LeCcTBa 1 roCyAapcTaa.

Mogenb yrpo3 COAEePXWUT efuHble WCXOAHble [aHHble Mo yrposam 6e30MacHOCTH

NnepcoHanbHbIX fAaHHbIX, 06pabaTbiBaeMblX B WHHOPMALMOHHBLIX CUCTEMaxX MepPCOHaIbHbIX
JaHHbIX (MCIAH), cBA3aHHbIM:
c nepexsatom (cbemom) TAH NO TeXHWYECKMM KaHanaMm C LeNbl0 WX KOMWPOBaHWA WM
HenpaBOMEPHOro PacnpoCTPaHeHWs; C HeCaHKLMOHWPOBaHHbIM, B TOM YWCNE CAyYaiiHbIM,
poctynom B VCIMOH € uenbio M3MeHeHUs, KOMMpoBaHUS, HEMpaBOMepPHOro pacnpocTpaHeHus
MAH un aecTpyKTMBHbLIX BO3AENCTBUIA Ha anemeHTbl ICMAH 1 o6pabaTbiBaeMblX B HUX MH
C CMoNb30BaHWEM NPOrpaMMHbIX Y NPOrpaMMHO-annapaTHbIX CPEACTB C Ueflbio YHUUTOXEHUS
nnm 6nokmposarHusa MAH.

Mogens yrpos 4BnsSeTCA METOAMYECKMM [OKYMEHTOM W npefHasHayeHa [Ans
roCyfapCTBEHHbIX U MyHULMNAbHbIX OPraHoB, OPUANYECKUX 1 (MNn) Uanyecknx nuy, (ganee
- 0nepaTopoB), OpraHMsyloWmnx u (MaM) ocyLllecTBafloWmxX o6paboTky MAH, a TaKxke
onpeaensowWwmx Lenm n cogepxaHme obpaboTku MAH, 3aka3vymMkoB 1 paspaboTuynkos NCIAH 1
nx nogeucrem. C npvMeHeHnem Mogenn yrpos peLlaroTca cregytowme 3agaqun:

- paspaboTka 4yacTHbIX Mogeneii yrpo3 6esonacHoctTy MAH B KOHKpeTHbIX WCMAH C

YUYETOM UX Ha3HauyeHwWsl, yCI0BUIA 1 0COOGEHHOCTEN (DYHKLMOHMPOBAHNS;

- aHanu3 sawmuieHHocTn VMCIMAH oT yrpo3 6e3onacHocTn MAH B X04e OpraHu3auun m

BbINONHeHWs paboT no obecneveHunto 6esonacHoctu MAH;

- paspaboTka  cucTembl  3awmuTbl  MAH,  obecrneuvBaloweid  HeWTpanM3aLmIo
npegnonaraeMbiX Yrpo3 C WCMNONAb30BaHMEM MeTOAOB W CnocoboB 3awutbl T1H.
npeaycMoTpeHHbIX AN cooTBeTcTBYloWero knacca CIMAaH;



- NpoBefeHue MEepOonpuUATUN, HanpasneHHbIX Ha npefoTBpaLleHme
HecaHKLMOHMPOBaHHOIo Aoctyna K MNAH v (Wan) nepefaun ux nvuam, He UMEOLLUM
npasa fOCTyna K Takoin MH(opmMaLmu;

- HefonylleHWe BO3AENCTBUA Ha TexHuYeckne cpeactea ICTOH, B pesynbTate KOTOPOro
MOXET 6bITb HapYyLLEHO UX (PYHKLVIOHMPOBAHNE;

- KOHTPONb 06eCrneyeHns YPOBHA 3aLLULLLEHHOCTW NePCOHaIbHbIX AaHHbIX.

B Mogenn yrpo3s paHo 0606ueHHoe onucaHne WMCMOH Kak 06bEeKTOB 3aluThbl,
BO3MOXHbIX WCTOYHMKOB Yrpo3bl 6e30MacHOCTU MepcoHaNbHbIX AaHHbIX (YBI14H), OCHOBHbIX
KnaccoB ysassumocTteli VCIH, BO3MOXHbIX BMAOB AECTPYKTUBHbIX BO3AehcTBUiA Ha MAH, a
TaKXXe OCHOBHbIX CMOCOBOB MX peann3auuu.

Yrposbl 6e3onacHocTn MAOH, obpabaTbiBaeMbix B MCMAH, cogepKalimMecs B HaCTOALLEN
Mogenn yrpos, MOryT YTOYHATLCA W AOMOMHATLCA MO Mepe BbISB/IEHUSA HOBbIX WCTOYHWUKOB
yrpos, passuTusa cnoco6os u cpeacTs peanusaunn YbBMNAH B UCIMAH. BHeceHWe U3MEHEHWIA B
Mogens yrpos ocywectsngetcd PCTIK Poccum B yCTaHaBNIMBAEMOM NOPSALKE.

3. Knaccngmkaums yrpos 6e30nacHoOCTU MepcoHasbHbIX AaHHbIX

CoctaB un cogepxaHue YBIMOH onpeaensieTcs COBOKYMHOCTbI YCNOBWIA U (DAKTOPOB,
CO3JatoLLMX ONaCHOCTb HECAHKLMOHUPOBAHHOTO, B TOM YMC/ie ClyYaiHoro, goctyna K MAH.

COBOKYMHOCTb TaKUX YCMOBUIA U (haKTOPOB (JOPMMPYETCA C YYETOM XapaKTepUCTUK
NCMAH, cBoWCTB cpedbl (NMyTW) pacnpocTpaHeHUs MH(OPMATUBHBLIX CUTHAN0B, COZLEpPXalLmX
3almaeMyro MHHOPMaLunio, 1 BO3MOXXHOCTE MCTOYHMKOB Yrpo3bl.

K xapaktepuctnkam WCI14H, obycnosnuealowmMM BO3HUKHOBeHWe YBIMAH, MOXHO
OTHeCTn KaTeroputo 1 06beM obpabatbiBaeMbix B ICMH nepcoHasbHbIX AaHHbIX, CTPYKTYpY
NCMNAH, Hannume nogkntoyeHnii MCMOH K ceTam CBA3M 06LLEro nosb30BaHUA U (MK) CeTam
MeXyHapoLHOro WHMOPMaLMOHHOro 00MeHa, XapakTepucTuKM MOLCUCTEMbI Ge30MacHOCTU
MAOH, obpabatbiBaembix B VCIOH, pexxmMbl 06pabOTKM MEPCOHa/bHbIX [AaHHbIX, PEXWUMbI
pasrpaHu4eHnss npaB pAoctyna nonb3osatenein WCMAH, MeCTOHaXOXAeHWe W YCnoBUS
pasmMeLLeHNsa TexHu4veckux cpegcts NCrigH.

VH(opMaunoHHble CUCTEMbI Mnad npeacTaBnaoT coboit COBOKYIMHOCTb
NH(OPMALMOHHBIX ¥ MPOrpaMmMHO-annapaTHbIX 3/IEMEHTOB, a TakXe WH(POPMaLNOHHbIX
TEXHONOIUiA, NpUMeEHsieMbIX Npy obpaboTke MAH.

OcHoBHbIMK 3niemeHTamy VICTTOH aBnstoTCa:

- MepcoHasbHble [faHHble, cofepXawmecsd B 6asax [aHHbIX, Kak COBOKYMHOCTb
MH(popMauum 1 ee HocuTeneid, mcnonbdyembix B WICIMAH; MHOPMaLMOHHbIE TEXHOMOMUK,
npumeHsemble npu 0bpaboTke MAH;

- TEXHUYECKMe  CpeAcTBa,  ocylecTenswowme o6pabotky TMAH  (cpeacTtsa
BbIYNC/IUTE/IbHOM TEXHUKW, UH(POPMALVOHHO-BbIYUCANTENbHbIE KOMMIEKCHI U CETU, CPeACTBa U
cucTembl nepegayn, npuema u  06paboTkm T[H, cpeAactBa M CUCTEMbl  3BYKO3arucy,
3BYKOYCW/IEHWS, 3BYKOBOCMPOW3BEAEHUSA, MEPeroBopHble U  TeNeBU3NOHHbIE YCTPOICTBA,
CPeACTBa W3rOTOB/IEHUS, TUPaXUPOBAHWUA [OKYMEHTOB W [pyrve TeXHUYecKue CpeacTsa
06paboTKM peyeBoi, rpagmyeckor, BUAEO- U OyKBEHHOUMMDPOBON wHMopMauum) (panee -
TexHu4yeckme cpeactea NCIOH);

- nporpammHble cpefcTBa (ornepauoHHble CUCTEMbI, CUCTEMbI YNpaB/ieHns 6a3amu
AaHHbIX 1 T.MN.);

- CPeACTBa 3aLLUTbI MHPOPMALNN;



- BCMOMOrarte/ibHble TeXHU4yeckue cpeactsa u cuctembl (BTCC) - TexHuueckue
CpefcTBa M CUCTEMbl, UX KOMMYHWKALUMW, He MNpefHa3HayeHHble Ansa obpabotku MAH, HO
pasMeLLeHHble B MOMeLLeHUsAX (aanee - Cny>kebHble MOMeLLeHWs), B KOTOPbIX PacrnonoXeHbl
NCIOH, X TexHuYecKue cpefcTBa (pasnMYHOro pofja Tened)OHHble CpeacTea U CUCTEMBI,
CpefCcTBa BbIYUCIUTENbHOW TEXHWKMW, CPeAcTBa M CUCTEMbl Mepefayn AaHHbIX B CUCTEME
pafMoCBA3N, CPeACTBA U CUCTEMbI OXPaHHON M MOXAPHOW CUrHaiM3aumn, CpeacTBa U CUCTEMbI
OMOBELLIeHMSA N CUTHANN3aUWUWU, KOHTPOJIbHO-M3MepUTeNibHas annaparypa, CpeacTsa U CUCTEMBI
KOHAWLMOHNPOBAHWS, CPeCTBa U CUCTEMbI MPOBOAHON PaauoTPaHCNALMOHHON CeTU U npuema
nporpaMM pafuMoBeLLaHNA U TeneBUAEHWUS, CPeLCcTBa 3/1EKTPOHHOW OPrTEXHUKW, CpeacTBa U
CUCTEMbI 3/1eKTPOYACO(UKALNN).

CsolicTBa cpefbl (MyTn) pacrnpocTpaHeHWUs WMH(OPMATUBHbIX CUFHAIOB, COAepXallimX
3allMulaeMyo  MHOPMALMIO, XapaKTepusyroTcsa BUAOM  (DM3MYECKOW Cpedbl, B KOTOPOW
pacnpocTpaHsatoTca MNAH, 1 onpefensaoTca Npu OLeHKe BO3MOXXHOCTU peanm3aunn YBI4H.

Bo3smoXHOCTM  MUCTOYHUKOB  YBIAH 06yCcnoBneHbl  COBOKYMHOCTbKO — CMOCO60B
HeCaHKLMOHNUPOBAHHOIO W (MnKn) cnyvainHoro goctyna K [MAH, B pe3ynbTaTte KOTOPOro
BO3MOXXHO HapyLLleHne KOH(UAEHUNANTBHOCTY (konupoBaHue, HerpaBoMepHoe
pacnpocTpaHeHmne), LeNnoCTHOCTU (YHUUTOXEHUE, N3MEHEHNE) U AOCTYMHOCTU (6/10KMpOBaHUE)
MAax.

Yrpo3sa 6esonacHocTu MNAH peannsyetcs B pe3y/nbTaTe 06pa3oBaHWs KaHaia peasimsaunm
YBMAH MeXay MCTOYHUKOM Yrpo3bl U HOCMTeNnemM (MCTOYHUKOM) T[H, 4TO co3aaeT ycnoBus
AN5 HapyLweHns 6e3onacHocTy MAH (HeCaHKLMOHUPOBAHHbLINA UK CyYaiiHbIin LOCTY).

OCHOBHbIMW 3N1eMeHTaMM KaHana peanm3auny YbIMAH (pucyHok 1) aBnsorcs:

NCTOYHUK YBIMOH - cy6bekT, MaTepuasbHbI 06bEKT UK (DU3NYECKOE ABMIEHME,
cosgaowme YBMAH; cpega (NyTb) pacnpocTpaHeHus MOH wan BO3AENCTBUIA, B KOTOPOW
(hm3nyeckoe Mosie, CUTrHa/, [aHHble WM  MNporpaMmbl  MOTYT  PacrnpoCTpaHATbCH U
BO3JeNCcTBOBaTb Ha  3awuuiaeMble  CBOMCTBA  (KOH(PUAEHLMANbHOCTb,  LeNOCTHOCTD,
poctynHocTb) MAH; HocuTenb MAOH - (m3nyeckoe NNLO WM MaTepUasbHbIA 06BLEKT, B TOM
yucne (m3nyeckoe nose, B KOTOpoM MNAH HaxoAAaT CBOe OTPaXeHWe B BUAE CMBOJIOB, 06pa30B,
CUrHAOB, TEXHUYECKMX PeLUeHUA 1 NPOLLEeCcCOB, KOMMYECTBEHHbIX XapaKTepucTUK Mr3nyeckmnx
BE/IMUVH.

PucyHok 1. O600LieHHan cxema KaHana peaimsaunm yrpos 6e3onacHocTum
NepcoHasIbHbIX AaHHbIX

Hocutenn TMOH MOryT cofep)aTb WH(OPMaLMiO, MPeACTaBNeHHY0 B ClefyroLnx
BUax:

- akycTuyeckas (pedesas) uHgopmauus (PU), cogepxallasaca HenocpeacTBeHHO B
NPoOu3HOCUMOI peun nonb3oBatens MCMOAH npu ocyulecTBAeHUM UM (YHKLUM FONOCOBOr0
Beoga MAH B NCIAH, nnbo Bocnpou3Bognmas akyctuueckumu cpeactsamu VCMAH (ecnm
TakMe (YHKUMM NpeaycMOTPEHbl TEXHOMOrnel obpaboTkm MAH), a Takxe coaepxkallascs B



3NIEKTPOMArHUTHBLIX TMOMAX W 3MEKTPUYECKMX CUTrHanax, KOTOpPble BO3HMKAKT 3a CYeT
npeobpa3oBaHNin aKyCTUUECKON MH(opMaLNN;

- B1AoBas uHpopmaums (BW), npenctaBneHHas B Bue TeKCTa U U306paXKeHWiA
pas/IMyHbIX YCTPOWCTB OTOOpPaXKEHMS WH(OPMaLUN CPeACcTB  BbIYACAUTENbHOW  TEXHUKW,
WH(OPMALMOHHO-BbIYNCIUTENIbHBIX ~ KOMIJ/IEKCOB,  TEXHUYECKMX  CPeAcTB  06paboTkm
rpatmyeckon, Buaeo- 1 6yKBeHHO-LUDPOBOIA NHopMaL K, BXxogawmx B coctas VICTAH;

- NH(opmauus, obpabaTtbiBaemas (umpkynupytoulas) B NCIMAH, B
BUAE 3NEKTPUYECKUX, 3NeKTPOMArHUTHbIX, ONTUYECKUX CUTHANOB;

- nHhopmauums, obpabatbiBaemas B VICIMAH, npeactaBneHHas B Buge ouT, GawlT,
(hainoB n ApYrux N0rMYecKnx CTPyKTyp.

B uenax opMmpoBaHMs CUCTEMATU3NMPOBAHHOIO nepeyHs YBMAH npu nx obpaboTke B
WCIAH 1 pa3paboTKe Ha MX OCHOBE YaCTHbIX MOJENel MPUMEHUTENBHO K KOHKPETHOMY BuAay
NCIMAH yrposbl KnaccupuumpyroTca B COOTBETCTBUM CO CNefyOWUMK Npu3Hakammn (PUCYHOK
2):

- no BuAay 3awmiiaemori ot YBMAH nHhopmaumm, cogepxalueii MAOH;

- M0 BUAAM BO3MOXHbIX UCTOYHMKOB YBI14H;

- no tuny ACIAH, Ha KoTopble HanpasneHa peannsauunsd Ybran;

- no cnocoby peanusaunu YBMAH;

- N0 BMAY HapyLlaemMoro CBOWCTBa WMH(opmMauum (BULY HeCaHKLMOHWPOBAHHbIX
NencTBuin, ocyulecTensemblx ¢ MAH);

- N0 UCNONb3yeMoii YA3BUMOCTH;

- N0 06bEKTY BO3AENCTBUS.

o BMAaM BO3MOXKHbIX UCTOYHMKOB YBIH BbiAenaTCca cnefytoLlme Knaccbl yrpos:

- Yrpo3bl, CBA3aHHbIE C MpegHaMepPeHHbIMU WAW HerpeLHaMepPeHHbIMU AeNCTBUAMU NN,
nmetowmnx goctyn K WCMAH, Bktouyas nonb3oBateneid WCMAH, peann3yroumx Yrposbl
HenocpeAcTBeHHO B VICTTAH (BHYTPEHHWUIA HapyLUUTENb);

- Yrpo3sbl, CBA3aHHble C MpejHaMepPeHHbIMU UKW HenpegHaMepeHHbIMU AeACTBMSAMU NnL,
He umerowmx goctyna K NCMAOH, peanv3ylowmnx yrposbl U3 BHELUHUX CeTel CBSA3M 06LLero
nonb30BaHMA ©  (UK) CeTen  MeXAYHapoAHOro WHMOPMAaUMOHHOr0 o6MmeHa (BHELUHWI
HapyLUnTeNb).

Kpome TOro, yrpo3ssl MOryT BO3HWKaTb B pe3y/ibTaTe BHePeHWs annapaTHbIX 3aKnajok
1 BPeAOHOCHbIX MPOrpaMm.
Mo Tuny WCIMAOH, Ha KoTopble HanpaeneHa peanusauma YBI1AH, BbigenawTcs
ClefiytoLme Knacchl yrpos:
- yrposbl 6e3onacHocT MAH, o6pabaTtbiBaembix B MCIMOH Ha 6a3e aBTOHOMHOrO
aBTOMaTM3MpPOBaHHOTO paboyero mecta (APM);
yrposbl 6esonacHoctn [MAH, o6pabatbiBaembix B WCIOH Ha 6aze APM,
MOAK/KOYEHHOIO K CeTu 00Liero nonb3oBaHus (K CETU MeXAYHapOLHOro MH(OPMaLMOHHOI0
06MeHa);
yrposbl 6e3onacHoctn MAH, o6pabaTbiBaeMblXx B VCIMOH Ha 6a3e NoKabHbIX
MH(OPMALMOHHBIX cucTeM 6e3  MOLKMOYEHUS K CeTM 06LWero nonb3oBaHUa (K CeTu
MeX/yHapoAHOro MHHopMaLMOHHOIro 06MeHa);
- yrposbl 6esonacHoctn MJH, obpabaTbiBaeMblXx B NCIAH Ha 6a3e NoOKabHbIX
MH(OPMALMOHHBIX CUCTEM C MNOAK/IOYEHWEM K CceTU 06LWero nonb3oBaHus (K CeTu
MeX/yHapoAHOro MHHopMaLMOHHOIro 06MeHa);



- yrposbl  6esonacHoctn MJAH, o6pa6atbiBaemblx B WCIMAH Ha 6ase
pacrnpegeneHHbIX MHPOPMAaLMOHHbIX CUCTEM 6e3 MOAKNKOYEHNS K CETW 06LLEro Nonb3oBaHns (K
ceTu MeXAYyHapoAHOro MHhopMaLMoHHOro 0bMeHa);

Mo Buay 3awmwaemoii ot YBMN/AH wHhopmaumum, coaepxalleit MaH
Yrposbl PU r Yrpossl B [ Yrpo3bl nHdopmaumu, obpabarsisaemoit B TCOW [ | Yrpo3bl nHtopmaumu, obpabatbisaemoiis AC |

Mo tuny UCMN/H. Ha KOTOpble HanpasneHa peanusaums YBMNAH

PucyHok 2. « Knaccugukaums yrpos 6e30nacHoOCTV NepcoHaIbHbIX AaHHbIX».

Knaccuumkaums yrpo3 6e30nacHOCTU MePCOHaNbHbIX [aHHbIX, 06pabaTbiBaeMbIX B
NH(OPMALMOHHBIX ~ CUCTEMAaxX  MEPCOHaNbHbIX  [aHHbIX  yrpo3bl  6e3onacHocT  TMAH,
obpabatbiBaembix B WCIMOH Ha 6ase pacrnpefefnieHHbIX WHMPOPMALNOHHbIX CUCTEM C
MOAK/IIOYEHMEM K CETW O06LLEero nosib3oBaHWA (K CETU MEXAYHapOLHOro MH(OopMaLMOHHOro
06bmeHa).

Mo cnocobam peanusaumm YBIMOH BblIgensoTcs cnefyroLime Knaccbl yrpos:

- yrposbl, cBsizaHHble ¢ HCJA k T1AH (B TOM 4ucne yrposbl BHeApPeHMs
BPEAOHOCHbIX MPorpaMm);

- yrpo3sbl yTeuku MAH No TEXHNYECKUM KaHanaM yTeuykn MHgpopmalmu;

Yrpos3bl cneumanbHbiX Bo3aencTauii Ha NCIAH.

Mo BUAY HeCaHKLMOHMPOBAHHbLIX [ENCTBUIA, ocylwiecTBasieMblX ¢ TMAH, BblgensoTcs

cnefyroLiune Knaccol yrpos:
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- yrposbl, NPUBOAALLME K HapyLUeHNO KoHpuaeHuuansHocT MAH (KonupoBaHuio
WA HECAHKUWMOHWPOBAHHOMY  pacrpoCTpaHeHuto), Mpy  peaimsauuMm  KOTOPbIX  He
OCYLLLeCTBNAETCS HEMOCPELCTBEHHOI0 BO3AENCTBMA Ha COAepXaHne NH(opmaLluu;

- yrposbl, NpUBOAALLME K HEeCaHKLWOHMPOBAHHOMY, B TOM Yuc/fie C/ly4YainHoMmy,
BO3LENCTBMIO Ha COfepXaHve WH(opMaumMn, B pe3y/bTaTe KOTOPOro OCYLLeCTB/SETCS
n3meHeHve MAH NN X YHUUTOXEHUE;

- yrposbl, NpvBOAALLME K HEeCaHKLWOHMPOBAHHOMY, B TOM 4ucfie Cay4vainHomy,
BO3JENCTBMIO Ha MporpamMMHble WM MporpamMMmHo-annapaTtHele anemeHTol WCMAH, B
pe3ynbTaTe KOTOPOro ocyllecTBaseTcs 6noknposanue MAH.

Mo MCrnonb3yemoin ya3BUMOCTI BbILENAIOTCA CefyHoLLne Knacchl yrpos:

- Yrposbl, peannsyemMble ¢ UCNOJIb30BaHNEM YA3BUMOCTU cuctemHoro [MO;

- Yrpo3bl, peann3yemMble C UCNO0JIb30BaHNEM YA3BUMOCTU NpuknagHoro MO;

- yrpo3bl, BO3HMKaKOLWMe B pe3ynbTaTe WMCNOb30BaHWUS YA3BUMOCTW, BbI3BaHHOM
Hanmumem B AC annapaTHOI 3aKnagKu;

- Yrpo3bl, peann3yemble C WUCMOJSb30BaHWEM YSA3BMMOCTE NPOTOKO/I0B CETEBOrO
B3aMMO/ENCTBUA 1 KaHa/I0B nepefayn faHHbIX;

- Yrpo3sbl, BO3HWKatoWMe B pe3y/ibTaTe UCMO/b30BAHUA YA3BUMMOCTM, Bbl3BAHHOM
HefocTaTkamy opraHusauum T3M ot HCA,

- yrposbl, peasM3yeMble C WCMO/Ib30BAHNEM YA3BUMOCTEW, 06YCNOBMBAIOLMNX
Ham4yre TeXHUYECKUX KaHaN0B YTeuKn NHpopmaLmu;

- Yrpo3bl, peaninsyemMble ¢ UCMNOb30BaHMEM yA3BMMOCTein C3W.

Mo 06beKTy BO3AENCTBMA BbILENAIOTCA CNeAytoLLMe Knacchl yrpos:

- yrposbl 6esonacHocTu MAH, o6pabaTbiBaeMbix Ha APM;

- yrposbl 6e3onacHoctn [[H, o06pabaTbiBaeMbIX B BbIENEHHbIX CpeAcTBax
06paboTkn  (NpuHTepax, NaoTTepax, rpaonocTpPonTeNaX, BbIHECEHHbIX  MOHUTOpPAX,
BUEOMPOEKTOPax, CPeACcTBax 3BYKOBOCMPON3BEAEHUS U T.M.);

- yrpo3bl 6esonacHocTy MAOH, NnepeaBaeMblX MO CETSM CBSA3W;

- Yrpo3bl NPUKNagHLIM NporpaMmmam, ¢ MOMOLLbIO KOTOPbIX 0bpabaTbiBatoTcs MAH;

- yrpo3sbl cuctemHomy MO, obecneunsarowemy yHkuroHuposaHue CMAH.

Peanuzauna ogHoin 3 YBI[AH nepeymcneHHbIX KaccoB WA MX COBOKYMHOCTU MOXeT
MPVMBECTM K CReAytoLmM Tunam nocneacTsuii ana cyovekTos MAH:

- 3HAYUTE/IbHbIM HEraTUBHBIM MOCNEACTBUAM A/1F CyObekToB MAH;

- HeraTMBHbIM NOCNeACTBUAM ANs cyOobekToB MAH;

- He3HauNTe/IbHbIM HEraTUBHbLIM NOCMEACTBUAM 418 CyObekToB MAH.

Yrposbl yteykn T1[H N0 TeXHMYECKMM KaHajiaM OfAHO3HAYHO  OMMCbIBAKOTCH
XapaKTepucTMkaMmm WCTOYHWMKA WH(opMauuun, cpefbl (MyTv) pacnpocTpaHeHUs U MPUEMHUKA
NH(OPMATUBHOIO CUrHana, TO eCTb OMpefenstoTCs XapakKTepUCTUKaMU TEXHUYECKOro KaHana
yTeuku MAH.

YTpo3bl, CBA3aHHbIE C HECAHKLUMOHNPOBaHHbIM goctynom (HCA) (ganee - yrpossl HC/, B
WCMAxH), npeactaBnsaTcsd B BUAE COBOKYMHOCTM 0606LLEHHbIX K/1ACCOB  BO3MOXHbIX
NCTOYHUKOB yrpo3 HCJ, ysa3BuMOCTeil nporpaMMHOro v annaparHoro obecneyenus VCIAH,
CnocoboB peannsauymmn yrpos, 06bLEKTOB BO3AENCTBUSA (HOCUTENER 3aluiaeMoi MH(opMaLmu,
AVpeKTopueB, Katanoros, (avnos ¢ MAH wam camux MOH) 1 BO3MOXHbIX LeCTPYKTUBHbIX
[eicTBMA. Takoe NpefcTaBneHne OMUCLIBAETCA CeAyHoLLein (hopMaM30BaHHO 3anunchHo:

yrpo3a HC/: = <UCTOYHUK Yrposbl>, <yA3BUMOCTb MPOrpaMMHOr0o WM annapaTrHoro
obecneyeHna” <crnoco6 peann3auunu yrposbi>, <06beKT Bo3geicTBMAN
HecaHKLMOHUPOBaHHbIN JOCTYM>.



4. YTpo3bl yTeUKN UH(OPMALMK MO TEXHUYECKMM KaHanam

OCHOBHbIMW 3/1eEMEHTaMM OMUCaHUA Yrpo3 YTeuyku WHHOPMaLUM MO TEXHUYECKUM
KaHanam (TKYW) aBAalTCA:  MUCTOUYHWMK  yrposbl, cpeja (NyTb)  pacnpocTpaHeHus
MH(OPMATMBHOIO CUrHaNa U HOCUTESb 3aLuULLaeMO MH(OPMaLUN.

VcTOYHMKaMK  yrpo3 yTeuku WHQpopMauuy Mo TeXHUYECKMM KaHajaM SBAATCA
(hm3myeckme nmua, He nmMetowme goctyna K MCMAH, a Takke 3apy6exHble cneucnyXobl nim
opraHusaumy (B TOM 4WCNe KOHKYpUpYIOWMEe WM TeppopUCTUYECKUE), KPUMUHASIbHbIE
rpynnupoBKW,  OCYLLECTBAAKOWMEe rnepexBaT (CbeM) WHGMOpPMaUMM C  WUCMOb30BAHUEM
TEXHUYECKMX CPeLCTB ee perucrpauuu, nprema unv otorpaprpoBaHus.

Cpepa pacnpocTpaHeHUs WHMOPMATMBHOIO CUrHana - 370 (u3myeckas cpega, Mo
KOTOPOM  MH(OPMATUBHBLIA  CUFHaN  MOXET  pacrnpocTpaHATbCA M MPUHMMATLCS
(perncTpupoBaTbCs) npvemMHUMKOM. Cpefa pacnpocTpaHeHUsi MOXKeT OblTb, KakK OAHOPOAHOMN
(Hanpymep, TOMbKO BO3AYLUHOR), TaK M HEOAHOPOAHOI 3a CYET Mepexoda CUrHana u3 OfHOW
cpenbl B Apyryto (Hanpumep, B pesynbTaTe akKyCTO3/IeKTPUYECKUX WKW BUOBPOAKYCTUUHECKMX
npeo6pas3oBaHuii).

Hocutenem MAH sBnsetca nonb3osatens VCIMAH, ocyLwecTBAAIOWMIA rONOCOBON BBOA
naH B WCIMAOH, akyctnyeckaa cuctema WCIMOH, Bocnpoussogdawaa [MOH, a Takke
TexHuyeckme cpeactea MNCMAH n BTCC, cospaiowme (uandeckne nosns, B KOTOPbIX
NHOPMaLMA HaXOAWUT CBOe OTPaXeHWe B BUAE CUMBOJIOB, 06pa30B, CUIHaNOB, TEXHUYECKUX
PELLUEHWNIA 1 NPOLLECCOB, KOMMYECTBEHHbIX XapaKTePUCTUK PUNYECKUX BENUNH.

Mpu obpabotke MAH B NCMOH 3a cyeT peasM3auny TEXHUUECKUX KaHANOB YTeuKu
NH(opMaLMy BO3MOXHO BO3HUKHOBEHWE creayowmx YBIMaH:

Yrpo3 yTeuKn aKyCTUUeCcKon (peyeBoii) MHhopMaLnu;

Yrpo3 yTeuku B1L0BOI MHOpMaLMN;

Yyrpo3 yTeykn vHhopmaumMm no KaHanaMm NO6GOYHbLIX 3/EKTPOMArHUTHbLIX W3YyYeHWU U
HasogoK (M3MUWH).

4.1. Yrpo3bl yTeUKM aKyCTUYECKOI (peueBoil) nHgopmMaLum

BO3HUKHOBEHME Yrpo3 YTeUKW aKyCTUYecKol (peuyeBoil) MHopMauum, cofepxalleincs
HenocpeACTBEHHO B MPOM3HOCKMMON peun nonb3osatens WCMAH, npu ob6bpaboTke MAH B
NCIOH, obycnoBneHo HanuuveM (yHKUWIA ronocosoro Beoga MAH B VCTIOH mam ¢yHKLUMWiA
BocrnpounssegeHuns MAH akyctuyecknumn cpegcteamu NCI1AH.

MepexBaT aKyCTU4ecKol (pe4yeBoi) WMHMOPMaUUX B AaHHbIX Cy4vasX BO3MOXEH C
MCNoNb30BaHWEM  annapaTypbl,  PerucTpupylollen  akycTuyeckue (B BO3f4yxe) W
BMOpoaKycTuyeckme (B ynpyrux cpefax) BOJHbI, a TaKXe 3/IeKTPOMarHuTHble (B TOM 4ucre
OMTMYECKNE) W3YUYEeHUA W 3NeKTPUYECKUE CUTHaMbl, MOAYNMPOBaHHbIE WH(POPMATUBHbLIM
aKyCTUYECKUM CUTHA/IOM, BO3HMKatoWwMe 3a cyeT npeobpasoBaHWUii B TEXHWUYECKMX CPencTBax
o6bpabotku T1AH, BTCC K1 CTpOUTENbHBLIX KOHCTPYKUUAX W UHXEHEPHO-TEXHUYECKUX
KOMMYHVKaLMsAX MoJ BO3AENCTBUEM aKyCTUYECKNX BOJH.

Kpome 3TOro, nepexsaT aKyCTMYeCKON (peyeBOM) WHGOpPMaLMM BO3MOXEH C
MCNONb30BaHWEM CMeumasbHbIX 31eKTPOHHbIX YCTPOMCTB CbeMa peyeBOi WMHGopMaLmu,
BHEAPEHHbIX B TeXHWYecKue cpeactea o06paboTkm [MAH, BTCC u nomeweHns wunu
MOAKNHOYEHHbIX K KaHanam CBA3W.
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Yrpo3bl 6e3onacHocTv MJH, CBA3aHHbIE C MEPexBaTOM aKyCTUYeCKON WMHopMauum c
MCNOMb30BaHWEM CMeLMa/IbHbIX  3/1IEKTPOHHBIX YCTPOMCTB CbemMa pPeyeBOl UHopmaLuum
("'3aKnagoYHbIX YCTPOICTB"), ONpeaenstoTcs B COOTBETCTBMM C HOPMATUBHbLIMU AOKYMEHTamu
®efepanbHON cnyXobl 6e3onacHocTN Poccuitckoli defiepaLnm B YCTaHOB/IEHHOM €10 MOPSIAKE.

MepexBaT aKyCTUYeCKOi (peyeBoii) MH(OPMaLMM MOXET BECTUCD:

- CTaLMOHapHONM annapaTypoi, pasMellaeMoil B 6/M3Nexalimx CTPOeHWsX (34aHusx) c
HEKOHTPO/IMPYEMbIM MPebblBaHWEM MOCTOPOHHMUX /UL

- MOpTaTMBHON BO3MMOI annapaTypoil, pa3MellaeMoli B TPaHCMOPTHbLIX CPeAcTBaXx,
OCYLLECTBMIAIOLMX ABVKEHWNE BONU3W CMY>KEOHbIX NOMELLEHNIA UK NpU UX NapKOBKE PAAOM C
3TVMW NOMELLEHUAMM,;

- MOPTaTMBHOW  HOCUMOW  anmapatypoi -  (M3MYECKMMU  [Muamy  Npu- Ux
HEKOHTPO/IMPYEMOM MpPebbiBaHUM B CMYXEOHbIX MOMELLEHUAX WX B HeMNOCPeACTBEHHOM
6/1130CTU OT HUX;

- aBTOHOMHOW aBTOMaTM4eCKOW annapaTypoi, CKPbITHO yCTaHaBAMBaeMOW (HU3NYECKUMU
NNLAMW HEMOCPEACTBEHHO B CNYXeOHbIX MOMELLEHUAX WX B HEMOCPEACTBEHHOW 6/1130CTM OT
HUX.

4.2. Yrpo3bl yTe4KN BUAOBOWN MHGopMaLmn

Yrpo3bl yTeuku BWAOBON MH(OpMaLuM peanusytoTcs 3a cyeT npocmotpa MAH ¢
MOMOLLbIO OMNTUYECKMX (OMTUKO-3M1EKTPOHHBIX) CPELCTB C 3KPAHOB AWCNIEEB U APYTUX CPeACTB
0TOOpaXXeHNS  CPeACTB  BbIYMCANTENbHON  TEXHWKW,  MH(OPMALNOHHO-BbIYNCANTENbHBIX
KOMMNEKCOB, TEXHNYECKNX CPeACTB 06paboTKM rpatmuyeckoi, BMaeo- 1 6yKBeHHO-LM(POBON
NH(opmaumm, Bxoadwmx B coctas NCIAH.

Kpome atoro, npocmoTp (peructpauus) T[MOH BO3MOXEH C  MCMONb30BaHWEM
crneymanbHbIX 3M1EKTPOHHbIX YCTPOMCTB CbeMa, BHEAPEHHbIX B CAY)XXEOHbIX MOMELLEHUSAX WK
CKPbITHO UCMO/Ib3YeMbIX (DM3NYECKUMW TMLAMUN NPU MOCELLEHUN UMW CNYXKEOHBLIX NOMELLEHWA.

Yrposbl 6esonacHocT [OH, CBA3aHHble C WX MNEPexBaTOM MNpW  MCMO/b30BAHUK
CrneLmasibHbIX 3M1EKTPOHHbIX YCTPOMCTB CbeMa BWAOBOW WH(popmaumn (BUAEO 3aKiafok),
ornpegenslTcs B COOTBETCTBUM C HOPMATWMBHbIMK [OKyMeHTaMu ®efepanbHON  CyXObl
6e3onacHocT Poccuiickoin deaepaliiv B yCTaHOB/IEHHOM €0 MOPSILKE.

HeobxoanmbiM YCNOBMEM OCYLIECTBMEHUS MnpocmoTpa (pernctpauun) MAOH sBnseTcs
Ha/Inuve NPAMOIA BUAMMOCTM MeXAY CPeACTBOM HabntogeHus n HocuTenem MAOH.

Mepexsart MH MOXeT BeCTUCH:

- CTauyMoHapHOW annapaTypoil, pasmeLiaeMoil B  6aM3NeXalnMx CTPOEHUAX
(30aHMAX) C HEKOHTPOIMPYEMbIM MpPebbiBaHNEM MOCTOPOHHUX /UL,

- MOpPTaTMBHOW BO3MMOI  annapaTypoil, pasmeLlaeMoil B TPaAHCMOPTHbIX
CpefCcTBax, OCYLUEeCTBAALWMX ABUKEHUE BOIN3N CNYXEOHbIX MOMeLeHUA nnm
npu X NapkKoBKe PALOM C 3TUMW MOMELLEHUAMU;

- NOpTaTMBHOW HOCMMOW annapaTypoil - (U3NYECKUMM AnuaMu  npu  ux
HEKOHTPONMPYEMOM  MpebbiBaHUM B CNYXEOHbIX  MOMELLEHUAX WU B
HenocpeACTBEHHOWN 6A130CTM OT HUX.

MepexsaT (npocmoTp) MAH MOXET OCYLLEeCTBAATLCA MOCTOPOHHUMMW NULAMU MYTEM UX
HENoOCPeLCTBEHHOIO0 HabMAeHNA B CNYXEOHbIX MOMELLEeHUAX MO0 C PacCTOAHMS MPSMON
BUAMMOCTN M3-3a npegenos NCMAH ¢ ncnosib3oBaHWEM ONTUYECKUX (OMTUKO-3/1EKTPOHHbIX)
CpescCTB.
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4.3. Yrpo3sbl yTe4kun nHpopmaLmm no KaHasam noboYHbIX 3/1eKTPOMarHUTHbIX
N31y4YeHU N HABOAOK

BosHMKHOBeHne yrposbl MNAH no kaHanam M3OMWH BO3MOXHO 3a cyeT nepexsaTta
TEXHUYECKUMU CpefCcTBamMM NOBOYHbIX (He CBA3AHHbLIX C NPAMbIM (DYHKLMOHAIbHbIM 3HAYEeHNEM
anemeHToB VICIAH) MH(OPMATMBHbLIX 31EKTPOMArHUTHbIX NOMel U 3NeKTPUYECKNX CUTHAsOB,
BO3HMKaKOLLMX Npu 0bpaboTke MM TexHuyeckumn cpeacteamu CIMAH.

leHepaums wHhopMauun, cogepxatleid MAH M UMPKYNMPYHOWEA B TEXHUYECKUX
cpeacteax NCIM/AH B BUAE 3MIEKTPUYECKMX MH(OPMATMBHLIX CUTHAI0B, 06paboTka 1 nepesaya
YKa3aHHbIX CUIHAN0B B 3/IEKTPUYECKUX Lensax TexHuveckux cpeacts VCIAH conpoBoXaaetcs
NMOGOYHBLIMW  3MIEKTPOMArHUTHLIMU  U3/TyYEHUSMM, KOTOpble MOTYT PacnpoCcTpaHATbCH 3a
npegenbl CNy>XebHbIX MOMELEHNA B 3aBUCUMOCTM OT MOLWHOCTM W3NYy4YeHWA W pa3mepoB
NCnAan.

Pernctpauma T3MWH  ocywlecTBnseTcd C  UeNblo  nepexeata  MHGopmaLuu,
UMPKYNMpYIOLWed B TEXHWYECKMX CpeAcTBax, o6pabatbiBatowmx MAH (B cpeAcTBax
BbIYNCUTENbHON  TEXHUKK,  MH(POPMAaLMOHHO-BbIYUCIUTENbHBIX ~ KOMMEKCAX WU CeTsX,
CpeAcTBax U cucTemax nepegayu, npuema um obpabotkn MAH, B TOM 4yucnie B CpeacTeax U
cuctemMax — 3BYKO3anucu,  3BYKOYCWMEHWS,  3BYKOBOCMPOW3BEAEHWA,  MEPeroBOpHbIX U
TeNEeBU3NOHHBIX YCTPOWCTBAX, CPeACTBaX W3roTOB/IEHUSA, TUPKMPOBAHUA [LOKYMEHTOB U
APYrMX TeXHUYECKMX cpeacTBax 06pabOTKM peyeBOW, rpagmyeckol, BUAeO- U BYKBEHHO-
LndpoBoit nHhopmMaLmn).

AOna peructpaunn MI3IMUH wucnonb3yetca annaparypa B COCTaBe pPagnonpuemMHbIX
YCTPOICTB M OKOHEYHbIX YCTPOWCTB BOCCTAHOB/IEHWS UH(OPMALLUN.

Kpome atoro, nepexsat [3MWH BO3MOXEH C WCMNOJb30BAaHNEM 3/IEKTPOHHbIX
YCTPOWCTB MepexBaTa WH(opMauum, NOAKMOYEHHbIX K KaHanaM CBA3M WM TEXHUYECKUM
cpefcTeam 06paboTku MAH.

Perunctpaumsa NMOMWNH MOXeT BeCTUCb C MUCNOMb30BaHMEM annapaTypbl CregyoLwmnx
BW[0B:

CTauunoHapHoli annapaTypoii, pasMelLlaeMoin B 6Amnsnexalimx CTPoeHuUsx (3aaHusax) c
HEKOHTPONNPYEMbIM NPebblBaHNEM MOCTOPOHHUX /INLL;

- MOPTaTMBHOW BO3MMOI annapartypbl, pa3meLlaemMoii B TPaHCMOPTHbLIX CPeAcTBax,
OCYLLECTBNAIOWMX ABMXKEHUE BOM3N CNYXEOHbIX MOMELLEHWUA AKX MPU UX MNapKOBKe
PSAOM C 3TUMU NOMELLEHUAMMU;

- MNOPTaTUBHON HOCMMON annapaTypor - (U3NYECKMMW NULAMU B HEMOCPeACTBEHHOM
6nmsoctn ot CIMAH;

- aBTOHOMHOW aBTOMATMYECKOW annapaTypoi, CKPbITHO yCTaHaBNMBaeMOW (M3NYeCKNUMM
nnuamun B HenocpeacTBeHHoW 6nm3octn ot ICMAH.

KaHanbl yTeuyku uH(popmaummn, 06yC/loB/eHHbIe HaBoLKaMK, 06pasytoTcA 3a CueT
COEIMHUTENbHbIX MMHUIA TexHU4Yecknx cpeacts MCMAH n BTCC 1 NOCTOPOHHMX NPOBOHNKOB
(B TOM ywncne Leneii aNeKTPOnMTaHUA 1 3a3eMsieHuns).

HaBOAKM 3M1eKTPOMAarHUTHbIX W3NyYeHWUid TexHuueckux cpefcts VCMOH BO3HMKAOT
npy n3nyyeHUU anemMeHTamu TexHuveckux cpeacts VCIMOH MHGOPMATUBHBLIX CUTHAMN0B Mpu
Ha/IMYMN €MKOCTHOW, WMHAYKTUBHON WM TanbBaHUYECKON CBS3eli COEAVNHUTENbHbLIX NUHUI
TexHuyeckmx cpeacts VICMAH, nvHniAi BTCC 1 NOCTOPOHHMX MPOBOAHMKOB. B pesynbTarte Ha
CNyyYaiHbIx aHTeHHax (uensx BTCC wunM  NOCTOPOHHUX  MPOBOAHWMKAX) HaBOAMTCS
NH(OPMATUBHBI CUrHa.
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MpoxoxaeHne WHHOOPMATUBHBLIX CWUrHAMIOB B LEMU 3MEKTPONUTAHUS BO3MOXHO MNpwu
Ha/IMYMM EMKOCTHOM, WHAYKTUBHOM WM ranbBaHWYECKON CBA3WM MCTOYHMKA MHOPMATUBHbIX
CUrHaoB B cocTaBe TeXHMYeckmx cpeacts VCIMOH v uenein nutaHus.

MpoxoxaeHne MHHOPMATUBHbLIX CUFHAIOB B LiEMW 3a3eM/IEHMSi 06YCNOBEHO HaNYMEM
eMKOCTHOM, NHAYKTVBHOM WM ranbBaHWYECKON CBA3WN UCTOUYHMKA MH(OPMATUBHBIX CUrHAMIOB B
cocTaBe annapatypbl TCIMW v ueneii 3a3emneHus.

[ns cbema MHopMaLmmn € MPOBOLHbLIX TMHUIA MOTYT UCMO/b30BATLCS:

- CpefcTBa CbeMa CUrHaNoB, COAepXalmnx 3aliuaeMyto MHGopmaLmio, ¢ Lenein
TexHuyecknx cpeacts VCMAH n BTCC, nuHWIA cBA3M M nepefayn [AaHHbIX,
BbTXOAATIMX 32 Mpefesibl CY>KeOHbIX NOMeLLeHni (3KBUBaNEHTbI CeTU, TOKOBbIE
TpaHcgopmarTopbl, NPOGHNUKN);

- CpeActBa Cbema  HaBeAEHHbIX  WHMOPMATWMBHBLIX  CWUTHaNOB C  Lenei
3NeKTPONUTaHus;

- CpefcTBa Cbema HaBefeHHbIX MHPOPMATUBHbLIX CUTHAMIOB C LUMH 3a3eM/EHNS;

- CpeAcTBa CbemMa HaBeAEHHbIX WHHOPMATUBHbLIX CUrHaNOB C MPOBOAALLMX
NHXEHEPHbIX KOMMYHUKaLNIA.

N5 BONIOKOHHO-OMTUYECKOW CUCTEMbI Mepeaayn AaHHbIX YIpo30i YTeUKN MH(opmMauum
ABNAETCA YTeyka ONTUYECKOro W3NYyYeHUs, COLepXKallero 3alluiiaeMyto UH(opmMauuio, ¢
OGOKOBOW MOBEPXHOCTM ONTUYECKOTO BOIOKHA.

MosiBNeHNe HOBbLIX KaHanoOB CBS3WM - COTOBOW CBSI3W, MEWMKUHIOBLIX COOOLLEHWIA,
CNYTHWKOBbIX W 6ECrpoOBOAHbLIX CeTel Mepefaynm [AaHHbIX - TMNPUMBENO K  PasBUTMIO
Cneuuanu3npoBaHHbIX  CUCTEM U CPeACTB  KOHTPONS UM MNepexeara  MH(opMauuu,
OPUEHTMPOBAHHbLIX Ha WUCMOMb3yeMble B HUX WMH(OPMaLMOHHbIE TEXHONMOTUW, B TOM uWCne
CPeacTB:

nepexsata NenPKUHIOBbIX COOOLLEHWIA U COTOBOI CBA3W;

nepexsara MH(opMaummn B KaHanax nepesadn AaHHbIX BbIYUCUTESIbHbIX CETEN.

5. ¥Yrpo3bl HECAHKLMOHNUPOBAHHOIO J0CTYNa K MH(hopMauumn B MHHOPMaLMOHHO CUCTEME
NepPCoOHasIbHbIX JaHHbIX

Yrposel HCA B VCIMAH ¢ NpUMeEHEHNEM MPOrpaMMHbIX U NPOrpaMmMHo-anmnapaTHbIX
CPeACTB pean3yoTcs NPW OCYLLECTBIEHNM HECAHKLMOHUPOBAHHOIO, B TOM YUC/E C/yYaliHOro,
JocTyna, B pe3ynbTate KOTOPOrO OCYLIECTBMAETCH HapyLeHUe KOHMUAEHLMaNbHOCTH
(KonnpoBaHWe, HecaHKUMOHMPOBAHHOE pPacrnpoCTpaHeHue), LUefoCTHOCTU  (YHUUTOXeHNe,
N3MEHeHME) 1 AOCTYNHOCTK (6n10KMpoBaHue) MAH, 1 BKAKOYAKOT B Cebs:

- yrposbl pgoctyna (MPOHUKHOBEHWSA) B OMEPaLMOHHYK Cpedy KOmMbioTepa C
MCNOMb30BaHWEM LUTATHOrO MNPOrpamMMHOro obecrneyeHus (CpeAcTB  OMepauyoHHOM
CUCTEMbI USIN MPUKIAAHBIX NPOrpaMm O6LLEr0 MPUMEHEHWS);

- Yrposbl CO3[4aHMsi HeWTaTHbIX PeXuMoB paboTbl MpoOrpammHbIX (MPorpaMmmHo-
annapaTHbIX) CPeAcTB 3a CYET MpefHaMepPeHHbIX W3MEHeHWA CnyXe6HbIX AaHHbIX,
WUTHOPMPOBaHMUA MpPeLyCMOTPEHHbIX B LUTATHLIX YC/N0BMSAX OrpaHUYeHWi Ha cocTaB U
XapakTepucTUK1 06pabaTbiBaeMoi MHGOPMaLMKN, UCKaXeHUs (MOoAMdUKaLmmn) cammx
[aHHbIX 1 T.M.;

- Yrposbl  BHeApeHWs  BPEAOHOCHbIX  Mnporpamm  (MporpaMMHO-mMaTeMaTUyecKoro
BO3/eNCTBMA).

Coctas anemeHTOB onucaHus yrpo3 HCJA kK wHgpopmaumm B WCMAH npvBegeH Ha
pucyHke 3.
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Kpome 3TOro, BO3MOXHbl KOMOMHMPOBaHHbLIE Yrpo3bl, MNPeAcTaBAstoWmne Co6Ol
co4yeTaHue yKasaHHbIX yrpo3. Hanpumep, 3a CYeT BHeAPEeHWS BPELOHOCHbLIX Mporpamm MoryT
cosfasatbcs ycnosua gna HCJ B onepaunoHHYKO cpefy KOMMbIOTEpPA, B TOM 4WC/e NyTeM
(hopMMpoBaHNA HETPALMLMOHHBIX MH(OPMAaLMOHHBIX KaHaNoB fOCTyna.

Yrpo3bl foctyna (MPOHUKHOBEHWSA) B onepauuoHHyto cpeny VCIAH ¢ ncnonib3oBaHUeEM
LUTATHOTO MPOrpaMMHOro 0b6ecneyeHns pasfensroTca Ha Yrposbl HEMnoCPeACTBEHHOrO WU
yAaneHHoro  fgoctyna. YTpo3bl  HerocpefcTBeHHOro  AoCcTyna  OCYLLECTBAATCA C
NCMO/MIb30BaHNEM  MPOrpaMMHbIX U MpOrpamMMHO-annapaTHbiX  CPeAcTs  BBOAA/BbIBOAA
KOMMblOTEPa. YTpo3bl YAaNeHHOro A0CTyna pean3ytoTca C MCNoJib30BaHWEM MPOTOKO/O0B
CEeTeBOro B3aMMOAENCTBMS.

3TN yrposbl peannsytotca oTHocutenbHo NCIAOH Kak Ha 6a3e aBTOMAaTU3MPOBAHHOIO
paboyero mecta, He BK/IHOYEHHOIO B CETM CBA3W OOLLEr0 MOMb30BaHMsA, TaK U NPUMEHUTENbHO
kKo Bcem WCIOH, MMEKOWMM MOAKNIOYEHME K CETSM CBA3M OOLLEro Mosib30BaHUA U CETSAM
MeXJyHapoAHOro MHhopMaLMoHHOro obmMeHa.

OnucaHvie yrpo3 poctyna (NPOHWUKHOBEHMS) B OMepauMOHHYI0 Ccpedy KoMmMbioTepa
(hopMasibHO MOXKET ObITb NPEACTaBNEHO CNeAyloLWMM 06pa3oM:

yrposa HCA B WCI[OH: = <UCTOYHMK yrposbl>, <ya3sumocTb WCIMAH>, <cnocob
peanu3auun  yrposbl>, <0ObEKT BO3AeicTBMS (Nporpamma, MPOTOKOM, [AaHHble W Ap.)>,
<AeCTPYKTVUBHOE AeincTBME>.

Yrpo3bl CO3faHUsi  HELWTaTHbIX PeXUMoB paboTbl NporpammHbIX  (NPOrpaMMHoO-
annapaTHbIX) CPeAcTB - 3TO yrpo3bl "OTKasa B 06CnyXusaHun". Kak npaBuno, faHHble Yrpo3bl
paccmaTpuBatoTCca npumeHuTensHo K WCIMAH Ha 6a3e nokaJbHbIX W pacrpefeneHHbIX
NH(OPMALMOHHBIX CUCTEM BHE 3aBMCMMOCTW OT MOAK/IOYEHUS UH(OPMaLMOHHOINo obMeHa. X
peann3auns o6ycnosneHa TeM, YTO MpY  pa3paboTke CUCTEMHOrO WM  MPUKNALHOro
NPOrpaMMHOro 00ecrneyveHnss He Y4MTbIBaeTCA BO3MOXHOCTb MpefHaMepeHHbIX AeNCTBUIA Mo
LieneHanpaseHHOMY U3MEHEHNIO:

- cofepXaHus cny>kebHOoW MH(opmaL M B NakeTax COOOLLEHWNIA, NepeaBaeMblX N0 CETH;

- ycnosuii 06pabOTKM AaHHbIX (Hanpumep, WrHOPMPOBaHME OFPaHUYeHWd Ha ANUHY
nakeTa CO0OOLLEHNS);

- (opmaToB npeAcTaBneHWUs AaHHbIX (C HECOOTBETCTBMEM W3MEHEHHbIX (hOpMaTos,

YCTaHOB/EHHbIX 415 06pabOTKM MO NPOTOKOaM CETEBOrO B3aMOAENCTBMS);

- nporpaMMHoOro obecnedeHust 06paboTKN AaHHbIX.

B pe3synbTate peanusaymm yrpo3 "OTKasa B 06CNyXXMBaHUW™ MPOUCXOLMT MEPENnoNHeHne
OydepoB © 610KMpOBaHME npouesyp 06paboTku, “saumkavmBaHue" npoueayp 06paboTku u
"3aBMCaHMe" KOMMblOTepa, OTOpacbiBaHWEe MakeToB COO6LWEeHMn U ap. OnucaHue Takux yrpos
(hopMasibHO MOXKET ObITb NPeACTaBNEHO CNefyoLW MM 06pa3oM:

yrposa "OTKasa B 06CNYXMBaHUU": = <UCTOYHUK Yrposbl>, <ya3sumocTb NCMOAH>,
<Ccnocob peanusaymm yrposbl>, <06bLeKT Bo3gencTeus (Hocutenb MAH)>, HenocpeaCTBEHHbIN
pe3ynbTaT peanusaunm yrposbl (nepenosHeHne dydepa, 610KMpoBaHMe npouesypbl 06paboTku,
"3aLMKIMBaHME" 06PabOTKM 1 T.N.)>.

Yrpo3bl  BHEAPEHMS  BPEAOHOCHbIX  MmporpaMm  (MpOrpamMMHO-MaTeMaTMyecKoro
BO3/eiCTBMA) HeLenecoobpasHo OMMCLIBATL C TOM Ke AeTa/lbHOCTbHO, YTO W BbllleyKa3aHHbIe
yrpo3bl. 3T0 06YCNOBNEHO TEM, YTO, BO-MEPBbIX, KOIMYECTBO BPEAOHOCHBIX NPOrpamMmmM CerogHs
V)K€ 3HaUUTE/IbHO MPEBbILLAET CTO ThiCAY. BO-BTOPbIX, MNPV OpraHmn3aumm 3awntbl MHHOpMaLm
Ha NpakTWKe, KaK NpaBuio, LOCTAaTOYHO NNLLb 3HATb Knacc BPeAOHOCHON Nporpammbl, CNocobbl
M MOCNeACTBMS OT ee BHefpeHus (MH(MUMpoBaHMs). B CBA3M € 3TMM yrpo3bl NporpammHO-
maTematmyeckoro Bo3sgerictaus (MMB) dopmanbHO MOryT 6biTb NpeAcTaBAEHbl CAeAYHOLLM
obpasom: yrposa NMB 8 NCIMH:
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= <KnacC BpefOHOCHOI nporpaMmbl (C yKasaHueM cpefbl 06UTaHWA)>, <UCTOUHMK
yrposbl (HOCWUTENb BPEAOHOCHOW MpPOrpammbl)>, <crnocob WHPUUUPOBAHNA>, <OOBEKT
BO3JeNCTBMA (3arpy304HbliA CeKTop, (haiin u T.n.)>, <onucaHue BO3MOXHbIX AECTPYKTUBHbIX
feicTBuin>,  [lononHUTeNbHas  MHGopmaums 06  yrpose  (Pe3nAeHTHOCTb,  CKOPOCTb
pacrnpocTpaHeHns, NoSIMMOPGMYHOCTb N Ap.)>.

Hwxe faeTca obLuias xapakTepucTnka MCTOYHWKOB Yyrpo3 6e30nacHOCTM MHGopmalmu,
yA3BMMOCTEM, KOTOpble MOryT OblTb MCMONb30BaHbI Npu  peanu3auuy yrpos HCA, u
XapaKTepucTuka  pe3ynbTaTOB  HECAHKUMOHWPOBAHHOIO  WAM  ClyvyaliHOro  JocTyna.
XapakTepucTuka Crnocobos peanusaumy yrpo3 fAaeTca npu  OnNucaHuM yrpos3 Aoctyna
(NPOHMKHOBEHWSA) B OMEpaLMOHHY Cpedy KOMMNbiOTepa, Yrpo3 OTKasa B 0OCMY>XMBaHUU W

yrpos NMB.
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5ApYIIX YCTPOICTBaX KoMMyTaL

PucyHok 3. «3nemeHTbl onucaHnsa yrpo3 HAC K nngopmaumnm 8 UICIMAOH»

5.1. O6uwas xapaKTepucTUKa UCTOYHNKOB Yrpo3 HeCaHKLMOHMPOBAHHOIO A0CTYyNa B

NH(OPMALMOHHOM CUCTEME NEPCOHAsTbHbBIX AaHHbIX

WcTouHnkamum yrpo3 HC B MCIMH MOryT ObITb: HapyLUWTeNb; HOCUTENb BPeLOHOCHOW
nporpamMmMbl; annapaTHas 3aKnagka.

Yrpo3bl 6e3onacHocTn [4H,
onpefensoTca B COOTBETCTBMM C HOPMATUBHbIM AOKYMeHTamy ®efepanbHOA  CNyXObl
6e3onacHoCcTH Poccuiickoin deaepaumm B yCTaHOBIEHHOM €0 MOPALKE.

Mo Ha/TM4KO

npasa MOCTOAHHOIO Wn

pa3oBoro

CBA3aHHble C BHeApPEeHVeM anmnapaTHbIX 3aKnafok,

gocryna B

KOHTponvpyemyto 30Hy (K3) CIMH HapyliuTenn noapasaenstoTcs Ha fBa Tuna:
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- HapywwuTenu, He nmetowme goctyna Kk UCIMgH, peanmsyowme yrposbl U3 BHELLHNX
ceTell CBA3W 06OLLEro Nosb3oBaHMs 1 (MNn) CeTel MeXAYHapOAHOro MH(HOPMALMOHHOTO
00MeHa, - BHELLHWE HapyLLmnTenu,

- HapywwuTenu, nmerowme goctyn Kk MICMAH, Bknoyaa nons3osateneit CMAH,
peanusytoLLme yrposbl HenocpeacTBeHHO B VICIMOH, - BHYTPeHHMe HapyLLIMTenu.
BHeLHUMN HapyLLIMTeNnsMu MOTYT ObITb: pa3BefblBaTeslbHble CYXX6bl FOCYLapCTB;

KPUMUHabHbIE CTPYKTYPbI; KOHKYPeHTbI (KOHKYpUpYytoLme opraHu3anmm); HeobpoCcoBeCTHbIe
napTHepbl; BHELWHNEe CYObeKTbl ((hU3nyeckune nuua).

BHeLWHWIA HapyLInTeNb MMEET CeaytoLLe BO3MOXHOCTHU:

- OCYLLECTBNATb HECAHKLUMOHMPOBaHHbLIA AOCTYN K KaHanam CBS3W, BbIXOAAWMM 3a
npesensl CyXebHbIX MOMELLEHNI;

- OCYLLECTB/IATb HECaHKLMOHMPOBAHHbIA [LOCTYN 4epe3 aBTOMATM3MPOBaHHble pabouve
MecTa, MOAK/OYEHHbIE K CETAM CBA3W OOWEro nosib3oBaHMs U (Wan) CceTam
MeXyHapo4HOro MH(opMaLMOHHOro 06MeHa;

- OCYLLECTBNATb HeCaHKLUMOHUPOBaHHbLIA [OCTYNM K WHGpOpMauMm C MCMNob30BaHNEM
cneymanbHbIX NPOrpaMMHbIX BO3AENCTBUIA  MOCPEACTBOM MPOrpaMMHbIX  BUPYCOB,
BPeLOHOCHbLIX NPOrpaMm, anropuTMMYeCKNX UM NPorpaMMHbIX 3aKnafok;

- OCYLLEeCTBNATb HECaHKLUMOHUPOBaHHbIA [OCTYN 4epe3 3/1eMeHTbl MH(OPMaLNOHHOM
NHppacTpykTypbl WCMOH, KOTOpble B MNPOLECCe CBOEr0 YKM3HEHHOro LMKNa
(MofepHM3aLMK, COMPOBOXAEHWS, PEMOHTA, YTUIN3ALMN) OKa3blBAKOTCA 3a Npeaenamu
KOHTPO/IMPYEMOWA 30Hbl;

- OCYLLeCTBNATb HeCaHKLUMOHMPOBaHHbIA A0CTYN 4epe3 WHKMOPMaLUOHHbIE CUCTEMbI
B3aMMOAENCTBYIOLMX BEAOMCTB, OpraHu3aunii 1 yuypeXxaeHuin npu nx NoAKIHOYEHUN K
NCrigH.

BO3MOXHOCTM BHYTPEHHEr0 HapyLlmTeNns CyLWeCTBeHHbIM 06pasomM  3aBUCAT  OT
[EeiCTBYOWMX B NpeAenax KOHTPONMPYEMOM 30HblI  PEXMMHbIX W OPraHn3aunoHHO-
TEXHUYECKMUX Mep 3aluTbl, B TOM 4uC/e Mo LONYCKY (M3nYeckux nuy, K MNOH M KOHTPONIO
nopsigka nposefeHNs paboT.

BHYTpeHHVe noTeHUManbHble HapywmnTenn NOApasfeNstoTCca Ha BOCEMb KaTeropuii B
3aBMCUMOCTYM OT crnocoba JocTyna U NoAHOMOoYMA fgoctyna K MAH.

K nepBoil KaTeropum OTHOCATCA NMLA, UMeOLMe CaHKLMOHMPOBAHHbIA [OCTYN K
NCMAOH, HO He wuMmetowwme pgoctyna K MAH. K 3Tomy Tuny HapylumTeneid OTHOCATCA
JIOMKHOCTHbIE LA, ob6ecrneunBatroLLe HopManbHoe hyHKLUMoHUpoBaHue NCIAH.

N0 3TON KaTeropun, MOXeT:

- MMeTb AOCTYN K (parmMeHTaM MH(opMaumm, cofepxkatiein MAH 1 pacnpocTpaHsatoLwencs
no BHYTPeHHUM KaHanam ceasn UCIAH;

- pacnonaraTb pparmeHTamu MHgopmauum o Tononorum NCMAH (KOMMYHUKALMOHHOW
4acTV MOACETU) M 06 NCNOMb3YEMbIX KOMMYHUKALMOHHBLIX MPOTOKO/AX U UX CepBucax;

- pacnonaraTb VMMeHaMW W BEeCTM BbISIB/IeHWe MNaposiell  3aperncTpUpoBaHHbIX
Nnonb30BaTEeNeN;

- W3MeHNTb KOH(Mrypaumo TexHndeckux cpeacts VICIMAH, BHOCUTb B Hee NporpaMmHo-
annapatHble  3aknagkm M obecneumBaTb  CbeM  MHgopmauun,  UCMOMb3yA
HenocpeACcTBEHHOe NOAKNIOYEHMEe K TeXHUYeCKUM cpegcteam VCTI1AH.

Ko BTOpol/ KaTeropuv OTHOCATCA 3aperncTpupoBaHHble nonb3osatenu WCTAH,
OCYLLECTBNAIOLLME OFPaHNYeHHBbIR focTyn K pecypcam NCIAH ¢ paboyero mecTa.

Nunuo 3Toi KaTeropuu:

- 06n1afaeT BCEMU BO3MOXHOCTAMY /UL, NMEPBOWA KaTeropuu;
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- 3HaeT, N0 MeHbLUel Mepe, OAHO NerasbHOe UMS LOCTYNa;

- obnagaet BCEMU HeobXoAMMbIMU aTpubytamu (Hanpuwmep, naposem),
obecreyvBalOLWMMM JOCTYN K HEKOTOPOMY NOAMHOXeCTBY MH;

- pacnonaraet KOH(MAeHUMaNbHbIMA AaHHbIMU, K KOTOPbIM MMeeT pocTtyn. Ero goctyn,
ayTeHTU(MKauma 1 npasa No LOCTYMY K HEKOTOPOMY MoAMHOXecTBy [MAH LOMKHbI
perfaMeHTMpoBaTLCA COOTBETCTBYIOLMMU NPaBunamm pasrpaHMyeHns 4ocTyna.

K TpeTbeil kaTeropuMm OTHOCATCA 3apernmcTpumpoBaHHble nonb3osatenn WCIMOH,
OCYLLEeCTBNAOWMe yaaneHHbId goctyn K MAH no nokasbHbIM U (MAK) pacnpefeneHHbIM
NH(OPMALNOHHBIM CUCTEMAM.

Nnuo aToii KaTeropuu:

- 06nafaet BCEMU BO3MOXHOCTAMY /WL, MEPBOI 1 BTOPOI KaTeropwii;

- pacnonaraeT WHQopmauuei o Tononormn WCIMOH Ha 6a3e noKanbHOM W (MaK)
pacnpefeneHHoONn MHPOPMaLMOHHONM CUCTEMbI, Yepe3 KOTOPYH OCYLLEeCTBAsSeTCA LOCTYn,
N 0 cocTaBe TexHu4veckux cpeacts NCIAOH;

- VIMeeT BO3MOXHOCTb MpAMOro (pusmyeckoro) fgocrtyna K @parmeHTam TeXHUYECKUX
cpeacts NCTAH.
K u4eTBepToil KaTeropuMm OTHOCATCA 3aperucTpupoBaHHble nonb3osatenn WCIMOH ¢

MOSIHOMOYMAMM aMUHUCTPaTopa 6e3onacHoCTy cermeHTa (hparmeHta) NCIAH.

Nnuo aToii Kateropuu:

- 06nafaet BCEMU BO3MOXHOCTAMM UL, NPeAbILYLLNX KaTeropuii;

- o06nagaet nNOMHOW WH(OpPMaUWein O CUCTEMHOM W MPUKNagHOM  MNPOrpaMMHOM
obecneyeHnn, NCNonbL3yeMoM B cermeHTe (hparmenTe) NCMAOH;

- 06nagaet NOMHON MHADOPMALME O TEXHUYECKMX CPeAcTBax M KOHUIypauun CermeHTa
(pparmenTa) UCMAH;

- MMeeT [OCTYN K CpefcTBaM 3awuTbl MH(OpMauLMM U NPOTOKONMPOBAHUA, a TaKxXe K
OTAEeNbHbIM 3/IEMEHTaM, UCMNO/b3YyeMbIM B cerMmeHTe (hparmente) CIAH;

- VIMEeT JOCTyMN KO BCEM TEXHUYECKUM CpeACcTBaM cermeHTa (hparmeHTa) NCIMAH;

- 06nagaet npaBamy KOH(UTYpUpOBaHWS U aAMUHUCTPATMBHON HACTPOMKM HEKOTOPOro
NOAMHOXECTBA TEXHUYECKNX CPeACTB cermeHTa (thparmeHTa) NCMAH.
K naToii kaTeropuv OTHOCATCS 3aperncTpMpoBaHHble MO/b30BaTENM C MOSHOMOYUAMU

cucteMHoro agmuHuctpatopa VCIAH.

Nnuo aToii kateropum:

- 006nagaet BCeMU BO3MOXXHOCTAMM NL, NPeAbIAYLLMX KaTeropui;

- 06nafaet MOMHOW WH(oOpMaumen O CUCTEMHOM W MPUKIAAHOM  MPOrpaMMHOM
o6ecneyeHun NCIaH;

- 06nagaeT NoOMHON UH(OPMaLIMEN 0 TEXHUYECKMX CPeACcTBaX U KoH(urypaumm NCMAH;

- VIMeeT [OCTYN KO BCEM TEXHWYECKUM CpeAcTBam 06paboTKM MH(OpMauUn U LaHHbLIM
NCrAaH;

- 0b6nagaet npaBaMn KOHMUIYypUpPOBaHWUA U afMUHUCTPATUBHON HACTPOMKM TEXHUYECKUX
cpeacts VICMAH.
CUCTEMHbI  aAMUHUCTPATOP  BbIMOSIHAET  KOH(QUIypupoBaHWe W YynpaBieHue

nporpammHeiM o6ecnedeHnem (IMO) n obopyaoBaHMeM, BKOYas 060pyoBaHMe, OTBeYatoLlee

3a 6e30MacHOCTb 3alluLLaeMOro 06beKTa: cpeacTBa KpUNTOrpauUecKoin 3auTbl MHGOPMaLIAK,
MOHWUTOPWHra, perucTpauuu, apxmeaumu, 3awmTsl or HCA.

K WwecTol KaTeropuy OTHOCATCA 3aperucTpupoBaHHble NONb30BaTeNIN C NOIHOMOYMAMMU
agMuHucTparopa 6esonacHoctn NCMAH.

Ny 3Toii kaTeropum:



19

- 06nafaeT BCEMW BO3MOXXHOCTAMU NNL, NPeAbIAYLLMX KaTeropuii;
- 0b6nagaeT nonHoin nHgopmauneii 06 NCMAH;
- MMeeT A0CTYn K CPeACTBaM 3alUThbl MH(OPMALMM 1 MPOTOKONMPOBAHUSA U K YacTu

K/oueBbIx anemeHToB CIAH;

- He MMeeT npaB A0CTyna K KOH(UrypupoBaHMO TEXHUYECKNX CPEACTB CETU 3a

NCK/TIOYEHNEM KOHTPO/bHbIX (MHCMEKLUNOHHBIX).

AAMyHMCTpaTop 6€30MacHOCTM OTBeYaeT 3a COO6/M0feHWe MpaBWUn  pasrpaHUYeHns
[0CTyNa, 3a reHepauuio K/oUeBbIX 3/IEMEHTOB, CMeHY naposiein. ALMUHUCTpaTop 6e30nacHOCTH
OCYLLECTBASET ay4MT TeX XKe CPeACTB 3alinTbl 00BHEKTA, YTO M CUCTEMHBIA agMUHUCTPATOP.

K ceabmoil  KaTeropMm OTHOCATCA  MPOrpamMmMUCTbI-paspaboTumky  (MOCTaBLYMKM)
NPUKNaAHOro NporpaMMHOro obecneyeHus 1 nuua, obecreynBaroLme ero CornpoBOXAEHNE Ha
3aLMLLIAEMOM OObEKTE.

Jnuo aTol Kateropum:

- O6nagaeT MHdopmalmein 06 anroputmMax M nporpaMMax 06paboTkM MHDOpMaUMM Ha
NCraH;

- 06nafaeT BO3MOXHOCTAMWU BHECEHWUA OLIMOOK, HE [eKnapvpoBaHHbIX BO3MOXHOCTEWN,
NporpaMMHbIX 3aKnaflok, BPEAOHOCHLIX MporpaMM B MpOrpaMMHOe obecneyeHve
NCIMAH Ha cTaguy ee pa3paboTKu, BHEAPEHWNSA U CONPOBOXAEHNS;

- MOXeT pacnonaratb fO6bIMU (PparmeHTamn MHQopmaumn o Tononoruv WCMOH w©
TEXHUYECKNX CPeAcTBax 00paboTKmM 1 3awmTel MAH, o6pabaTbiBaembix B ICT1H.

K BOCbMOIi KaTeropum OTHOCATCS pa3paboTuMKM M nuua, obecneymBarollme MOCTaBKY,
COMPOBOXAEHVE U PEMOHT TEXHUYECKMX cpeacTB Ha NICT1AH.

Nnuo 3Toi KaTeropuu:

- 06nagaeT BO3MOXHOCTAMM BHECEHMA 3aKNafokK B TexHu4yeckue cpefctsa VICMOH Ha
cTagum nx paspaboTKu, BHEAPEHUS U COMPOBOXAEHNS;

- MOXeT pacnonaratb O6bIMU (parmMeHTamn uHGpopmaumm o Tononorun VCMOH wn
TEXHUYECKMX CPeACcTBax 00paboTKM U 3aumTbl MHGopmaumm B MCMOH.

YKazaHHble KaTeropuu HapyLimTenei O/MKHbI YYUTbIBATLCA NPU OLEHKE BO3MOXHOCTEN
peannsaunn YBIAH.

Hocutenem BpefoOHOCHOW Mporpammbl MOXET 6biTb annapaTHbI 3N1eMeHT KOMMbloTepa
NN MPOrpaMMHbIA KOHTelHep. Ecnn BpeAoOHOCHas MporpaMma He acCoLUMpyeTcs C KaKoW-
nnbo NpYKNagHOW NPOrpaMMoii, TO B Ka4YeCTBe ee HOCUTENst pacCMaTPUBAOTCA: OTHYXKAAEMbIi
HOCUTENb, TO ecTb AWNCKeTa, onTuyecknin auck (CD-R, CD-RW), thnsw-namsTb, 0TUYYXAaeMblii
BUHYECTEp W T.M.; BCTPOEHHbIE HOCUTENN WH(OpPMauMm  (BUHYECTEpPbl, MUKPOCXEMbI
onepaTMBHON NamsATK, MPOLLECCOP, MUKPOCXEMbl CUCTEMHOIN MAaTbl, MUKPOCXEMbI YCTPOWCTB,
BCTpavBaeMbIX B CUCTEMHbIA 670K, - BUAeoajanTepa, CETEBOW MnaTbl, 3BYKOBOW Mathl,
MOfema, YCTPOCTB BBOAA/BbIBOAA MarHUTHbIX XKECTKUX U ONTUYECKMX AUCKOB, 610Ka NUTaHMUS
M T.N., MWUKPOCXEMbl MPAMOrO AOCTyna K NaMsATW, LWWH Mepejayun [AaHHbIX, NOPTOB
BBOAA/BbIBOAA); MUKPOCXEMbl BHELHWX YCTPOWCTB (MOHMTOPa, KnaBMaTypbl, MNPUHTEpPa,
MoZeMa, CKaHepa u T.1.).

Ecnu BpeaoHoCHas nporpamma acCoLMnpyeTcs ¢ Kakoi-nM60o NprKNagHoi NporpaMMon,
c (hailnamy, UMEKLWNMK ONpeaeneHHble PacLUMpeHns AN MHble aTpubyTbl, C COOBLLEHUAMMU,
nepefaBaemMbiMM MO CETW, TO €€ HOCUTENSIMW SBAAKOTCA: MakeTbl MepeAaBaeMbiX MO
KOMMbIOTEPHOW CETW COOOLLEHWNIA; (halinbl (TEKCTOBbLIE, rpaduyecKne, UCMONHSAEMbIE U T.4.).
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5.2. O6wasn xapaKTepuUcTnKa ysi3aBMMOCTEN MHHOPMALIMOHHOK CUCTEMbI NEPCOHAIbHBIX
AaHHbIX

YA3BUMOCTb MH(OPMALIMOHHOW CUCTEMbI MEPCOHaNbHbIX AaHHbIX - HEeA0CTaTOK WK
cnaboe MeCTO B CWUCTEMHOM WKW NPUKIagHOM MNporpaMMHOM  (MporpaMmMHO-anmnapaTHoOM)
o6ecrneyeHnn aBTOMATU3MPOBAHHON MHAOPMALMOHHOW CUCTEMbI, KOTOPble MOrYT GbiTh
CMOMb30BaHbI /15 peain3aL i yrposbl 6e30MacHOCTM NepPCOHasbHBIX AaHHbIM.

MpUynHaMM BO3HWKHOBEHUS YA3BMMOCTEN SBAAKOTCA: OLIMOKM NPU NPOEKTUPOBAHUN U
pa3paboTke MporpaMMHOro (NporpaMMHO-annapaTtHoOro) obecneyveHus; npegHaMepeHHble
[IEACTBUSI NO BHECEHMWIO YS3BMMOCTEN B X0Ae MPOEKTUPOBAHUS U pa3paboTKU MPOrpamMmHOro
(nporpammHo-annapaTHOro)  o6ecreyeHns;  HenpaBW/ibHble  HAaCTPOMKM  NPOrpaMMHOro
obecrneyeHnss, HeMpaBOMEPHOE  M3MEHEHWE PeXMMOB pPaboTbl YCTPOWCTB W MpOrpamm;
HeCaHKLMOHUPOBaHHOE BHEAPEHWE W UCNO/b30BaHNE HEYUTEHHbIX MPOrpaMm C nocnesytoLumm
Heo60CHOBaHHbLIM PAacXOf0BaHMEM PecypcoB (3arpyska MpoLeccopa, 3axBaT OnepaTUBHOA
namsaTh 1 NaMATU Ha BHELLUHWUX HOCUTENNX); BHeApPeHVe BPeLOHOCHbLIX MporpaMM, CO34aoLLmX
YA3BMMOCTH B NporpaMmMHOM 7 nporpaMmmHo-annapaTHoOMm obecrneyeHuu;
HeCaHKLUMOHUPOBaHHbIE  HeyMbll/eHHble  [eACTBUA  MNONb30BaTeNieid, NpuBOAAWME K
BO3HUKHOBEHMWIO YA3BUMOCTel; c6ouM B paboTe amnapaTtHOro M MnporpaMMHOro obecneyeHus
(BbI3BaHHbIE COOSMU B 3M1EKTPONUTAHUM, BbLIXOAOM W3 CTPOS annapatHbIX 3/1EMEHTOB B
pesynbTaTe  CTapeHUss U CHWKEHWS  HafeXHOCTW,  BHELWHUMW  BO3AENCTBUAMM
3N1IEKTPOMArHUTHBIX MOMEN TEXHUYECKUX YCTPOMCTB U Ap.) Knaccudukaums OCHOBHbIX
YA3BMMOCTeVA NCragu npveegeHa Ha pucyHke 4.

PucyHok 4. «Knaccuukaums ysa3sBMMocTed MporpaMmMHOro o6ecneyeHmns»
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Hwuxe npeactaBneHa o6wjas xapakTepuUCTMKa OCHOBHbIX rpynn ysssumocTeit NCTH,
BK/IHOYAKOLMX:  YA3BMMOCTM CMUCTEMHOFO MPOrpaMMHOro obecneuveHuss (B TOM uucne
MPOTOKONOB  CETEBOr0  B3aMMOAEWCTBMA);  YA3BMMOCTM  NPUKNALHOIO  MPOrpaMMHOro
obecneyeHuns (B TOM Ymce CpeacTs 3alunTbl MHGOPMaLMK).

5.2.1. O6wasa xapaKTepUcTMKa ys13BMMOCTEN CUCTEMHOIO NPOrpaMMHOro obecneyeHms

YA3BMMOCTU CUCTEMHOIO MPOrpaMMHOro obecrneyeHUs HEO6XOAMMO paccMaTpuBaTh C
NPUBA3KOWA K apXMUTEKTYpe NOCTPOEHUS BbIYUCIUTENBHBIX CUCTEM.

Mpy 3TOM BO3MOXHbI YA3BMMOCTW: B MUKpOMporpamMmmax, B npowmskax M3y, Mr3y; s
cpeacTBax —OMepauvoOHHOW  CUCTEMbI, MpeAHasHaYeHHbIX ANS  YNpaBfieHWUs  JI0KalbHbIMU
pecypcamn  NCMAH (o6ecrneyvBatolnx BbINOMHEHNE (YHKLWIA YrpaBieHNs npoLeccamu,
namsTbio, YCTPOWCTBaMM BBOAA/BbIBOAA, MHTEpPdeiicoM C Monb3oBaTesieM W T.M.), Apainsepax,
yTuAuMTax; B CPeAcTBaxX OMepauMoOHHON CUCTEMbl, MpeAHa3HAYeHHbIX A5 BbINOSHEHWS
BCMOMOratesibHbIX (DYHKUWiA, - yTUAUTaX (apXnBUPOBaHWA, aedparMeHTaumm n ap.), CUCTEMHbIX
obpabatbiBatoWwMx  nporpaMMax (KOMMuUAsTopax, KOMMOHOBLUMKAX, OT1afuyvMkax u T.M.),
nporpammax npefoCTaBNeHUs  MO/b30BaTeN0  AOMNONHUTENbHBLIX — yCayr  (CrneuunanibHbIX
BapmMaHTax WHTepdelica, KanbKynatopax, urpax u T.n.), 6ubanotekax npouesyp pas/iMyHOro
HasHaueHus (6nbnmoTekax MaTeMaTU4ecKmx (YHKUWA, (PyHKUMiA BBOAa/BbIBOAA W T.4.); B
CpefcTBax KOMMYHMKALMOHHOIO B3aMMOZENcTBUA  (CETeBbIX CpefcTBax) OrnepauyoHHOM
CUCTEMDI.

YA3BMMOCTU B MWUKpONporpammax W B CPeACTBax OMepauyoOHHON  CUCTEMBI,
npeAHasHa4YeHHbIX 418  YNpaBfeHWs JI0KaJbHbIMKW  pecypcamMyM M BCMOMOraTe/lbHbIMM
GyHKUMAMK, MOFYT MpeacTaBnsaTb COOOM: (PYHKUMM, MNpoUeAypbl, W3MEHeHWe mnapameTpoB
KOTOpbIX OnpegeneHHbIM 06pa3oM MO3BONSET UCMO/b30BaTb MX ANS HECAHKLMOHWPOBAHHOIO
JocTyna 6e3 O6Hapy)XXeHWs TakKMX W3MEHEHW/ OMnepauuOHHON CUCTEMOW; (parMeHTbl Kopa
nporpamm  ("Ablpbl”,  "MOKK"), BBeAEHHble pPa3paboTUMKOM, MO3BONAKOLWIME  0OXOAUTb
npoueaypbl UAeHTU(GUKaUMM, ayTeHTUPUKaLMX, NPOBEPKN LENOCTHOCTU WM Ap.; OTCYTCTBME
HeoOXOAMMbIX CPeAcTB  3alWmTbl  (ayTeHTUUKaLMKW, MPOBEPKN LEMOCTHOCTK, MPOBEPKM
(hopMaTOB COOOLLEHNIA, 6OKMPOBaHMS HE CAHKLIMOHMPOBAHME MOANMPULNPOBAHHbLIX PYHKLWIA
M T.M.); OWKMOKN B nporpaMmax (B 06bABMEHUM MEPEMEHHbIX, (PYHKUWIA M Npoueayp, B Kogax
nporpamm), KOTopble Mpu onpeseneHHbIX YCN0BMAX (HanpuMmep, Npy BbIMOIHEHUW IOTUYECKNX
nepexoaoB) NPMBOAAT K CO605M, B TOM 4mcre K C60SM (YHKLMOHMPOBAHNA CPEACTB U CUCTEM
3aMTbl MHpOPMaLUN.

YA3BMUMOCTU MPOTOKO/IOB CETEBOr0 B3aMMOAENCTBUA CBS3aHbl C OCOOEHHOCTAMU KX
NPOrpaMMHON peanu3auuyv M 06YCNOB/EHbI OrpaHUYEHUSMW Ha pasmepbl NPUMEHSEMOrO
Oyepa, HegocTaTkamu npouesypbl ayTeHTU(MUKaLUM, OTCYTCTBMEM MPOBEPOK MPaBWUIbHOCTYU
cny>kebHol nHGopmaumm 1 ap. Kpatkas xapakTepucTuKa sTUX YS3BUMOCTEN NMPUMEHUTENBHO K
NnpoToKo/MaM npuseeHa B Tabnuue 2.
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Tabnuua 2

YA3BUMOCTU OTAe/IbHbIX MPOTOKO/10B CTeKa NPOoToKosioB TCPAP, Ha 6a3e KOTOpPOro
(DYHKLUNOHUPYIOT rNnobasbHble CETU 00LLEro rnosib3oBaHnsA

HanmeHoBaHue
npoToKoa

YpoBeHb CTeKa
NPOTOKO/10B

FTP (File Transfer TMpuknagHoii,

Protocol) - npeacTaBUTENbHBIN,
NpoTOKO/ CeaHCoBbIi
nepegayn aiinos

Mo ceTu

telnet - npotokon  MpuknagHoi,
ynpaBsneHus npeLACTaBUTENbHBIN,
YAaneHHbIM CEeaHCOBblIl
TepMUHAIOM

UDP - npoTokon
nepefayn JaHHbIX
6e3 ycTaHOB/NeHMS
COefiIMHeHNA

TpaHCNOPTHbI

ARP - npotokon  CeTeBoi
npeobpa3oBaHus
IP-agpeca B

(hn3nyeckuii
agpec

RIP - npoTokon
MapLUpPYTHOWA
NH(opmauuu

TpaHCnopTHbIA

HanmeHoBaHue
(xapakTepucTnka)
YA3BMMOCTHU

1 AyTeHTudukaums

Ha 6a3e OTKpbITOro
TekcTa(naponu
rnepecbinatoTcs B
He3alwnppoBaHHOM
BULE)

2. foctyn no
YMO/THaHUIO

3. Hannune gByx
OTKPbITbIX MOPTOB
AyTeHTUDMKaLms Ha
6a3e OTKPbLITOro TeKCTa
(naposin nepecbinatoTCs
B He3aWwn{POoBaHHOM
BUaE)

OTCyTCTBME MEXaHM3Ma
npeLoTBpaLyeHus
neperpysok oydepa

AyTeHTUDMKaLMS Ha
6ase OTKpPbITOro TeKcTa
(nHhopmaLms
rnepecbliaeTcs B
He3alngpoBaHHOM
BUE)

OTcytcTBME
ayTeHTU(MKaLmUm
YyNpaBASoLLNX
C0o00LLEeHN 06
M3MEHEeHUW MapLipyTa

CopepxxaHue
HapyLLeHns
6e3onacHocTH
NHopMaumnm
Bo3mMOXHOCTbL NepexBaTa
[aHHbIX YYETHOW 3anucu

(MmeH
3aperncTpMpoBaHHbIX
Nnonb30BaTesnen,
naponei). MonyyeHve
yAaNeHHOro AocTyna K
XocTam

B03MOXHOCTb

nepexeata [AaHHbIX
YYeTHOW  3anucu
nonb30BaTens.
MonyyeHne yaaneHHoro
[0CTyna K XocTam
B0o3MOXXHOCTb
peanusauunn UDP-
LTopma.

B pesynbtate o6MeHa
nakeTamu MpouCxXoauT
CYLLECTBEHHOE CHIKEHMNE
MPOV3BOAUTENILHOCTU
cepsepa

B03MOXHOCTb MepexBara
Tpagmka nosb3oBaTens
310YMbILLIEHHUKOM

B03MOXXHOCTb
nepeHanpasneHns
Tpagmka vyepes xocT
3/10yMbILLIEHHMKA



TCP - npoTokon
ynpas/ieHuns
nepepauei

TpaHCNOpTHbIN
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OTCyTCTBME MeXaHM3Ma
MPOBEPKN KOPPEKTHOCTU
3an0NHEHUS CNYXEBHbIX
3aro/I0BKOB MakeTa

CyuecTBeHHOE
CHWKEHME CKOPOCTY
06MeHa 1 AaXKe NOJHbIiA
paspbIiB NPOM3BOJIbHbIX
coefiHeHWl No

npotokony TCP

DNS - npotokon  lMpuknagHoi, OTCyTCTBME CPEAcTB danbcugmkalmsa oTeeta
yCTaHOBNEeHUS npeACTaBUTENbHbIN, MNPOBEPKM DNScepeepa
COOTBETCTBUS CeaHCcoBbIVi ayTeHTU(mKaLum
MHEMOHMNYECKMX MOSTYYEHHbIX AaHHbIX OT
VMEH W CeTEBbIX NCTOYHMKA
afipecos
IGMP - npotokon CeTeBoit OTcyTcTBYE 3aBucaHue cuctem Win
nepegain ayTeHTU(nKauun 9x/NT/200
COO0OLLEHNIA O CO006LLEHWIA 06
MapLLpyTV3aLmm N3MEHEHUW NapameTpoB

mapLupyTa
SMTP - npotokon [1puknagHon, OTcyTCTBME NOALEPXKKM  BO3MOXKHOCTb
obecneyeHms NpeLCTaBUTENbHbIN,  ayTeHTUUKaLMK nosaenbiBaHuns
cepBuca AOCTaBKM  CEaHCOBbIN 3aro/fioBKOB COOOLLEHWI  COOBLLEHNIA 3N1IEKTPOHHOA
coo6LLeHnn no nouThl, a TaKXXe agpeca
3NEKTPOHHOA OTMpaBMTENS COOBLLIEHUS
noyte
SNMP - npotokon [MpuknagHoi, OTcyTcTBME NOALEPXKA  BO3MOXHOCTb
ynpasfieHns NpeACcTaBUTENbHbIA, AYTEHTUDMKALUN nepenosiHeHns
MapLLpyTn3aTopa  CeaHCOBbIi 3arosioBkos NPONYCKHOW
MW B CETAX COOOLLEHNIA CMOCOGHOCTY CeTH

[na cuctematmsaumm OnMcaHWsi MHOXECTBa YS3BMMOCTel MCMoNb3yeTcs eanHas 6Gasa

AaHHbIX yassumocTeit CVE (Common Vulnerabilities and Exposures), B pa3paboTke KOTOpOiA
NPYHUMAIN yyacTue CheLnanncTbl MHOTMX W3BECTHbIX KOMMAaHWA M OpraHu3auuii, Takmx Kak
MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon
University, nHcTuTyT SANS 1 T.4. 3Ta 6a3a faHHbIX NOCTOSAHHO MOMOMHAETCA U UCNO/b3yeTcA
npyu  QopmMupoBaHMM 6a3  [JaHHbIX MHOFOYMCNEHHbIX MPOrPaMMHbLIX CPEeACTB  aHanm3a
3aLUMLLEHHOCTU W, NPeX/e BCero, CeTeBbIX CKaHEPOB.

5.2.2. O6was xapaKTepucTKa ysa3BMMOCTel NPUKNAAHOIO NPOrpaMMHOro o6ecneyeHns

K npuknagHoMy nporpaMMHOMY O06ECMeuyeHUt0 OTHOCATCA MNPUKNAAHbIE MPOrpamMmbl
06LLEero Nonb30BaHMA U CreLmanbHble NPUKNaAHbIe NPOrpamMmbl.

MpuknagHble nporpaMmbl O6LLEr0 MOMb30BaHMA - TEKCTOBble U rpaduyeckue
pefakTopbl, Megua-nporpammbl (ayamo- M BUAEONPOUIPbIBaTENM, MPOrpaMMHble CPeAcTBa
npuema TeNeBU3MOHHLIX MNporpaMM W T.N.), CUCTeMbl YynpaBneHMs 6asamy [aHHbIX,
nporpammHble nnatopMbl 06LLEro MoMb30BaHWA ANS paspaboTKM MPOrpamMHbIX MPOAYKTOB
(Tvna Delphi, Visual Basic), cpefcTsa 3awutbl MHQOPMaLMM 06Wero nNoib3oBaHNA 1 T.0.
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Cneumaanbm NnpukKnagHble nporpamMwbl - 3TO nporpamMmmel, KOTOpPbIE

paspabaTbiBAlOTCS B MHTEPECAX PeLleHnst KOHKPETHbIX NPUKNaAHbIX 3a4ay B gaHHoi NCMAH (B
TOM u4inc/ne MPOrpamMMHble CPeAcTBa 3aluUTbl MH(OpMALWK, paspaboTaHHble Ans KOHKPETHOI
NCNan).

OCHOBE

YA3BUMOCTM NPUKNAHOI0 NPOrpaMMHOro 06ecrneyeHns MOryT NpeACcTaBnsATL COGOIA:

(DYHKUMM U1 Mpouefypbl, OTHOCAWMECS K pasHbiM MPUKIagHbIM - nporpaMmmaM  u
HEeCOBMECTUMble MeXAy C060i (He (hyHKLMOHMPYOLMe B O4HON OnepauyuoHHON cpege)
13-3a KOH(/IMKTOB, CBA3aHHbIX C pacnpejeneHnemM pecypcoB CUCTEMbI;
(DYHKUMKM, Mpouesypbl, U3MeHeHWe onpejeneHHbIM 006pa3oM napameTpoB KOTOPbIX
Mo3BOJIAET UCMO/b30BaTh WX A/1F NMPOHVWKHOBEHWSA B orepauuoHHyto cpegy NCMAH w
Bbl30Ba LITATHbIX (hyHKL M ornepawloHHOM CUCTEMBI, BbINO/HEHMSA
HeCaHKLMOHUPOBAHHOIO AocTyna 6e3 06HapyXeHus TakMX W3MEHeHWIn onepalyoHHOMN
CUCTEMOIA;
(hparmeHTbl Koga nporpamm  ("gblpbl”, "MOKW"), BBEAEHHble  Pa3pPabOTUMKOM,
no3sonstoWwmne 06xo4uTb nNpouesypbl MAEHTU(MUKaUUK, ayTeHTUMPUKaALUKA, MNPOBEPKM
LeNOCTHOCTM U Ap., MPeayCMOTPeHHble B OMEepauuoHHOW CuUCTeMe; OTCYTCTBUE
HeoOX0AUMBIX CPeACTB 3aWMTbl (ayTEHTU(MKaLUN, NPOBEPKM LENOCTHOCTM, NPOBEPKU
(hopmaToB COO6LLEHWNIA, 6GNOKMPOBaHWUS He CaHKLMOHUPOBAHHO MOAMN(ULMPOBAHHbIX
YHKUWA 1 T.M.);
oWwmn6KM B nporpaMmax (B 06bABMEHWUM MEPeMeHHbIX, (YHKUWIA 1 npoueayp, B Kojax
nporpamm), KOTOpble MpU OMpefesieHHbIX YCMoBUAX (HanpumMep, Mpu BbINOHEHUN
NOTUYECKMX MEPEXOA0B) MPUBOAAT K COOAM, B TOM yYmucne K cboaM (hyHKLMOHMPOBaHMS
CPeACTB U CUCTEM 3alUUTbI MHGOPMaLUW, K BO3MOXHOCTU HeCcaHKLMOHMPOBAHHOMO
JlocTyna K MHdopmMauuu.
[aHHble 06 yA3BMMOCTAX pa3pabarbiBaeMoro v pacrnpocTpaHAeMoro Ha KOMMepPYecKoi
NPUKNaAHOro  MporpaMMHOro  obecriedeHns  cobupatroTcsd, 0606warnTca U

aHanu3npyroTcs B 6ase faHHbIX CVE™.

5.3. O6Lias xapaKTepucTNKa yrpo3 HemocpeACTBEHHOr0 OCTYMNa B ONepaLoHHYI0 cpeay

NH(OPMALMOHHOI CUCTEMbI NEPCOHANbHbIX JaHHbIX

Yrposbl goctyna (NMPOHMKHOBEHMS) B  OMEpPauMOHHYI0 Cpedy KOMMbTepa WU

HECaHKLIMOHMPOBAHHOTO AocTyna K M/H cBA3aHbl C 4OCTYMNOM:

K MH(opMauum 1n KomaHfam, XpaHsawmmcs B 6a30Boil cucteme BBofa/BbiBoga (BIOS)
NCIMAH, ¢ BO3MOXHOCTbIO MepexsaTa YrnpaB/eHns 3arpy3Koii onepaunoHHOR CUCTEMbI U
noflyyeHneMm npas LOBEPEHHOr0 NO/b30BaTeNS;

B OMepauuoHHYK cpedy, TO €eCTb B cpedy (YHKUMOHUPOBaHUS  JIOKaJIbHOM
orepawloHHON CUCTEMbI OTAENBHOTO TexHuyeckoro cpeactea NCMAH ¢ BO3MOXKHOCTbHIO
BbINOSIHEHWS HECAHKLMOHMPOBAHHOIO A0CTyna MyTeM Bbi30Ba LUTATHLIX NpPOrpamm
OrnepaLyMoHHOM CcUCTEMbl WM 3amycka crneuuanbHO pa3paboTaHHbIX Mporpamm,
peann3yoLLnX Takue AencTeus;

B Cpedy (hYHKLMOHMPOBAHWA NPUKNaHbIX NporpaMm (HanpumMep, K NOKabHOW cucTeMe
ynpaeneHns 6asamu JaHHbIX);

HenocpeACTBEHHO K MH(opMauun nonb3oBatens (K aivinam, TeKCTOBOW, ayauo- u
rpaguyeckoin mMHhopmaummn, MoAsM W 3anucsaIMm B 3MIEKTPOHHBLIX 6a3axX [aHHbIX) W
06yC/oBNEeHbl BO3MOXHOCTbIO HapyLUeHUs ee KOH(UAEHLMANbHOCTU, LEN0CTHOCTU W
[OCTYMHOCTW.
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3Tn yrposbl MOTyT 6bITb pean3oBaHbl B Cyyae MosyyeHus (PU3NYecKoro Loctyna K
NCIMAOH nnn, no KpaiHel Mepe, K cpeactBam Beofa WHGopmauun B NCMAH. VX MOXHO
00bEANHUTD MO YCIOBUAM peannsauum Ha Tpu rpynrbl.

MepBas rpynna BK/OYaeT B ceb6s yrposbl, peaidyemMble B X04e 3arpy3Ku onepalyoHHOM
CUCTEMbl. DT Yrpo3bl 6e30MacHOCTU MH(OPMaLMM Hanpas/ieHbl Ha MepexsaT naponer wiu
NOEHTUMKATOPOB, MOAUDMKALMIO  MPOrpaMMHOro  obecrieveHuss  6a30BOM  CUCTEMbI
BBoda/BbiBoAa (BIOS), nepexBaT ymnpaBneHMs 3arpy3koii C W3MEHEHWEM HeobX0AUMOV
TEXHOM0rM4Yeckonm nHgopmaummn ana nonyyvenms HCJ, B onepaynoHHyto cpegy VNCMAH. Yaule
BCEro Takue yrpo3sbl peaim3ytoTcs ¢ UCNONb30BaHNEM OTUY>XKAaeMbIX HOCUTENEN MH(OpMaLLMN.

Btopass rpynna - yrposbl, peaiu3yemble MOCMe 3arpy3ku OnepaLyoHHON Cpeabl
He3aBMCUMO OT TOro, Kakas npukiagHas nporpamma 3anyckaetcs nonb3osaresieM. 3T yrposbl,
Kak Npasuo, Harnpas/eHbl Ha BbINO/IHEHWE HEMOCPeACTBEHHO HECAHKLIMOHMPOBAHHOIO AOCTyna
K uHpopmauumn. Tpu nosyyvyeHun [oCTyna B OMNEpauMOHHYH Cpefy HapyLlmuTelb MOXET
BOCMO/Nb30BaTbCA KaK CTaHAapTHbIMU (YHKLMAMU OMEepaLyoHHOW CUCTEMbl UK KaKOn-mbo
NPUKNagHoOM nporpaMmbl OOLLEro no/b30BaHWA (Hanpumep, CUCTeMbl Ynpas/ieHns 6a3amu
[aHHbIX), TaK U CreuuanbHo CO3LaHHbIMU ANS BbINOHEHWUS HECAHKLMOHMPOBAHHOIO A0CTyna
nporpaMmamMu, Hanpumep:

- nporpamMmMamy NpocMoTpa U MOAUMMUKALIMN peecTpa;

- MnporpamMMamyi NnovcKa TeKCTOB B TEKCTOBbIX (daifiax Mo K/KueBbIM CnoBam W
KONupoBaHus;

- cneyuvanbHbIMKM NporpaMMamy MPOCMOTpa U KOMMpOBaHMS 3anuceil B 6asax
JaHHbIX;

- nporpamMmMamy 6bICTPOro NPOCMOTPa rpafuyeckmx (hainnos, UX pesakTMpoBaHus
WK KOMMPOBaHUS;

- nporpaMMamv MOAAepPXKN BO3MOXHOCTEN PeKOH(pUrypaumn nporpaMMmHoi
cpefbl (HacTpoitkn NCIH B MHTepecax HapywuTens) v ap.

HakoHeL, TpeTba rpynna BKIOYaeT B Ce6s yrposbl, peanu3aumns KoTopbIxX ornpeaenseTcs
TeM, Kakas M3 MPUKIagHbIX MporpaMmM 3anyckaeTcs Mosib3oBaTenem, WAM (hakTom 3anycka
no6or 13 NpUKNagHbIX nporpamm. bosblias 4YacTb TakuX Yrpo3 - 3TO Yrposbl BHeApeHus
BPEAOHOCHbIX MPorpaMm.

5.4. O6LLan XxapaKTepMcTuUKa yrpo3 6e30nacHoOCTU NepCcoHasbHbIX AaHHbIX, peann3yeMblX C
MCMNO/b30BaHMEM NPOTOKO/I0B MEXCETEBOr0 B3aUMOLECTBUSA

Ecnn NCMNAH peann3oBaHa Ha 6a3e 10KaIbHOW UK pacnpeaeneHHon MHPOoPMaLMOHHON
CUCTEMbI, TO B Hell MOryT ObiTb peasn30BaHbl Yrpo3bl 6€30MacHOCTM MH(OopMaumMn nyTem
MCMO0JIb30BaHNA MPOTOKO/I0B MEXCETEBOIO B3aUMOAENCTBUA. T1pn 3TOM MOXeT obecrneynBaTbes
HCA k MAH wuan peann3oBbiBaTbCA Yrposa 0TKasa B 06Cny>xuBaHuA. OCOBEHHO OMacHbI
yrposbl, korga VICIMAOH npeactaBnseT cob0i pacnpefefieHHY WHHOPMaLUOHHYI0 CUCTEMY,
NOAK/MIOYEHHYIO K CeTAM 0O0Lero nofb3oBaHWA W (MM)  CETAM  MeXAyHapoAHOro
WMH(OpPMaLUMOHHOIro 06MeHa. KnaccuukauumoHHas Cxema Yrpos, peasiu3yeMbiX Mo CeTw,
npuBeAeHa Ha pUCYHKe 5. B ee OCHOBY MOJIOXEHO CeMb CMeAyHLMX NepBUYHBbIX MPU3HAKOB
Knaccugmkaumm.,

1 XapakTtep yrposbl. Mo 3TOMy NpW3HaKy Yrposbl MOTFYT ObITb MacCUBHblE W
aKTMBHble. llaccmMBHas yrposa - 3TO Yrposa, Npu peaamM3auun KOTOPOW He OKasblBaeTcs
HernocpeCTBEHHOe BAUSIHME Ha paboTy WICIM[H, HO MOryT 6biTb HapyLleHbl YCTaHOBMNEHHbIE
npasuna pasrpaHuyeHua poctyna K MNAH unm ceteBbiM pecypcam. lMpumepom Takmx yrpos
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ABNAETCA yrposa "AHaivM3 CeTeBOro Tpaduka“, HanpasneHHas Ha MPOC/yLUMBaHWE KaHasioB
CBA3W M NepexBart nepeAaBaemMoii MH(opmaLum.

AKTVNBHas yrposa - 370 yrposa, CBsi3aHHas C BO3AeicTBMeM Ha pecypcbl MCMAH, npw
peann3auumy  KOTOPOW OKasblBaeTCA HENOCPeACTBEHHOE BMSHWE Ha paboTy CUCTEMbI
(M3MEHEHME KOH(Urypaumu, HapyllueHme paboTocnocobHOCTM WM T.4.), W C HapyLUEHUEM
YCTaHOB/IEHHbIX MPaBwu pasrpaHnyeHus goctyna K MNAH wan ceteBeiM pecypcam. Npumepom
Taknx yrpos sBnseTcs yrposa "OTkas B 06CnyXuBaHUKU", peanusyemas Kak "wtopm TCP-
3anpocos".

2. Lienb peannsauum yrpossl. Mo 3ToMy Npr3HaKy yrposbl MOryT 6biTb HanpaBneHb!
Ha HapylUeHUe KOH(MAEHLUMANBHOCTU, LENOCTHOCTUM U AOCTYMHOCTU WHBopMauum (B TOM
yncne Ha HapyLleHue pa6oTocnoco6HocT NCTIAH Unn ee aNeMeHTOB).

3. YcnoBve Hadana OCYLECTB/IEHWs Mpouecca peanv3auum yrposbl. o 3atomy
MPU3HaKy MOXET Peann3oBbIBaThCs Yrpo3a:

- MO 3anpocy OT 06bekTa, OTHOCUTE/IbHO KOTOPOro peanunsyetcs yrposa. B aTtom cnydae
HapyLuuTeNb OXMAAeT rMepefayn 3anpoca OnpefesieHHOro Tuna, KOTopbld u Oygert
YC/I0BMEM Havasia OCYLLECTB/IEHUA HECAHKLMOHMPOBaHHOMO AOCTYNa;

- N0 HaCTYMJEHNO OXWLAeMOro CcobbiTMs Ha O06beKTe, OTHOCWUTE/ILHO KOTOPOro
peanu3yetca yrposa. B 3Ttom cfnyyae HapyliuTenb OCYLIECTBASET MOCTOAHHOE
HabnoaeHne 3a COCTOSHMEM OnepauuoHHOM cucteMbl VICTIOH 1 npu BO3HWKHOBEHMU
OrnpeAeneHHOro cobbITsA B 3TON CUCTEME HAYMHAET HECAHKLIMOHWUPOBAHHBIA JOCTYN;

- 6e3ycnoBHoe BO3/eCTBUeE. B atom cnydvae Havasno OCYLLIECTBNEHNS
HeCcaHKLVMOHUPOBAHHOMO A0CTyna 6e3yCc/ioBHO MO OTHOLUEHWIO K Lenn fOCTyna, TO ecTb
yrposa peanu3yeTca HeMeL1eHHO U 6e30THOCUTE/IbHO K COCTOSIHAKO CUCTEMBI.

4., Hannuune obpatHoii ceasun ¢ MICMAH. Mo 3ToMy npusHaky npouecc peanusaumm
Yrpo3bl MOXET ObITb C 06PaTHON CBA3LIO U 6e3 06paTHOW CBA3W. YTpo3a, ocyLlecTBasemas npu
Hanumm obpaTHol cBAsn ¢ WNCIMOH, XapakTepusyeTcs Tem, YTO Ha HeKOTOopble 3anpochl,
nepefaHHble Ha WCMAH, HapywwuTtento TpebyeTtca nofyuntb OTBeT. CnefoBaTtesibHO, MeXAay
Hapywwutenem n WMCMAH cyulecTByeT ob6paTHas CBSi3b, KOTOpasi MNO3BOMSET HapyLUUTENHO
afleKBaTHO pearvpoBaTtb Ha BCE WM3MeHeHus, npoucxogawme B NCIAOH. B otnnyme ot yrpos,
peannsyembiX Mpu Hanmumm obpatHoi ceasu ¢ NCIAH, npu peanusaumny yrpo3 6e3 obpaTHOWA
CBA3U He TpebyeTcs pearnpoBaTh Ha Kakue-nnmbo usMeHeHus, npoucxogdawme s NCraH.

5. PacnonoxeHue Hapywutens otHocutesnisHo VCIMOH. B COOTBETCTBMM C 3TUM
NMPU3HaKoM Yrpo3a peannsyetcs Kak BHYTPUCErMeHTHO, TaK U MeXcerMeHTHo. CerMeHT cetu -
(hm3nyeckoe 06befUHEHME XOCTOB (TexHuuyeckux cpeacts VICMOH van KOMMYHUKALUUOHHBIX
3N1EeMEHTOB, MMEKLMX ceTeBol agpec). Hanpumep, cermeHT VICIMAOH 06pa3yeT COBOKYMHOCTb
XOCTOB, MOAK/IOYEHHbIX K CepBepy Mo cxeme “oblias wuHa". B cnydyae, Korga MMeet MeCTo
BHYTPWUCErMeHTHas yrpo3a, HapyLuuTenb UMeeT (PU3NYECcKuUid JOCTYN K annapaTHbIM 3/eMeHTaMm
VCIOH. Ecnn vMeeT MecTO MeXCerMeHTHas yrposa, TO HapyLiWTenb pacrofiaraetcs BHe
WCIOH, peannsys yrposy u3 Apyroi cetm unm ns gpyroro cermeHta NCraH.

6. YpoBeHb 3TAIOHHON MOLENN B3aUMOLENCTBUA OTKPbITbIX cuctem** (ISO/OSI),
Ha KOTOpPOM peanusyetca yrposa. 1o 3TOMy MNpu3HaKy yrposa MOXeT peasiv30BbiBaTbCA Ha
(PM3NYECKOM, KaHa/lbHOM, CeTeBOM, TPaHCMOPTHOM, CeaHCOBOM, MPeLCTaBUTE/IbHOM W
npuknagHom yposHe mogenu 1SO/OSI.

7. COOTHOLLEHME KOMM4yecTBa HapyLlumtenein n anemeHtoB NCIMAH, OTHOCMTENbHO
KOTOpbIX peanusyeTca yrposa. o 3ToOMy Mpu3Haky yrposa MOXeT OblTb OTHeCeHa K Knaccy
YIrpo3, peain3yemMblX OAHUM HapyLlMTesieM OTHOCWUTE/IbHO OLHOI0 TEXHWYEeCKOro CpencTsa
NCMAH (yrposa "oguvH K 0AHOMY™), cpa3y OTHOCWUTE/IbHO HECKONbKUX TEXHUYECKUX CPefcTB
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NCMAOH (yrpo3a "OAMH KO MHOTUM™) WM HECKONIbKUMW  HapyLUTENaMU C  pasHblX
KOMMbIOTEPOB OTHOCUTE/IbHO OAHOT0 WAW HECKONbKUX TexHW4yeckux cpegcts WNCITOH
(pacnpegeneHHble UM KOMOMHUPOBaHHbIE YTPO3bl).

Knaccuamkaums yrpes 6e30MacHOCTY MHOPMALMW™ PESIM3YEMbIX C UCMOb30BAHWNEM MPOTOKO/IOB MEXCETEBOMO
B3aUMOZEICTBIS B aBTOMATU3VNPOBAHHBIX CUCTEMAX

Ma Hanmumio 06paTHON Mo pacyPo>KCTHNO GObeKr T.
Mo xapakTepy M0 uexv BT AeXKNULLS Moycnosuto HayaT apoLeeca casiyn CUCTIOH aTaKi OTHOCUTeNbHO VICTIL
BO3OENCTBUA pTaunssymyepa\T
erOSbIC LapyusLIKM C o6partHoii cBA3bl0 BHyrpiicc eHTUbIC
KO/ Xhi COLLIMIAIUHOOVE
Bes 06paTHOI7I CcBA3M MeXcermeHTHble
Vrposy,  peanTyxymc (ofHOXLWPrwérHmnas
YPO3bIC HepyLeHvem v Woxryanexai ataxa)
lie.: IVELHOCYW !("}hCpm:N.A oXungaemoro cobbITna B
VICTIH
ymhlzmmx « &aycrosHble MoypoBHI0 XTasaltoiMbliwn
Aoctyn ALY BO3/E/iCTBIA B3aUMOZEICTBUA OTKPbITbIX CUCTEM
1
W{sttM C KO
(«d;BiCH: | 1<1
~Thopmanm Yrpo3bl uii h13aueckom yposiHe
Yrpo3bl Ha ceTeBOM YpPOBHE
Yrposa "OpHm ko Pac(:pcaencHknc {! Yrpo3 .1Ha TpaHCnopTOM YpOBHE

T.*PALIKPOMIOLLE) YTPO3bI .
(T"pAwp )y ! ¥Yrpos aHaceaHcosom yposHe

Yrpos3bl Ha Mpencrasin: eN(>HoM ypoBHe

Yrposbl na npuKagHoM ypoBHe

PucyHok 5. «KnaccuukaumoHHasi cxema yrpos ¢ MCnosib30BaHNeM NPOTOKO/0B
MEXCEeTEBOr0 B3aMMO/eNCTBUSA»

C y4yeTOM NpoOBefieHHOM KNacCU(MKaLMU MOXHO BbIAENUTb CEMb Hanbonee 4acTo

peasin3yembliX B HaCTOALLEe BPEMS Yrpos.
1. AHanns ceTeBoro Tpaduka (pUCyHoK 6).

PucyHok 6. «Cxema peanmsauunm yrposbl «AHa/IN3 CETEBOr0 Tpapurka»
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Ta yrposa peasmsyeTcs C NMOMOLLbIO CreunanbHON nporpaMMbl-aHain3aTopa NnakeTos
(sniffer), nepexBaTblBalOLLEl BCE MaKeTbl, NepeJaBaeMble MO CErMEHTY CETW, W BblAENAIOLLEN
cpean HWX Te, B KOTOPbIX MepejaloTcs MAEHTU(MKATOP NoMb30BaTeNis U ero naponb. B xope
peann3aunn yrposbl HapyLnTeNb U3y4aeT IOTUKY paboTbl CETU - TO eCTb CTPEMMUTCA MOMYYUTb
OiHO3HAa4YHOE COOTBETCTBME COObLITWI, MPOUCXOAALLUX B CUCTEME, U KOMAH[, MepechlaeMbIxX
npy 3TOM XOCTamu, B MOMEHT MOSIBNEHMA AaHHbIX CO6LITWMIA. B aanbHeiwem 3TO MO3BONSET
3N0YMbILUNIEHHWKY Ha OCHOBE 33laHUsi COOTBETCTBYIOLMX KOMaHj MoNy4nTb, Harpumep,
NPpUBWIErMPOBaHHbIE MpaBa Ha AeNCTBUA B CUCTEME WM PaCcLUMPUTb CBOM MOSIHOMOYMS B HEl,
nepexsaTuTb MOTOK MNepefaBaemblX LaHHbIX, KOTOPbIMWA OOMEHWMBAKOTCA KOMMOHEHTbI CETEBOW
OnepauMoHHON CcUCTeMbl, [ANA W3BMIEYEHUS KOHMPUAEHUMABHOW WM UAEHTU(UKALMOHHOM
MH(opMaLmMn (Hanpumep, CTaTUYEeCKMX MNaponeli Monb3oBaTenelt Ans [OCTyna K yAaleHHbIM
XocTam no npotokonam FTP n TELNET, He npefycmaTpuBaroLnM WUPOBaHWE), ee NoAMEHbI,
mMoandmKaumm n T.0.

2. CkaHupoBaHue ceTtu.

CywHocTb npouecca peanv3auny yrpo3sbl 3aKno4aeTcs B rnepefaye 3anpocoB CETeBbIM
cnyxx6am xoctoB VCIMOH 1M aHanM3e OTBETOB OT HUX. Llenb - BbISBNEHWE WCMNOMb3YEMbIX
NPOTOKO/I0B, AOCTYMHbIX MOPTOB CETEBbLIX C/YXO, 3aKOHOB (POPMUPOBAHUA MAEHTUDUKATOPOB
COefMHEHWIA, OnpeaeneHne akTUBHbIX CETEBbIX CEPBUCOB, NOAGOP NAEHTU(MKATOPOB 1 Naponei
nonb3oBartesne.

3. Yrpo3a BbISIBIEHNSA Napons.

Llens peanusauumn yrposbl COCTOMT B nonydeHun HCL nyTeM NpeoaoneHns naponbHON
3alMTbl. 3M10YMbILAEHHUK MOXET peann3oBbiBaTb Yrpo3y C NOMOLbHO LENoro psga MeToAoB,
TakMx Kak npocToi nepebop, nepebop € UCMO/b30BaHWEM CreuuasibHbIX C/loBapei, YCTaHOBKa
BPEAOHOCHO nporpaMmMbl 418 Mepexsata Napons, NoAMeHa [JoBepeHHOro o6bvekta cetn (IP-
spoofing) n nepexsaT naketoB (sniffing). B ocHoBHOM Ansi peanusauumn yrposbl UCMO/b3YHTCS
cneynanbHble MpPOrpaMmbl, KOTOPble MbITAOTCA MOMAYYATb  JOCTYM K XOCTy MyTeMm
nocnegoBaTe/sIbHOro nogbopa naponeii. B cnyyae ycnexa, 3N10yMbILWIEHHUK MOXET C034aTb AN
cebs "npoxopd" Ans Oyayulero AocTyna, KOTOpblA OyAeT AeicTBOBaThb, [JaXe eCnvM Ha XocTe
M3MEHUTb Naposb LOCTyna.

4. MofMeHa J0BEPeHHOro 06beKTa CeTW U nepejaya No KaHanaMm CBA3W COOOBLLEHWI
OT €ro UMeHu C NPUCBOEHMEM €ero npas goctyna (PUCYHOK 7).
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1 XocT X BegeT HabnogeHve 3a xoctammn A 1 B n onpegensieT Hymepauuio
MaKeToB COOGLLEHMIA, 1ayLLyto OT XxocTa B

Xoct B
XocT X - XOCT HapyLumnTens

XocT A - JOBEPEHHbI XOCT

2. XocT X nocblnaet Ha xocT A ceputo TCP-3anpocoB Ha Co3faHne CoefuHeHus,
3arofiHAA TeM caMbIM OYepefb 3arpocoB C Lebio BbIBECTU U3 CTPOS HA HEKOTOPOe

SYN.
1SSx
TCP-3anpoc Ha OTKPbITUE COEAMHEHMA OT UMEHM XOCTa A
SYN-6UT CMHXPOHU3ALMM HOMepa NocnefoBaTe/lbHOCTH
ISSX-NPON3BO/bHBIA HOMEP MOC/eA0BaTENbHOCTH
XOCT A BbIBefIeH 13 CTPOSA

XocT A

OtBeT xocTa B Ha TCP-3anpoc

SYN. ACK, ISSh XocT B
ACK(1SSx+1)

SYN-6UT CMHXPOHM3aL MM HOMepa NOCNef0BaTeNbHOCTH
ISSb-npon3BobHLIA HOMEP NocnefoBaTeNbLHOCTH xocTa B
XocT A ACI<(ISSx+] )-Homep noaTeepxaeHus npuema TCP-nakeTa oT
xocTa A. paBHblii 1SSx-b1

ASK(ISSh+C-HOMep noateepxaeHns npuema TCP-nakeTa oT xocTta B.
B KOTOPOM aTaKyloL il yKka3biBaeT NogobpaHHbIin HoMep 1SSh+l
ACK. ISSx+1

ACK(ISSbh-H) ~_ -

K ASK(ISSx+1)-Homep XocT B

T cnegytowierc TCP-naketa

OTcyTCcTBYET coobLieHNe 0 pa3pbiBe TCP-coegnHeHNs oT
BbIBeIEHHOr0 13 CTPosi xocTa A (NakeT C 3anoNHeHHbIM

XocT A cnyXe6HbIM 3aronoBkom RST)

PucyHoOK 7. «Cxema peanusauuu yrposbl «MogmeHa JoBepeHHOro 06bekTa CeTu»
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Takas yrposa 3h(eKTVBHO peann3yeTcsa B CUCTeMaX, e MPUMEHSIOTCA HeCTOMKue
anropuTMbl  NAEHTUMUKALUMM U ayTeHTU(MKauUM XOCTOB, Monb3oBatened u T1.4. [og
[OBEPEHHbIM OOBLEKTOM MOHMMaeTcs O0ObeKT CceTM (KOMMbIOTEP, MEXCETeBON  3KpaH,
MapLLpyTU3aToOp U T.N.), NIeraibHO NOAK/OYEHHbIN K CepBepy.

MoryT 6bITb BblAe/NEHbI jBe Pa3HOBUAHOCTM NpoLecca peann3almn ykasaHHOW yrposbl: C
YCTaHOB/IEHNEM N 6e3 YCTaHOBNEHUSA BUPTYa/IbHOTO COeAUHEHUS.

Mpouecc peanmsaumm C YCTAHOBNEHWEM BUPTYa/IbHOrO COEAMHEHUS COCTOUT B
NMPUCBOEHUN NpaB [OBEPEHHOro Cy6beKTa B3aMMOAENCTBUA, YTO MO3BONAET HAPYLUUTENHO BECTM
ceaHc paboTbl C 06BEKTOM CETM OT UMEHW JOBEPEHHOro cybbekTa. Peanmsalms yrpo3sbl JaHHOr0
TMna TpebyeT MNPeofoNeHNss CUCTEMbl WAEHTUMKALMM W ayTeHTUPUKauuM CooBLLEeHWA
(ranpumep, ataka rsh-cnyxobsl UNIX-xocTa).

Mpouecc peanusaunn yrposbl 6e3 YCTaHOBNEHWUS BUPTYaSIbHOrO COEAVMHEHUA MOXET
MMEeTb MECTO B CETAX, OCYLLECTBAIOWMX MAEHTU(DUKALMIO NepeaaBaemblX COOBLLEHNI TONbKO
no ceTeBOoMy agpecy oTnpasuTens. CyWHOCTb 3akIloyaeTcs B nepefaye  CAy>KeOHbIX
COOOLLIEHNA OT WMeHW CeTeBbIX YMPaBAAOWMX YCTPOMCTB (Hanpumep, OT WMEHM
MapLLpyT13aTOpOB) 06 W3MEHEHUW MapLUPYTHO-afpecHbIX AaHHbIX. Mpy 3ToM HeobXxoLumo
UMeTb B BUAY, UTO ELUHCTBEHHbIMWU WAEHTU(MKaTOpamMn abOHEHTOB W COefuHeHus (no
npotokony TCP) anatoTca Aa 326MTHbIX napameTtpa Initial Sequence Number - ISS (Homep
nocnegosatenbHoct) u  Acknowledgment Number - ACK (Homep noATBEpXXAEHMUS).
CnepoBaTefibHO, Ans (hopMupoBaHus NoXHoro TCP-nakeTa Hapywwutento HeobxoguMmo 3HaTb
TeKyLlMe NaeHTUPUKaTOPbl ANa 4aHHOro coeamHeHus - ISSa u ISSh, rae:

ISSa - HekoTOpoe YMCNEHHOE 3HaueHue, XapakTepusytollee MOopsAKOBbI HOMep
otnpaengemoro TCP-naketa, yctaHasnmsaemoro TCP-coefMHeHNs, NHULUNPOBAHHOIO XOCTOM
A

ISSb - HekoTOpOoe 4WCMEHHOE 3HayeHWe, XapakKTepusyrollee MOPSAKOBbIA HOMep
oTnpasnsgemoro TCP-naketa, yctaHasnmsaemoro TCP-coegnHeHUs, MHULUNPOBAHHOIO XOCTOM
B.

3HaueHne ACK (Homepa noaTeBepxaeHWs  ycTaHoBneHus  TCP-coefuHeHWs)
onpefenseTca Kak 3HadeHWe HOMepa, [MOJlyYeHHOro OT pecrnoHgeHTa ISS  (Homep
nocnegosatesibHOCTH) ntoc egmHmua ACKb = 1SSa + 1

B pesynbtate peanu3aumMy  yrposbl HapywiuTenb  NOAy4YaeT MpaBa  AOCTyna,
YCTaHOB/IEHHbIE ero nosib3oBaTeNneM NS [OBEPeHHOro aboHeHTa, K TEXHWYECKOMY CPeAcTBY
WCMNAH - uenun yrpos.

5. HaBA3biBaHME NOXKHOr0 MapLupyTa CeTu.

[aHHas yrposa peanunsyeTtcs OLHUM U3 ABYX CMOCO60B: MyTeM BHYTPUCETMEHTHOIO Wn
MEXCEerMeHTHOro HaBA3blBaHWSA. BO3MOXHOCTb HaBsA3bIBaHMS NIOXHOIO MapLUpyTa 06ycnoBfeHa
HefjocTaTKaMu, MNPUCYLLMMK anroputmMam MaplupyTtmsaumm (B 4aCTHOCTW, U3-3a NPOOGeMbl
NOEHTUDMKALMN CETEBbIX YMNPaBAAOLWMNX YCTPOMCTB), B pe3y/bTaTe 4Yero MOXHO MOMacTb,
Hanpumep, Ha XOCT W/ B CeTb 3/10YMbILLIEHHNKA, Te MOXHO BOWTY B OMepauyoHHYHO cpesy
TexHu4yeckoro cpeactsa B coctaee WCIOH. Peanusauma  yrposbl OCHOBbIBAETCA Ha
HeCcaHKLMOHUPOBAHHOM MCMOMb30BaHUN MPOTOKOM0B MapwpyTtusauuu (RIP, OSPF, LSP) u
ynpaBneHus cetbto (ICMP, SNMP) pgns BHeCeHWs W3MEeHeHWli B MapLUpyTHO-afpecHble
Tabnuubl. Mpy 3TOM HapyLIMTeN0 HeO06XOAMMO MOCMaTb OT UMEHW CETEBOrO YrpaB/sOLLEro
yCcTpolicTBa (Hanpumep, MapLupyTM3aTopa) ynpasnstoLiee coobuieHme (pucyHku 8 n 9).
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1 Mepepaya HapywuTenem Ha XxocT 1n0XHoOro coobuyeHns no npotokony ICMP Redirect ot
MMeHN MapwpyTu3aTopa 106 M3MeHeHUN TabauLbl

VIHTEpHET
MapuwpyTusarop 2 JToxHoe coobueHune Cepsep
ICMP Redirect top secret com

2 TlakeTbl Ha top secret corn HanNpaBASKOTCA Ha HECYL eCTBYOWMNA MaplpyTmn3aTop (XocT 2). a
cnepfoBaTeNbHO, CBA3b C top secret COT HapyluaeTcs

PucyHok 8. «Cxema peanmsaunm atakm «HaBsasbiBaHWE /IOXXKHOMO MapLupyTa»
(BHYTpUCErMEHTHOE) C Mcnosib3oBaHWeM npoTokosa ICMP ¢ uenbio HapyLleHUs CBA3N»

). ®asa nepegayun NoXHoro coobuieHns ICMP Redirect oT uMeHn MaplupyTm3aTopa Ha XocT 1

2. ®aza npuema, aHann3a, BO3AENCTBMA U Nepedayn nepexsavyeHHon MHGOopPMaLn HanoXXHOM
cepsepe

MHTepHeT
W,

MaplupyTusaTtop 1 MapLupyTusaTop 2

XocT 1nepepaet
MakeTbl,

npefHasHaueHHbIe ATaKyIOUWV OT VMeHM

top.secrel.com, Ha XOCT: Itnepe,qra(-f[T I'I?nKETbI
XOCT aTakyloLLero a top.Secret.co

l« *_nn
XOoCT HapyluuTens

Xoct | Cepsep top.secret.com

PucyHok 9. «CxemMa peanumsalmn yrposbl «HaBssblBaHME IOXXHOMO MapLUpyTa»
(MexxcermMeHTHOE) C Le/iblo nepexBaTa Tpadunka»
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6. BHeapeHune NOXHOro 06bLeKTa ceTu.

3ATa yrpo3sa 0CHOBaHa Ha MUCMO/Ib30BaHUWN HEeJOCTaTKOB a/lfOPUTMOB YAa/leHHOr0 NMOUCKa.
B cnyuae, ecnim 06bEKTbI CETU M3HAYIbHO HE MMEKT afpecHoin MHgopmauun apyr o fpyre,
MCMOMb3YTCA pasnYHble NPOTOKOMbI YAaneHHOro novcka (Hanpumep, SAP B cetax Novell
NetWare; ARP, DNS, WINS B cetax co ctekom npotokosnos TCP/IP), 3akniouvarouinecs B
nepefaye Mo CeTW CheLuanbHbIX 3anpocoB W MOMlYYEHUM HA HUX OTBETOB C WCKOMOWA
MH(popMaumeid. Mpy 3TOM CyLLECTBYeT BO3MOXHOCTb MNepexBaTa HapyLllMTenem MOouCKOBOrO
3anpoca v Bblayu Ha Hero JI0XXHOro OTBeTa, UCMO0/b30BaHVe KOTOPOro NpuseseT K TpebyemMomy
M3MEHEHMIO MapLIPYTHO-aApeCHbIX AaHHbIX. B panbHediem Becb MOTOK MH(opMaumu,
accoUMMPOBaHHbIA C 00BLEKTOM-XKepTBOM, OyaeT MPOXOAWUTb Yepe3 JIOXKHbLIA 00BLEKT CeTu
(pucyHkun 10-13).

3. ®a3a nprema, aHan3a, BO3AENCTBISA 1 Nepeaaymn nepexsayveHHoN MH(opMaLymn Ha

PucyHok 10. «Cxema peanunsaunu yrposbl «BHegpeHune noxkHoro ARP-cepsepa»
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. ®asza oXMaaHNs aTakyrolyM DNS-3anpoca oT XocTa 1 (aTaKyHoLLWiA HaxoaUTCs B0 Ha XocTe
HapyLumTens |. b0 Ha XocTe HapyLumTens 2)

2. daza nepegayum atakyroLwym noxHoro DNS-0TBeTa (aTakyroLiA HaxoauTes b0 Ha XocTe

PucyHok 11. «Cxema peannsaunm yrposbl «BHegpeHue noxkHoro DNS-cepBepa» nyTem
nepexsaTta DNS-3anpoca»
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1 HapywwmTenb nepegaeT Hanpas/eHHbIN wTopm DNS-0TBeTOB Ha XocT 1

2. XocT 1nocbinaeT DNS-3anpoc 1 HeMenneHHO NosyyaeT NoxHbIA DNS-0TBeT

3. dasa npuemMa, aHa/m3a, BO3A€I\/’ICTBI/IFI nnepegaqn nepeXBaquHon Mthopmaumm Ha JIOXXHOM CepBepe

PucyHok 12. Cxema peanusauyum yrposbl «BHegpeHue 1oXXKHoro DNS-cepBepa» nyTem
wtopma DNS 0TBETOB Ha KOMMbIOTEP CETU»
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1 HapyLumTenb co3faeT HanpaB/eHHbI LLITOPM NOXHLIX DNS-0TBETOB OT MMEHW OfJHOMO U3 KOPHEBbIX
DNS-cepBepoB 1 Mpy 3TOM NMPOBOLMPYET 3TOT CEPBEP Ha OTBET, Nocbuias Ha Hero DNS-3anpoc

2. DNS-cepBep nepepaet DNS-3anpoc Ha kopHeBoli DNS-cepBep 1 HeMeAIeHHO MoyyaeT NoXHbIA DNS-0TBeT OT
arakytoLLero

3. XOCT HapymTenst n3MeHsieT Kalw-Tabnmuy DNS-cepBepa 1 06ecreumnBaeT NPOXOXAeHVe Tpauka yepes
noxHbIi Cepaep top.secret.com

PucyHok 13. «Cxema peanunsauuun yrposbl «BHegpeHne noxkHoro DNS-cepBepa» nytem
witopma DNS otBeToB Ha DNS-cepsep»
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7. OTKa3 B 06CNYXXMBaHWW.

3TV yrposbl OCHOBaHbl Ha HeAOCTaTKax CETeBOro MporpaMMHOro ob6ecreyvyeHus, ero
YA3BMMOCTAX, NMO3BOMAIOWMX HAPYLLIMTENO CO3AaBaTh YCN0BMSA, KOrja ornepalyoHHas cucTema
0Ka3blBAETCA He B COCTOSAHUM 06pabaTbiBaTb NOCTYNAKOLLME NAKETbI.

MoryT 6bITb Bblfje/leHbl HECKO/IbKO Pa3HOBUAHOCTEN TaKuX yrpos:

a) CKpbITbIi OTKa3 B 0OCNY>XMBaHUW, BbI3BaHHbLIA MPUBIEYEHMEM YacTVW PecypcoB
NCMAOH Ha 06paboTKy nNakeToB, nNepefaBaeMblX 3/10YMbILUJIEHHUKOM CO  CHUKEHUEM
MPOMYCKHOM CMOCOBHOCTM  KaHanoB CBA3W, MPOM3BOAUTENILHOCTU CETEBbIX YCTPOMCTB,
HapyLleHneM TpeboBaHUIn KO BpeMeHW 06paboTKM 3anpocos. NpumMepamy peanvsaumn yrpos
NMOAOOHOr0 pofda MOTYT CAYXWTb: HanpaBNeHHbIV LWTOPM 3X0-3anpocoB Mo npotokony ICMP
(Ping flooding), wTopm 3anpocoB Ha ycTaHoBNeHNe TCP-coeanHeHNi
(SYN-flooding), wtopm 3anpocoB K FTP-cepsepy;

6) SBHbI OTKa3 B 06CMY>XMBaHUK, Bbl3BaHHbIA ucyepnaHuem pecypcos VCMAOH npu
06paboTKe MakeToB, MepefaBaeMblX 3/10YMbILINEHHUKOM (3aHSATWE BCEM MOJI0Chl NPOMYCKaHWs
KaHa/loB CBA3W, MepPenosiHeHVe OYepedent 3ampocoB Ha 06CAYyXWBaHWE), MNpU  KOTOPOM
NnerajibHble 3anpocbl He MOryT ObITb NepefaHbl Yepe3 CeTb W3-3a HEAOCTYMHOCTU Cpegbl
nepegayv NnM60 Nosy4varoT 0TKa3 B 06CMYXMBaHWM BBUAY NEPENO/HEHUA Oyepefelt 3anpocos,
AMCKOBOrO MpOCTpaHcTBa Namatu v T.4. MpumepamMu yrpo3 LAHHOMO Tuna MOryT C/YXWUTb
LITOPM  LUMpPOKOBeLLaTenbHbiXx KOMPaxo-3anpocos (Smurf), HanpaeneHHbin wTtopm (SYN-
flooding), WTopM coo6LLeHMI nouTOBOMY cepBepy (Spam);

B) SIBHbIA OTKa3 B 0OCNY)XMBaHWW, Bbl3BaHHbIA HapyLUEHWEM JIOTMYECKOW CBA3HOCTY
Mexnay TexHudeckummn cpegctBamm WCIMOH npu nepejade Hapyliutenem YnpaBastoLLmX
COOOLLEHNIA OT MMEHW CeTeBbIX YCTPOMCTB, NPUBOAALLNX K U3MEHEHWNIO MapLUPYTHO-aApPeCHbIX
AaHHbIX (Hanpumvep, ICMP  Redirect Host, DNS-flooding) wav npgeHTUMKaLNOHHOW 1
ayTEHTU(MKALMOHHON MH(opMaLUK;

I) ABHbI OTKa3 B 06CNY)KMBaHUW, BbI3BaHHbIV Nepeaayeli 310yMbILLIEHHUKOM MaKeToB
C HecTaHAapTHbIMK aTpubytamm (yrposbl Tuna “"Land”, "“TearDrop", "Bonk", "Nuke", "UDP-
bomb") nnn nmMerOWMX ANMHY, NPEBLILLAOWY MaKCUMaibHO AO0MYCTUMbIA pasmep (Yrposa
Tvna "Ping Death™), uTO MOXET MpPuUBECTM K COOK CETEBbIX YCTPOWCTB, Yy4acTBYHLIMX B
06paboTke 3anpocoB, NpW YCNOBUW HaIMuMsS OLWMOOK B NporpaMmax, peansyroLmx
NPOTOKO/bI CETEBOr0 06MEHa.

PesynbtatoM  peasiM3auum  [aHHOM  yrpo3bl  MOXET  CTaTb  HapylleHue
paboTOCNOCO6HOCTM COOTBETCTBYIOLLEN CNYXObl NPeAoCTaBNeHNs yaaneHHoro goctyna K MAH
B WNCIAH, nepefaya Cc OAHOro agpeca TakKoro KO/MYecTBa 3amnpocoB Ha MOAK/OYEeHWe K
TexXHU4eckomy cpefctey B coctase VCIAH, Kakoe MakCUMa/ibHO MOXET “BMeCTUTb" Tpagunk
(HanpaBNeHHbIA "LWITOPM 3anpocoB"), YTO BeYeT 3a COO0N NMepenosiHeHNe oYepean 3anpocoB u
0TKa3 OfHOWN U3 CeTeBbIX CNYXO WA MONHYI0 OCTAHOBKY KOMMbKOTEpa M3-3a HEBO3MOXHOCTY
CUCTEMbI 3aHUMATLCS HAYEM APYTM, KpOMe 06paboTKM 3arnpocoB.

8. Y janeHHblI 3anycK nNpunoXeHui.

Yrposa 3ak/iw4yaeTca B CTPeEMSEHMWM 3anycTutb Ha xocte WCIMIOH pasfnyHble
npeaBapuTesisHO BHeLpeHHble BPefOHOCHbIE MpOorpammbl: MPOrpammbl-3aKnagkun, BUPYCl,
"CceTeBble LUMMWOHBI", OCHOBHaA LEMb KOTOPbIX - HapylleHne KOH(pUAEHLMaIbHOCTH,
LLeNOCTHOCTM, LOCTYMHOCTU MH(OPMaLMK 1 NOMHbLIA KOHTPOAb 3a paboToi xocta. Kpowme Toro,
BO3MOXXEH HEeCaHKUMOHVWPOBaHHbIA 3amyCcK MNpWKNagHbIX nporpaMm Mosib3oBartenen  Asis
HeCaHKLMOHMPOBAHHOIO MOMyYeHUsi HeOOXOAMMbIX HapyLIMTEN0 AaHHbIX, 418 3anycka
ynpaBnsieMbIX NPUKNagHON NPOrpaMmoit NpoLeccos v ap.

BblgensoT Tpy nogknacca AaHHbIX Yrpos:
1) pacnpocTpaHeHune (ainos, cofepKalmx HeCaHKLMOHMPOBAHHbIA UCMONHAEMbIV KOZ;
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2) yAaneHHbIA 3anyCcK NPUIOXeHNs MyTeM NepenonHeHns 6ydepa NPUNoXeHWii cepeepos;

3) YAaNEHHbIA 3anycK MPUIOXeHUS MyTeM WCMNO/b30BaHUS BO3MOXHOCTEN YAa/IeHHOro
yrnpaBieHnss CUCTEMOM, MPeAoCTaBiAeMbIX CKPbITbIMA NPOrPaMMHbLIMK 1 annapaTHbIMU
3aKnafkamm iMb0o 1Crosib3yemMbIMy LUTATHBIMU CPeSCTBaMM.

Tunosble Yrpo3bl NePBOro M3 yKasaHHbIX MOAKNACCOB OCHOBbLIBAKTCA Ha aKTUBU3aLUM
pacrnpocTpaHsemMbiX (aiifioB Npu CnyvanHoMm obpalleHnn K HUM. [pumepamy Takux (ainos
MOTYT CNY>XUTb: (haiinbl, CofepXXaLine UCMOSHAEMbIA KOA B BUAE MaKpOKOMaHZ (4OKYMEHTbI
Microsoft Word, Excel n T1.n.); html-gokymeHTbl, cofepxxallime WCMOMHSAEMbIA KOL B BUAe
anemMeHToB ActiveX, Java-annsetoB, WMHTEPNPeTUPYeMbIX CKPUNTOB (HarmpuMmep, TeKCTbl Ha
JavaScript); aiinbl, cofepXaliue WCNONHAEeMble KOAbl nporpamm. [ns pacrnpocTpaHeHus
(halinoB MOryT MCMONb30BaTLCA CAYXObl 371EKTPOHHOM MNOYTbI, Nepefaun (aiinos, CeTeBOM
(hainnoBoli CUCTEMBI.

Mpy yrposax BTOPOro nofknacca UCnonb3yTcs HeJOCTaTKM NPOrpamm, peannsyroLmx
ceTeBble CepBUCbI (B YaCTHOCTW, OTCYTCTBME KOHTPOASA NepenonHeHus 6ydepa). HacTpolikoli
CUCTEMHbIX PErucTPOB MWHOrAa YAaeTcd MepektoynTb MPOLEeccop nocne npepbiBaHus,
BbI3BAHHOIO MepenosiHeHVeM Oydepa, Ha WMCMNONHEHME KOAa, COoAepXKallerocs 3a rpaHuuen
Oydepa. TlMpumepom peanmsauum TakOW Yrpo3bl MOXeT CAYXWUTb BHEAPEHWe LUMPOKO
n3BecTHoro "Bupyca Moppuca'.

Mpy yrposax TpeTbero nogkiacca HapyLwmTelb UCMOMb3yeT BO3MOXKHOCTU YAaIEHHOrO
yrnpaBfeHUss  CUCTEMON,  MpPeAoCTaBfisieMble  CKPbITbIMU  KOMMOHeHTamu  (Hanpumep,
"TposHCKMMK™ nporpammamun Tuna Back Orifice, Net Bus) nvMbo wWTaTHbIMKU CcpeacTBaMu
yrnpaBneHus 1 agMUHUCTPUPOBAHUA KOMMbIOTEPHbIX ceTelt (Landesk Management Suite,
Managewise, Back Orifice n T.n.). B pesynbtate MX WCNOMb30BaHWNA YyaaeTcsa [A06MTbCS
YaneHHOro KOHTPO/IS Haf CTaHLMeR B CeTu.

CxeMaT1yHO OCHOBHbIe 3Tarbl paboTbl 3ITUX NPOrpPamMmm BbITMALAT CeAyoWw MM 06pa3om:

- VIHCTaIaumsa B NamATy,

- OXuJaHue 3anpoca C Y4aJeHHOro XocTa, Ha KOTOPOM 3anyLieHa KAUeHT -nporpaMmma, v
0OMEH C Heli COOOLLEHNSAMU O FOTOBHOCTY;

- nepefaya nepexBayeHHON WMH(OPMaLMN KIMEHTY WAW MpPefocTaBieHne emy KOHTPONs

Haz, aTaKyeMbIM KOMMbIOTEPOM.

Bo3MOXHbIe NOCMEACTBUA OT peasiM3auun Yrpo3 pasfiMyHbIX KNacCoB MpPUBEAEHbI B
Tabnuue 3.

Tabnuua 3
Bo3MOXHbIe MOocNeacTBUA peannsaln yrpo3 pasMyHbIX K1accoB
N Tun ataku Bo3MOXHble NocneacTBUA
n/n
1 AHanm3 ceTeBoro Tpad)VlKa I/Iccne,qOBaHme XapaKTepPUCTUK CETEBOIO Tpa(*)VIKa, nepexsar

rnepesaBaeMbIX [aHHbIX, B TOM 4uCe WMAEHTUMKATOPOB W
naponein nosb3oBatenei

2 CkaHMpOBaHwe CeTu OnpefeneHne NPOTOKO/OB, [JOCTYMHbIX MOPTOB CETEBbIX
CNyx®, 3aKOHOB  (DOPMUPOBAHWS  WAEHTU(PUKATOPOB
COEANHEHWIA, aKTUBHbIX CeTeBbIX CEpBYCOB,
NAEHTU(KATOPOB W Maposieli Mo/b3oBaTesel

3 "MaponbHast" aTaka BbimonHeHne  m06Oro0  [ECTPYKTVMBHOIO  [eiACTBUS,
CBA3aHHOTO  C  MOJIyYeHMEM  HECAHKLIMOHWMPOBAHHOMO

[ocTyna
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4 MoaMeHa AoBepeHHOro 06beKTa CeTH V3meHeHve Tpacchl MPOXOXAeHUA COOOLLEHNIA,
HECaHKLMOHMPOBAHHOE U3MEHEHME MapLUPYTHO-apeCHbIX
JaHHbIX. HecaHKUMOHMPOBaHHbIA  [OCTYN K CETEBbIM
pecypcam, HaBs3bIBaHVE JIOXKHO MH(opMaLn

5 HaBsi3blBaHME IOKHOTO MapLLpyTa HecaHKLMOHNPOBAHHOE M3MEHEHME MapLLPYTHO-aAPECHbIX
JaHHbIX, aHa/M3 U MOAM(MKALS MNepefaBaeMbIX AaHHbIX,
HaBA3bIBAHME NIOXKHBIX COOBLLIEHMIA

6 BHeapeHue NoXKHOro 06beKTa ceTu Mepexsat 1 NPocMOTP Tpathmka. HecaHKLMOHMPOBaHHbIV
[OCTYN K CETEBLIM PECypcam, HaBA3bIBaHNE IOXKHON
MHEhopmaLmn
7 OTka3 B UacTnuHoe mcuepnaHne CHWXKEHME MPOMyCKHOM  CMOCOBHOCTY  KaHaloB  CBA3W,
06CyXMBaHUM  PECYPCOB MPOV3BOANTENBHOCT  CETEBLIX  YCTPOMCTB.  CHWDKEHNME
MPOV3BOAWTENBHOCTMN CEPBEPHBIX MPUIOKEHMI
MosnHoe vcyepnaHue HeBO3MOXHOCTb Mepefayn COOBLUEHWIA 13-3a OTCYTCTBUS
pecypcoB JocTyma K cpede nepefaun, OTKa3 B YCTaHOBMEHWUM

coeguHeHns.  OTka3 B MpedocTaBleHMM  cepeuica
(3NEKTPOHHOI NoYTbl, (haiAnoBoro 1 T.4,)

HapyLueHue HeBO3MOXHOCTb Nepefiaum, COOGLUEHWIA 13-3a OTCYTCTBUS
NIOTVYECKOIA CBA3HOCTW  KOPPEKTHBIX MapLUPYTHO-aAPECHBIX JaHHbIX.
MeXay — atpubyTamy, HeBO3MOXHOCTb MoyyeHms yenyr BBUAY

JaHHbIMW, 0ObEKTaMN  HECAHKLIMOHMPOBAHHOW MOAU(MMKALMM MAEHTUGIMKATOPOB,
naposnen n T.n.

Vcnonb3osaHue HapyLueHve paboTocnocobHOCTM CETEBLIX YCTPOCTB
OLUMGOK B MpOrpaMmMax
8 Y faneHHbIvi MyTem paccbinkv  HapyLueHve KOH(UAEHLWABHOCTMH, LIeNIoCTHOCTH,
3arnyck (haiinoB, COAEPXKALLMX  AOCTYNHOCTW UHAOpMALIM

MPWIOKEHWI A  1ECTPYKTUBHBbII
UCMONHSIEMbIiA Koa,
BMPYCHOE 3apaXkeHNe
MyTem nepenosHeHns
6y(hepa cepsepHOro
NPUNOXKEHUS
MyTem wucnonb3oBaHNs CKpbITOE YNpaB/eHNe CUCTEMONA
BO3MOYKHOCTE
YAIEHHOr0
yNpaBneHnst CUCTEMONA,
NPeAOCTaB/SEMbIX
CKPbITbIMM
NpOrpaMMHbIMM 7
annapaTHbIM
3aKnagKamm nméo
1CMO/b3yeMbIMI
LUTATHbIMY CpeacTBaMK

Mpouecc peann3auum yrpossl B 06LLeM Clyvae COCTOUT U3 YeTbIpex 3Tanos:
- cbopa nHhopmaymu;
- BTOPXeHUs (MPOHMKHOBEHUSA B OMEPALMOHHYIO Cpeay);
- OCYLLECTBNEHMS HECAHKLNOHMPOBAHHOIO AOCTYNa;
- NIMKBMAaUMW CNeaoB HeCaHKLMOHMPOBAHHOIO AOCTYyNa.

Ha atane cbopa vH(opmMalmMy HapyLnTenss MOryT MHTePecoBaTb pa3/inyHble CBeAeHUS
06 NCI14H, B TOM uncne:

a) 0 TOMOMOTWMK CETW, B KOTOPO (YHKLMOHMPYeT cucTema. [pyu 3TOM MOXeT
ncenenoBaTbest 06/1acTb BOKPYr CETU (Hampumep, HapyLiuTens MOryT WHTepecoBaTb apeca
[I0BEPEHHBIX, HO MeHee 3alliMLIEHHbIX XOCTOB). [Ns onpeaeneHns AOCTYMHOCTU XOCTa MOryT
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MCMo/b30BaTbCA MNPOCTEMLIMEe KOMaHAbl (Hanpumep, KomaHza ping gnsa nocbiikun ICMP-
sanpocos ECHOREQUEST ¢ oxwugaHuem Ha Hux ICMP-otBeToB ECHO_REPLY).
CyLecTBYOT YTUINTLI, OCYLLECTBAAIOLWME napannesibHoe OnpefeneHne AOCTYMHOCTU XOCTOB
(tTakne kak fping), KoTOpble CMOCOGHLI MNPOCKaHMPOBaTb 6OMbLUYID 061acTb aApPEecHOro
MPOCTpPaHCTBA Ha npeAMeT [OCTYMHOCTU XOCTOB 3a KOPOTKMIA MNPOMEXYTOK BPEMEHM.
Tononorna cetu 4acTo OMNpefenseTca Ha OCHOBaHWM '‘cyeTyumKa Y3noB" (AMCTaHUMWM MeXay
XocTamu). IMpy 3TOM MOTYT NPUMEHATLCS TakuMe MeToAbl, Kak "mogynsuum TTL" u 3anucu
MapLupyTa.

MeTtog "mogynaumm TTL" peannsoBaH nporpammoii traceroute (gnsd Windows NT -
tracert.exe) n 3akntoyaeTca B Moaynsumm nons TTL IP-nakeToB. [ns 3anucu mMaplupyTa MoryT
ncnonb3osatbcst ICMP-nakeTbl, co3faBaeMble KOMaHZOM ping.

C60p MH(opMaL MM MOXET ObITb TaKXXe OCHOBaH Ha 3anpocax:

- K DNS-cepBepy 0 CrmcKe 3aperncTpupoBaHHbIX (U, BEPOATHO, aKTUBHbIX) XOCTOB;
- K MapLupyTu3aTopy Ha ocHoBe NpoTokona RIP 06 u3BeCcTHbIX MapLipyTax (MH(opmauus
0 TOMOJIOrNY CeTn);
- K HeKOpPeKTHO CKOH(UIypupoBaHHbIM YCTPOMCTBAM, MOALEPXKMBAIOLWMM MPOTOKO/
SNMP (nHthopmaLmsa 0 TOMOMOTUN CETH).
Ecnm NCMAH HaxoanTcs 3a MeXceTeBbliM 3KpaHoM (M3), BO3MOXeH cbop MHdopmauuu
0 KOHdurypaumm M3 n o tononorun NCrAH 3a M3, B TOM 4mcie NyTem MOCbINIKW MakeToB Ha
BCe MOPTbI BCEX MPEeANo/araeMblX XOCTOB BHYTPEHHeN (3aLLuLLaeMoii) ceTu;

6) o Tune onepaynoHHoW cuctembl (OC) B WCMAH. Camblii M3BECTHbIA CMOCO6
onpegeneHns Tuna OC XocTa OCHOBaH Ha TOM, 4TO pas3fnMyHble Tunbl OC no-pasHomy
peann3ytloT Tpe6osaHus cTtaHaaptoB RFC Kk cteky TCP/IP. 3T0 NO3BOMSET HapyLUMTENto
yfaneHHo uaeHTuduumposatb Tun OC, ycTaHOBNeHHOW Ha xocte VICMOH nyTem MNOCbIIKK
cneymanbHbIM 06pa3oM CPOPMMPOBAHHBIX 3aNPOCOB N aHaM3a Nosy4YeHHbIX OTBETOB.

CylLecTBYIOT CneuuanbHble CPeAcTBa, peanvsylowine faHHble MeTofbl, B YaCTHOCTW,
Nmap un QueSO. MOXHO OTMETUTb TakXke Takoi MeTog onpegeneHns Tuna OC, Kak
MPOCTEMLLNIA 3aNpOC Ha YCTaHOB/IEHNE COeAMHEHMS MO NPOTOKONY yAaneHHOro goctyna telnet
(telnet-coegnHeHns), B pesynbTaTe KOTOPOro Mo "BHELIHEMY BuAY" OTBeTa MOXHO ONpeaenunTb
Tun OC xocTta. Hannuune onpefeneHHbIX CEPBMCOB TaKXe MOXET CAYXWUTb LOMOSMHUTENbHBLIM
npusHakom gns onpegeneHna tmna OC XocCTa,;
B) O (bYHKUMOHMPYIOLLMX Ha XOCTax cepsucax. OnpefeneHne CepBUCOB, MUCMOMHAEMbIX
Ha XOCTe, OCHOBAHO Ha MeTO[e BbISIBMIEHUA "OTKPbITbIX MOPTOB", Harpas/leHHOM Ha c6op
NMH(opMaumMmM 0 AOCTYMHOCTM XocTa. Hanpumep, ans onpegeneHus goctynHoctn UDP-nopta
Heo6X0AMMO MOJTYYUTb OTK/IMK B OTBET Ha NocblnKy UDP-nakeTa COOTBETCTBYHOLLEMY NOPTY:
- ecim B OTBET npuwno coobuweHne ICMP  PORT UNREACHEBLE, 710
COOTBETCTBYHOLLMIA CEPBUC HEAOCTYIEH;
- €eC/v JaHHoe coobLLeHne He NOCTYNuo, TO NOPT “OTKPLIT".
B0o3mMOXHbI BecbMa pa3HOO0OpasHble BapuauuMv  UCMOMb30BaHWA 3TOM0  MeToja B
3aBMCUMOCTU OT UCNONbL3YEMOro NPOTOKO/A B CTeKe NpoTokonos TCP/IP.
Ons asBTOMaTM3aumm cbopa wHgpopmaumm 06 WCIMOH pa3paboTaHO MHOXEeCTBO
nporpaMmmHbIX CpeAcTs. B KauecTse npvMepa MOXHO OTMETUTL CIeAYIOLWME U3 HUX:

1) Strobe, Portscanner - onTUMW3NPOBaHHbIE CPeLCTBa OMpefenieHns LOCTYMHbIX
cepBu1coB Ha ocHoBe onpoca TCP-nopTos;

2) Nmap - CpeicTBO CKaHMPOBAHWSA [OCTYMHbIX CEPBUCOB, NpeAHasHayeHHoe Ans
OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fBnsetcd cambiM NOMynfpHbIM B
HacTosLLee BPeMS CPejCTBOM CKaHMPOBAHWA CETEBbLIX CEPBUCOB;



40

3) Queso - BbICOKOTOYHOE CpeAcTBO onpeaeneHmss OC xocTa CETM Ha OCHOBE
MOCBINKM LiEN KOPPEKTHBIX Y HEKOPPEKTHbIX TCP-NakeToB, aHann3a OTKAMNKA 1 CPaBHEHUS ero
C MHOXECTBOM W3BECTHbIX OTKIMKOB pa3iuyHbix OC. [laHHOE CpPeAcTBO TaKKe SBSeTCS
MoNyNsiPHbIM Ha CEroAHsLLHNIA ieHb CPEACTBOM CKaHUPOBaHUS;

4) Cheops - ckaHep TOMO/IOTMX CETU MO3BONSET MONYYUTL TOMOJSIOTUIO CETH,
BKMHOYas KapTUHY fAoMeHa, obnactu IP-agpecoB un T.4. Mpu stom onpeaensietcs OC xocTa, a
TaK>Xe BO3MOXHbIe CeTeBble YCTPOMNCTBA (MPUHTEPbI, MapLUPYyTU3aTOPbI U T.4.);

5) Firewalk - ckaHep, Ucnonb3yoLLMiA MeToAbl MPOrpaMmbl traceroute B MHTepecax
aHanM3a OTKAMKA Ha IP-nakeTbl AN OnpefencHUst KOH(UIYpaLuum MEXCETEBOro aJKpaHa W
MOCTPOEHUS TOMOMOFN CETU.

Ha aTane BTOpXeHMS WCCMefyeTcsi HamuvMe TUMOBbIX YA3BMMOCTEA B CUCTEMHbIX
cepBucax WM OWMOOK B  aAMUHUCTPMPOBAHUM CUCTEMbI. YCMeWHbIM  pe3y/ibTaToM
MCNOMb30BaHWUSA  YA3BMMOCTEl OObIYHO ABNSETCA  MOMyYeHWe MNPOLECCOM  HapyLuuTens
NPUBUNETMPOBAHHOIO PeXuUma BbINONHEHMS  (JOCTyna K MPUBWUIETMPOBaHHOMY  PEXUMy
BbINO/IHEHMS KOMaHAHOro npoueccopa), BHECEHMe B CUCTEMY YYETHOW 3anmcu He3aKOHHOro
nonb3oBaTens, nonyyeHne aiina naponeii UM HapylleHue paboTOCNOCOOGHOCTU aTakyemoro
XOCTa.

STOT aTan pa3BuTUA Yrposbl, Kak Npasuso, aenseTca mHorogasHbiM. K ¢asam npouecca
peanu3aunmn yrposbl MOryT OTHOCUTLCA, Hanpumep:

YCTaHOB/IEHNe CBA3M C XOCTOM, OTHOCWUTENbHO KOTOPOro peanusyetcd Yrposa;
BblISIB/IEHNE YS3BMMOCTU; BHEAPEHWE BPeLOHOCHONM NporpaMmMbl B MHTEpecax pacluvpeHus npas
n ap.

Yrpo3bl, peannsyemble Ha 3Tane BTOPXEHWS, MOApasfenatTcds Nno YPOBHAM CTeka
npotokonos TCP/IP, NockosfbKy (POPMUPYIOTCA Ha CETEBOM, TPAHCMOPTHOM WM MPUKIaLHOM
YPOBHE B 3aBUCUMOCTU OT MUCMOJIb3YEMOI0 MexXaH3Ma BTOPXeHU.

K TMnoBbIM yrposam, peainsyembiM Ha CEeTEBOM M TPAHCMOPTHOM YPOBHAX, OTHOCATCH
TakKune Kak:

a) yrposa, Hanpas/ieHHas Ha NOAMeHY JOBEPEHHOr0 0ObEKTA;

0) yrposa, Harnpas/ieHHasa Ha CO3JaHne B CETU NOXHOro MapLupyTa;

B) Yrpo3bl, Harpas/ieHHble Ha CO3[aHe NIOXKHOI0 06bLEKTA C UCMO/b30BAaHNEM

HeL0CTaTKOB aNrOpMTMOB YAaieHHOro MoucKa,;

r) yrposbl Tuna "OTkaz B 06CNY>XMBaHMM", OCHOBaHHble Ha IP-fgedparmeHTaumm, Ha
(hopMmpoBaHMM HeKoppekTHbIX |ICMP-3anpocoB (Hanpumep, ataka "Ping of Death" u
"Smurf), Ha (opmnpoBaHNM HeKoppeKTHbIX TCP-3anpocos (aTaka “Land™), Ha co3gaHum
"LuTopma" NakeToB C 3anpocamu Ha coeamHeHue (atakn "SYN Flood") u ap.

K TuUMoBbIM Yyrposam, peain3yeMblM Ha MPUKNafHOM YpPOBHe, OTHOCATCA Yrposbl,
HanpaefeHHble Ha HECAHKLMOHMPOBAHHBIN 3amyCK MPUIOXEHWIA, YIpo3bl, peannsaumns KoTopbIx
CBfi3aHa C BHEAPEHMEM MPOrpaMMHbIX 3aKNafoK (Tuna "TPOSHCKWUI KOHb"), C BbISBIEHWEM
naposiei focTyna B CeTb WK K ONpesenieHHOMY XOCTY U T.4.

Ecnn peanusaums yrposbl He npuHecna HapywWTeN0 HauBbICWIMX Npas JOCTyna B
cucTeme, BO3MOXHbI MOMbITKA pacllMpeHns 3TUX npas [0 MakCUManibHO BO3MOXHOMO YPOBHS.
[ns 3TOro MOryT MCnonb30BaThCA YA3BUMOCTU He TOJ/IbKO CETEBbLIX CEPBUCOB, HO U YA3BMMOCTH
CUCTEMHOIO NporpammHoro obecrieyeHns xoctoB VCIaH.

Ha arane peanusauuv HeCaHKUMOHWPOBAHHOIO [OCTYMa OCYLLECTB/ISETCA COOCTBEHHO
LOCTVXKEeHWe Lenu peannsawmm yrposbi:

- HapyleHue KOH(UAEHUMNANTbHOCTY (konvipoBaHwe, HernpasomMepHoe
pacnpocTpaHeHme);
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- HapyLUeHue LeioCTHOCTU (YHUUTOXEHWE, N3MEHEHUE);
- HapyLueHune JoCTynHOCTU (6/I0KMPOBaHNE).

Ha aTom e 3Tane, nocne ykasaHHbIX [eWCTBWI, Kak npasuio, (HOpMUpYeTcs Tak
HasblBaeMblii "4epHbll BXOA" B BMAE OLHOrO W3 CEPBUCOB (AEMOHOB), 06CNY>KMBAOLLMX
HEKOTOPbIA MOPT M BbINOMAHAOWMUX KOMaHAbl HapywmTens. "UepHblid BXoA" oCTaBnseTcs B
CUCTEMe B MHTepecax obecrneyeHus:

- BO3MOXHOCTW MOAYyYUTb AOCTYN K XOCTY, Ad&XKe €eCiM afMUHUCTPATOP YCTPaHWuT

MCNOMb30BaHHYHO AN15 YCMELIHON peann3auuy yrposbl yA3BUMOCTb;

- BO3MOXXHOCTM NOMYYUTb JOCTYN K XOCTY KaK MOXHO 60/1ee CKPbITHO;
- BO3MOXHOCTW MNONYYUTb [OCTYN K XOCTYy ObICTPO (He MOBTOPAA 3aHOBO MpoLecc
peasniM3aLnn yrposbl).

"UepHblil BX0A" MO3BONSET HapYLUMTENHO BHEAPWUTb B CETb WM Ha OMpeAeneHHbI XocT
BPEOHOCHYO nporpammy, Hanpumep, “aHanmuzatop naponein” (password sniffer) - nporpammy,
BbIZENIAIOLLYHO NO/b30BaTENbCKME NAEHTUPUKATOPBI U Naposin 13 CeTeBOro Tpaguka npu paboTe
NpPOTOKOM0B BbICOKOro ypoBHs (ftp, telnet, rlogin u 1.4.). O6beKkTaMn BHeAPEHUS BPeAOHOCHbIX
nporpamm MOryT O6blTb NpPOrpaMMbl ayTEHTUMUKALMN N NAEHTU(DUKALUN, CETEBbIE CEPBUCHI,
SAPO OnepaLyoHHON CUCTEMSI, (haiinoBas cuctema, 6GUGINOTEKN 1 T.4,

HakoHeL,, Ha aTane NMKBMAALUN CNefoB peann3aummn yrposbl OCYLLECTBASETCS NOMbITKa
YHUUTOXEHWS CNefoB AeNCTBUI HapylumTens. Mpy aToM yaansatoTcs COOTBETCTBYHOLLME 3anncH
3 BCEX BO3MOXHbIX XXYPHa/I0B ayauTa, B TOM YKC/e 3anucy o (akte coopa nHhopmawmu.

5.5. O6LLan XxapaKTepucTuUKa yrpo3 nporpaMmMHoO-MaTeEMaTUUECKMNX BO3AENCTBUIA

MporpaMMHO-MaTemMaTMYecKkoe BO3AENCTBME - 3TO  BO3AENCTBME C  MOMOLLbHO
BPEAOHOCHbIX nporpamMM. [Mporpammoit ¢ MNOTeHUManbHO OMacHbIMW MOCAEACTBUAMU UK
BPEAOHOCHOM MpOrpaMmmoil HasblBatOT HEKOTOPYK CamMOCTOSTeNbHYK nporpammy (Habop
NHCTPYKUMIA), KOTOpasi CNOCO6Ha BbIMOMHATL N060e HenycToe MOAMHOXECTBO ChefytoLimx
(hyHKUWIA:

- CKpblBaTb NPW3HAKN CBOEr0 NPUCYTCTBMS B MPOrpaMMHOIA cpefle KOMMboTepa,;

- 06nagatb CMOCOBGHOCTbKD K caMO-Ay6nAMpoBaHWIO, acCOLMMPOBAHUIO Cebs € ApYrummu
nporpammamu v (Mnn) NepeHocy CBOMX (hparMeHTOB B MHble 06/1aCT ONepPaTUBHOM UK
BHELLUHE NaMaTu;

- paspywaTtb (MCKaKaTb NPOU3BO/IbHLIM 06pa3oM) KO/ Nporpamm B OMepaTMBHON NaMsTy;

- BbINOMHATb 0€3 WHMLUMMPOBAHMS CO CTOPOHbI NoMb3oBatens (M0Mb30BaTENbCKON
nporpamMmbl B LUTATHOM PEXWME €€ BbIMOMIHEHUS)  AECTPYKTUBHbIE  (PYHKLMK
(konunpoBaHue, YHNUTOXKEHWE, 6/I0KMPOBaHNE 1 T.M.);

- COXpaHsiTb (pparMeHTbl MH(OPMaLUM M3 OMepaTUBHON MaMSATU B HEKOTOPbIX 06/1acTAX
BHELLHEN namaTy NpsMoro Aoctyna (NoKaibHbIX UKW YAANEHHbIX);

- NCKaXKaTb NPOM3BOMIbHbIM 06pa3om, 610KMPOBaTb U (MAK) MOAMEHSTh BbIBOJMMbIV BO
BHELLHIOK NamATb WAM B KaHa/l CBA3W MaccuB MHGopmauuu, 06pa3oBaBLUMIACA B
pe3ynbTate paboTbl MNPUKAAAHLIX MNPOrpamMm, WA YXe HaxXOAsWMecs BO BHELLHEN
NamMsAT MaccuBbl JaHHbIX.

BpefoHOoCHbIe NporpaMMbl MOTyT GbiTb BHECEHbI (BHEAPEHbI) Kak NpeAHaMepeHHO, Tak 1
CnyyvaiiHo B MporpaMmHoe obecreyeHue, ncnonbayemoe B ICIMAH, B npouecce ero paspaboTku,
COMPOBOXAEHWS, MOAMMMKALMN U HAcTpoliku. Kpome 3TOro, BPeAOHOCHbIE MPOrpamMMbl MOTYT
OblTb BHECEHbl B mpouecce akcnnyataumu VICTI[H C BHELWHWX HOCWUTENe MH(opmaLmMmn um
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MnocpeacTBOM CETEBOr0 B3aMMOAencTBms Kak B pe3ynbtate HCJ, Tak ©  CAy4aitHo
noss3osarenamu NCMAH.

CoBpeMeHHbIE BPEAOHOCHbIE MPOrpamMmMbl OCHOBaHbl Ha WCMOMb30BaHWM YA3BMMOCTEN
pasIMYHOro pofa nporpaMMHOro obecriedeHns (CUCTEMHOro, o6Lwero, NPUKNagHOro) wu
pasHOO0bOpasHbIX CETEBbIX TEXHOMOrMA, 061adalT  LWIMPOKUM  CMEKTPOM  AECTPYKTUBHbIX
BO3MOXHOCTE  (OT HECaHKUWMOHWPOBaHHOIO uccnefosaHns napametpos  WCIMOH  6e3
BMeLlaTenscTBa B (DyHKUMoHMpoBaHme WCIIAH, A0 YHWYTOXeHuAa T1OH M nporpammHoro
o6ecnieyennss NCMAH) v MOryT [elCTBOBaTb BO BCEX BMAaxX MNpPOrpaMMHOro obecneyeHums
(cucteMHoOro, NpUKNagHoro, B Aparsepax annapaTHoOro o6ecnevyeHns n T.4.).

Hanuuve B NCMAH BpefoOHOCHLIX NPOrpaMmm MOXET Cnocob6CTBOBaTb BO3HUKHOBEHWIO
CKpPbITbIX, B TOM 4uUC/le HeTPaAWLMOHHbLIX KaHanoB [0CTyna K WMH(OpMaLmMK, MO3BONAOLMUX
BCKpbIBaTb, 06X0AWUTb UM GNOKMPOBATL 3alUTHbIE MeXaHWU3Mbl, NPeayCMOTPEHHbIE B CUCTEME,
B TOM YMC/Ie NaposIbHYIO Y KPUNTOrpagnyecKyto 3auTy.

OCHOBHbIMW BMAaMK BpeOHOCHbLIX NPOrpamMm ABNAKOTCA:

- nporpaMmHble 3aKnaiKu;

- Knaccumyeckue nporpaMMHble (KOMNbHOTEPHbIE) BUPYChI;

- BPEAOHOCHbIE MPOorpammbl, PacrnpoCcTpaHAoLLIMECS MO CETU (CeTEBble YepBU);

- [Opyrve BpefoHOCHbIe NMporpammel, NpegHasHayveHHble ang ocyuwecteneHma HCA.

K nporpaMMHbIM 3aKnagkam OTHOCATCA Mporpammbl, (PparMeHTbl KoAa, WHCTPYKLMU,
(hopMupyloliMe  He  [eKnapupoBaHHble  BO3MOXHOCTM  NPOrpamMHOro  06ecrneyeHus.
BpefoHOCHbIEe MporpaMmbl  MOTYT MEPexoAuTb W3 OAHOrO0 BWuAa B [APYroin, Hanpuwep,
nporpaMMHas 3aknajka MOXeT CreHepupoBaTb MPOrpaMMHbIA BUPYC, KOTOPbIA, B CBOKO
oyepefb, MNoras B YC/IOBUA CETU, MOXET CHOPMMPOBATb CETEBOrO 4YepBs WU ApYryto
BPeLOHOCHYH0 NporpaMMy, npefHasHayveHHyo ansa ocyuectsneHns HCL.

Knaccuimkayms nporpaMMHbIX BUPYCOB U CETEBBLIX YepBeil NpeacTaBieHa Ha PUCYHKe
14. KpaTkas xapakTepuCTUKa OCHOBHbIX BPELOHOCHbLIX MPOrpaMm CBOAMTCH K CrefytoLiemy.
3arpysouHble BUPYCbl 3anucbiBatOT cebs NM60 B 3arpy3ouHblii cekTop aucka (boot-cekTop),
NNG0O B CEKTOP, COAEPXaLLMA CUCTEMHbIA 3arpy3umk BuH4YecTepa (Master Boot Record), nn6o
MEHAIOT YKa3aTeNb Ha aKTMBHbIA boot-cekTop. OHM BHeAPAIOTCS B MamsaTb KOMMNbOTEPA MpW
3arpyske ¢ MH(MUMPOBAHHOIO AMCKa. Mpy 3TOM CUCTEMHbIV 3arpy3ynK CHUTLIBAET COAEPXMMOe
MepBOro CekTopa [AUCKa, C KOTOPOro MpOoM3BOAMTCA 3arpyska, MNOMeLaeT CUYMTaHHYH
MHOPMaLMIO B NaMATb U NepesaeT Ha Hee (T.e. Ha BUPYC) ynpasieHue. loc/e aToro HaunHarT
BbINO/MIHATLCA MHCTPYKUMU BUpYCa, KOTOPbIA, Kak MpaBW/io, YMeHblUaeT 06beM CBOGOLHOM
namsaTu, KONUpyeT B 0CBOOOAMBLLIEECA MECTO CBOM KOZ M CYUUTBLIBAET C fMCKA CBOE MPOAOIHKEHME
(ecnn OHO ecTb), NepexBaTbiBaeT HEOOXOAMMble BEKTOpa fpepbiBaHuiA (06bI4HO - INT 13H),
CUMTbIBAET B NaMsATb OPUTMHaNbHbIV boot-ceKTop 1 nepefaeT Ha HEro ynpasneHue.

B pganbHelilem 3arpy304Hblil BUPYC BeAeT cebs Tak XKe, KaK (haiiioBblil: nepexBaTbiBaeT
obpalyeHns OnepauMoHHON CUCTEMbI K AWCKAM W UHQUUMPYET WX, B 3aBUCUMOCTU OT
HEKOTOPbIX YC/I0BUIA COBEPLUAET AEeCTPYKTUBHbIE AENCTBUS, BbI3blBAET 3BYKOBble 3(DMEKTbI UK
BULELOIPPEKTDI.

OCHOBHbIMW ~ 1ECTPYKTUBHbLIMU ,ﬂ,eVICTBMFIMM, BbIMONMHAEMbIMKA  3TUMU  BUPYCaMW,
ABNAIOTCA:

- YHUYTOXeHWe MHOPMAL MU B CEKTOPAX AUCKET N BUHUECTEpPa,;

- UCK/IIOYEeHMEe BO3MOXHOCTY 3arpy3Ku onepauyuoHHon cnuctemsl (KoMnoioTep “3aBucaeT");
- MCKaXKeHVe Kopa 3arpy3unka,

- (bopmaTupoBaHue LUCKET UM NOTMYEeCKNX AUCKOB BUHYECTEPa;

- 3aKpbiTMe goctyna Kk COM- n LPT-noptam; 3aMeHa CUMBO/10B MPU NeyvaTu TeKCTOB;
- MNOAEeprmBaHuA 3KpaHa,;
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N3MEHeHNe METKU ANCKa W AUCKETLI;
co3faHue nceBao CO60HbIX KNacTepos;

CO3fjaHve 3BYKOBbIX W (MnM) BU3yaNbHbIX 3MMEKTOB (Hampumep, nageHve OYKB Ha

3KpaHe);

nopua (haiinoB faHHbIX; Nepesarpy3ka KOMMbIOTEPA;

BbIBOJ, Ha 3KpaH pa3HO06pa3HbIX COOBLLEHNIA;

OTKNHOYEHMe NepudepuniiHbIX yCTPOCTB (Hanpumep, KnaBuaTtypsbl);
M3MEHeHMe NaINTPbl IKPaHa;

3amno/IHeHVe 3KpaHa NOCTOPOHHMUMI CUMBOTAMU U M306PaXKEHNAMN;
noratleHne sKpaHa v NepeBoj, B PEXXM OXMAAHMA BBOAA C KNaBMaTypbl;
LN pOBaHME CEKTOPOB BUHYECTEpPa,;

Bbl60p0LIHOE YHUYTOXXEHNE CMMBOJ10B, BbIBOANMBIX Ha 3KpPaH Mnpu Ha6ope C KnaBnartypbl;

yMeHbLLEHVe 06beMa OnepaTBHON NaMsTy;
BbI30B MeyaTh COAEPXXMMOro 3KpaHa,;
6110K1POBAHME 3aMnCK Ha ANCK;

YHUUTOXeHWe Tabnuubl pasdueHnsa (Disk Partition Table), nocne atoro

MOXXHO 3arpy3uTb TO/MbKO C (hIOMNMNN-ANCKE;
6/10KMpPOBaHMe 3anycKa UCMoNHAEeMbIX (alinos;
610KMpOBaHMe JOCTYNa K BUHYECTEPY.

1Mo oco6emHocTAM-anroputma j
5x160TbI Mo AecTpyKTUBHbIM
“ » 3aBUCUMOCTH OT

1 v Nii 3aHnXaemMbim Mo McHOA3OI HKY

onepauunoHHbIM .
pay BO3MOXHOE: KM WNTuepHCT-TexHonoruii

cucu-mam

! CNOXHOCTU Kona

- |

®anonLu!

I Ko-r
U<nari*emme HepesngeHT =+
d*>n» - - MTMLBHPyCe
Pe3NACHT»**
Ma<k
= ®a>abl AecoH| «r» (comrant>on(,
. — - Joy» €5¢C*,
CB*>* vargsy Ce*e9i-c vet*>
C N*nee %e SepfC

» ",
oo @afr* t I I ]I “Fl] S
i Nonuoo.unu'pdume - [N IRC uepen
[len-yye<sl MS C'cuys» s BM % ( >
fex '

[ f ’ COtCtk>> ~m ;< tMATpey

Mokyme™s. MS ) Paiinel I

0*«

3nrpyToumbir

&oer
««TOP Jifick*

BAD V> *4 @l esE !

booT

«Cetcene nootcxas™.

M MyyHpytoaLLe BApycbl  t

- Cete*** «onxab

| 3>n&spoid(nets | T {pamovis reit-Wr.

KOMMNbIOTEp

1Jo cnocoby
KpOHUXNCbCMNKAT
cuctemy

PX*>0X »C.3Hcev<*
Mtrpc
ool

Yepes [pyeronc
i CbIrMKble HEC T

Preripx. Tp3haww« e :
_CeV.

J -=" " J1» nCIATswCVI C*7r

0 «OC"pSTUEHC*
<w>

——  Moroe6aneyoii ce’>s

PucyHok 14. «Knaccugpmkaums nporpaMmMHbIX BUPYCOB M CETEBbIX YePBEMN»

BONbLUMHCTBO 3arpy304HbIX BUPYCOB Nepe3anunchbiBatoT cebst Ha PAonmnm-AncKu.
®daiinoBble BMPYCbl NPY CBOEM Pa3MHOXEHWU TEM WM WHBIM CMOCOGOM UCMOMb3YHT

(haiifIoByt0 CMCTEMY KaKOM-NMGO OMepauyoHHOM cucTembl. Mo cnocoby 3apakeHus (haiinos
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BUPYCbl fenatca Ha 3amewjarowue (“overwriting'), napasmtudyeckue (“'parasitic™), KOMNaHbOH-
Bupycol (“"companion™), "link"-BupycCbl, BMPYCbI-YepBU W BUPYCbI, 3apaxaroline 06beKTHbIe
moaynu (OBJ), 6uonmotekn komnmnatopos (LIB) 1 ncxofHble TEKCTbI NPOrpamm.

MeTog 3apaxkeHus "overwriting" aBnseTca Hamb60/1ee NPOCTbIM: BUPYC 3anuCbiBaeT CBOM
KO, BMeCTO Koja 3apaXkaeMoro (paiina, YHUUTOXasa ero cofepxvmoe. ECTeCTBEHHO, 4TO npu
3TOM (palin nepecTaeT paboTaTb M He BOCCTaHaB/MBAeTCA. Takue BUPYCbl OYeHb ObICTPO
06Hapy>XMBatoT cebs, TaK KakK oOrepayuoHHas CucTeMa W MPUIOXeHWUs [OBONbHO ObICTPO
nepecTatoT paboTars.

K napasuTnyeckum OTHOCATCA BCe (DainfioBble BUPYChl, KOTOPble MpY PacnpocTpaHeHum
CBOMX KOMUIA 063aTeNbHO M3MEHSAIOT COAePXMMOoe (halinoB, OCTaBnss camu ainbl Npu 3TOM
MOJTHOCTBIO UM YaCTUYHO PaboTocrnocobHbIMW. OCHOBHBLIMY TUNAMW TakKMUX BUPYCOB ABNAKOTCA
BMPYCbl, 3anucblBalOLLMEC B Ha4yano, CepeauHy WM KoHel, ainoB. OTAenbHO crnepyet
OTMETUTb [OBONLHO He3HAYMTENIbHYIO FPynny MnapasuTUYECKUX BMPYCOB, HE UMERLUX "TOYKM
Bxoga" (EPO-Bupycbl - Entry Point Obscuring viruses). K HMM OTHOCATCA BMPYCbl, He
3anucbiBalolLMe KOMaHAy nepefjadn ynpasneHusi B 3aronoBok COM-thaitnos (JMP) un He
M3MEHAOLWME afpec TOYKM cTapTa B 3aronoBke EXE-thainnos. Takue BMpYCbl 3anucbiBatoT
KOMaHay nepexoja Ha CBOW KOA4 B Kakoe-1Mbo MEeCTO B CepefuHy (haitna u nony4aroT
yrnpaBsieHne He HeMoCpPeLCTBEHHO NPK 3amnycke 3apaXeHHOro haiina, a Npy BbI30BE NPOLESYpbI,
coepKalller KoA nepefaym yrnpasfieHUs Ha Teno supyca. Mpuyem BbINOMHATLCA 3Ta Npouesypa
MOXET KpaliHe pefKo (HarmpuMmep, Mpy BbIBOA4e COOOLLEHMA O KakKon-nnbo creumtmyeckoin
ownbke). B pesynbTate BUPYC MOXET AONrMe rofdbl “cnatb" BHYTpPW (haiina n NposiBUTbL cebs
TO/IbKO MPY HEKOTOPbIX OrPaHUYeHHbIX YCIOBUAX.

K kateropmm "KOMMaHbOH" OTHOCATCS BMPYCbl, HE M3MEHSOLLME 3apaKaemble (aiinbl.
Anroput™ paboTbl 3TUX BUPYCOB COCTOUT B TOM, YTO 15 3apaXkaeMoro (haina cosgaerca (aiin-
[BOMHWK, MpuyeM Npy 3anycke 3apaXeHHOro (aiina ynpaeneHue NoayvyaeT WMEHHO 3TOT
[BOVHUK, TO ecTb BMpyc. Hambonee pacnpocTpaHeHbl KOMMaHbOH-BUPYCbl, WCMOMb3yloLine
0c06eHHOCTb DOS nepBbIM BbIMONHATL (Dainbl ¢ pacwmpeHmem .COM, ecniv B OHOM KaTasore
MPUCYTCTBYIOT ABa (haiina c O4HUM 1 TEM XKe MMEHEM, HO Pa3/IMYHbIMU PaCLLUMPEHUAMUN UMEHN -
.COM n .EXE. Takue Bupycbl co3gatoT ana EXE-(aitnos gaiinbi-CnyTHUKW, UMEIOLLNE TO XKe
camoe ums, HO ¢ pacwupeHnem .COM, Hanpumep, ans aiina XCOPY.EXE co3paeTcsa chaiin
XCOPY.COM. Bupyc 3anucbiBaetcs B COM-haiin 1 HUKaK He nameHsieT EXE-caiin. Mpwu
3anycke Takoro (aina DOS nepBbiM 06HapY>XMT W BbinoNHMT COM-haiin, TO ecTb BUMpYC,
KOTOpbI 3aTeM 3anyctuT u EXE-thaitn. BTopyto rpynny cocTaBnstoT BMPYCbl, KOTOPbIE Npu
3apaXeHnn MepeMMeHOBbIBAlOT (aill B Kakoe-Mbo [Jpyroe uMms, 3anomMuHaloT ero (gns
nocnefytoLero 3anycka gainna-xo3damHa) W 3anucblBalOT CBOW KO Ha [AMCK MOJL WUMEHEM
3apakaemoro haitna. Hanpumep, aiin XCOPY.EXE nepenmeHoBbiBaeTcsi B XCOPY.EXD, a
BMpYC 3anucbiBaetcad nof mmeHem XCOPY.EXE. Tpu 3anycke ynpasfieHWe MOMyyaeT Kopg
BUpYCa, KOTOPbIA 3aTeM 3anyckaeT opurvHanbHbli XCOPY, XpaHAWwWiAca noL WMeHeM
XCOPY.EXD. WHTepeceH TOT (pakT, YTO fAaHHbIi MeTOZ paboTaeT, MO-BUAUMOMY, BO BCEX
OnepauynoHHbIX CUCTEMAX.

B TpeTbto rpynny BXOAAT Tak HasbiBaemble "Path-companion™ Bupycbl. OHM 16O
3anncbIBalOT CBOM KO MOJ MMeHeM 3apakaemoro (aina, HO "Bble" Ha OAWH YpPOBEHb B
nponuceiBaembix NyTax (DOS, Takum 06pa3oMm, MepBbiIM 0O6HAPYXWUT K 3anycTuT (aiinsmpyc),
Nn60 NepeHOCAT (halin-XepTBy Ha OAMH NOAKATaNor Bbille U T.A,

B03MOXXHO CYLLECTBOBaHME N APYrMX TUNOB KOMMaHbOH-BMPYCOB, UCMO/b3YHOLLNX UHbIE
OpWUTMHaNbHbIE UAEN UK 0COBEHHOCTU APYTMX ONepauyoHHbIX CUCTEM.

daiinosble 4epeu (Worms) SBAAIOTCA, B HEKOTOPOM CMbICME, PasHOBUAHOCTLIO
KOMMaHbOH-BMPYCOB, HO MpY 3TOM HUKOUM 06pa3oM He CBA3bIBAtOT CBOE MPUCYTCTBUE C KaKVM-
nn6o BbINOMHAEMbIM (haiifioM. [py PasMHOXEHWU OHW BCEro /MWL KOMUPYKOT CBOM KOA B
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Kakune-nn60 Kartasiorn AMCKOB B HafeX[e, UTO 3T HOBble KONuUM 6yayT Korga-nnbo 3anyLieHbl
nosib3oBaTenem. VIHorga a3t BMpYCbl AatOT CBOMM KOMWAM “cneuuanbHble™ MMeHa, 4ToObl
NMOATONKHYTb MOMb30BaTeNss Ha 3amyck cBoeil konmun - Hanpumep, INSTALL.EXE wnm
WINSTART.BAT. CylUecTBYIOT BMPYCbI-4epBW, UCMO/Mb3YOWMe [O0BO/IbHO HeobOblYHbIe
npuemMbl, Harnpumep, 3anucbiBatoLLmMe CBON Konuu B apxmebl (ARJ, ZIP n npoune). HekoTopble
BMPYCbI 3anMCbIBatOT KOMaHAy 3anycka 3apaXeHHOro aina 8 BAT-(aiinbl. He cnegyeT nyTathb
(haiinoBble BUPYCbIYEPBM C CETEBbIMM YepBAMUW. [lepBble MCMOMb3YIOT TOMLKO (PaiifioBble
(OYHKUUN  KakOWNMGO OMepauuMoHHON CUCTEMbI, BTOPble >E MpW CBOEM Pa3MHOXEHUU
MO/b3YHOTCA CETEBLIMU MPOTOKO/IAMM.

Link-BMpyCbl, KaKk WU KOMMaHbOH-BUPYCbl, HE W3MEHSAIT (JM3NYECKOro COAEPXMMOro
(haiinoB, 0fHAKO MpW 3amnycke 3apaxeHHoro gaina "sactapnsatoT" OC BbINOMHUTL CBOW KOA,
JTON uenu oOHW AOCTUralDT MOAM(MKaLME HEOOXOANMBIX NoNeli (hainioBoOn CUCTEMBI.

Bupycbl, 3apaxarolime 61MGANOTEKN KOMMUIATOPOB, OOBEKTHbIE MOLYM U UCXOAHbIE
TEKCTbl MporpaMM, AOCTaTOYHO 3K30TUYHbI M MPAKTUUYECKU He pacnpocTpaHeHbl. Bupychl,
3apaxatouime OBJ- n LIB-thaiinbl, 3an1cbiBatOT B HUX CBOI Kof B hopMaTe 06bEKTHOro Moayns
NN 6MBNMOTEKN. 3apakeHHbl hail, Takum 06pa3oM, He SBASETCS BbINOMHSEMbIM W He
crnocobeH Ha fJasbHelillee pacnpocTpaHeHWe BMpYyca B CBOEM TeKyLLeM COCTOSHUWU. HocuTenem
Xe "»uBoro" Bupyca ctaHoButcss COM- nnn EXE-taiin.

Monyums ynpaeneHue, hainnosblii BUPYC COBEPLUAET CreaytoLme obLmne aeicTBus:

- NpoBepsieT OrnepaTMBHYK NamATb Ha Haiuume CBOEW KOMuu U UHOUUUPYET NaMsAThb
KOMMblOTEpa, ecnM Konus Bupyca He HaigeHa (B Cnydvae, ecav BUPYC SABASAETCH
PE3NIEHTHbIM), WILET He3apaKeHHble (alinbl B TeKyLlleM W (MNM) KOPHEBOM Katasore
MyTeM CKaHVMPOBaHWA [epeBa KaTa/loroB JIOTMYECKMX [MCKOB, a 3aTeM 3apakaeT
06Hapy>XeHHble (halinbl;

- BbIMOJIHAET [OMOSIHUTENbHbIE (ECIM OHW €CTb) (DYHKLUMWU: AeCTPYKTVBHbIE [ENCTBMS,
rpauyeckvie Uy 3ByKOBble 3PPEKTbI 1 T.4. (AONOMHUTENbHbIE (PYHKLMN PE3UAEHTHOrO
BMPYCa MOTYT BbI3bIBATHCA CMYCTA HEKOTOPOE BPeMSA NOC/e aKTUBU3aLMK B 3aBUCUMOCTH
OT TEKYLLEro BpPeMeHW, KOHQUrypaumum CUCTeMbl, BHYTPEHHUX CYETYMKOB Bupyca Wn
APYrUX YCNOBWIA, B 3TOM Cnyvae BMPYC MpW aKTMBM3auUuMWM 06pabaTbiBaeT COCTOSHUE
CMCTEMHbIX 4acoB, YCTaHaB/UBAET CBOU CUETUNKUN U T.4.);

- BO3BpallaeT ynpasfieHWe OCHOBHOM nporpamMme (ecim OHa ecTb). [lapasuTuueckue
BUPYCbl NpU 3TOM /IM60 neyat (a1, BbINOMHAOT ero, a 3aTeM CHOBa 3apaxatoT, nbo
BOCCTaHaB/MMBAOT nporpammy (HO He aiin) B WCXOAHOM Buge (Hanpumep, Y
COMnporpamMmmMbl BOCCTaHaB/IMBAETCA HECKONIbKO MepBbix 6aliT, y EXE-nporpammbl
BbIYNCNAETCA UCTUHHBIA CTapTOBbIA ajpec, Yy ApaviBepa BOCCTAHAB/IMBAKTCA 3HAYeHWUS
aflpecoB NporpaMm CTpaTteruv v npepbiBaHns).

Heo6xo4MMO OTMETWUTb, YTO 4Yem ObICTpee PacrnpocTpaHAeTCA BUPYC, TEM BEPOATHee
BO3HWKHOBEHMWE 3NUAEMWM 3TOr0 BUPYyca, 4YeM MejJSIeHHee pacrnpocTpaHseTcs BupYyC, TeM
C/OXKHee ero 06Hapy>uTb (eCiM, KOHEeYHO >Ke, 3TOT BUPYC HEeu3BecTeH). Hepe3ngeHTHble
BUPYCbl YacTO ABNAKOTCA “"MeL/IEHHbIMK" - GOMbLUMHCTBO M3 HUX MPWU 3arnycke 3apakaeT OAWH
Wav [Ba-Tpu (haiina M He ycresaeT 3amnofIOHUTb KOMMbIOTEP O 3anycka aHTUBMPYCHOM
nporpaMmbl (MM MOSBNEHUS HOBOM BEPCMU aHTMBMPYCA, HACTPOEHHOW Ha AaHHbIA BUPYC).
CyLLeCTBYIOT, KOHEYHO Xe, Hepe3naeHTHble "6bICTpble" BMPYCbI, KOTOPbIe NPKU 3anyCKe ULyT 1
3apaxkaloT BCe BbIMOMHsAEMble (haiibl, OAHAKO TaKWe BMPYCbl OYeHb 3aMeTHbI: MpW 3amnycke
KaXXA0ro 3apaXeHHoOro (arina KOMNbHTep HEKOTOpoe (MHOrAa A0CTaTOYHO [O0/roe) Bpems
aKTMBHO paboTaeT C BWMHYECTEpOM, 4YTO JAemackupyeT Bupyc. CKOpPOCTb pacrnpocTpaHeHus
(MH(UUMPOBAHUA) Y PE3UAEHTHLIX BUPYCOB OObIYHO BbILE, YEM Y HEPE3ULEHTHbIX - OHM
3apaxaroT (haiisibl Npu Kakux-nnbo obpalleHnsx K HUM. B pesy/bTaTe Ha [UCKe OKa3blBatoTCA
3apakeHHbIMW BCe WM MOYTU BCe (hainibl, KOTOpble MOCTOSAHHO WCMOMb3YHOTCA B paboTe.
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CKkopoCTb  pacrnpocTpaHeHus  (MHPUUMPOBAHWS)  Pe3UAEHTHbIX  (halifoBbIX  BUPYCOB,
3apaxarolmx haiinbl TOMIbKO NPU MX 3anyCKe Ha BbIMONHEHWe, OyeT HUXKE, YeM y BMPYCOB,
3apaxaroLmx gannbl 1 NpuU MX OTKPbITUKN, NMEPEUMEHOBAHWUW, U3MEHEHUM aTpubyToB (ainia v
T.0.

Takum 06pa3oM, OCHOBHbIE [eCTPYKTWBHblE [elCTBUSA, BbIMONHAEMblE (anNoBbIMU
BMpyCcaMu, CBsA3aHbl C MOpaXeHWeM (ainnoB (Yalle WCMOMHAEMbIX WM (DanNoB AaHHbIX),
HECaHKLUMWOHNPOBaHHLIM  3aMyCKOM  pas/iMyHbIX  KOMaH4 (B TOM  4uC/e,  KOMaH[,
(hopmMaTUpOBaHWs, YHWUUTOXEHUS, KOMWPOBAaHMA W T.M.), U3MeHeHVWeM Tabnuubl BEKTOPOB
npepbiBaHWiA 1 Ap. BmecTe € TeM, MOryT BbIMOMHATECA M MHOTME LeCTPYKTUBHbIE AENCTBUS,
CXOAHbIE C TEMU, KOTOPbIe YKa3blBaIUCh [/11 3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) ABNAKOTCA NpPoOrpaMMamy Ha A3bikax (MakKpos3blKax),
BCTPOEHHbIX B HEKOTOPblE CUCTEMbl 06PabOTKM AaHHbIX (TEKCTOBble PeAaKTOpPbl, 3/1EKTPOHHbIE
Tabnmubl M T.4.). N9 CBOEro pasMHOXEHWs Takue BUPYCbl WCMOMb3YHOT BO3MOXHOCTM
MaKpOSA3bIKOB M NPY MX NMOMOLLM NepeHOCAT cebs 13 04HOro 3apaxKeHHOro aina (LOKyMeHTa
unn Tabnuubl) B Apyrue. Hanbonbluee pacrnpocTpaHeHWe Nonyynnym MakpoBMPYCbl ANA naketa
NPUKNaAHbLIX NporpaMm

Microsoft Office.

[ns cywecTBoBaHUA BUPYCOB B KOHKPETHOW cucTeMe (pefakTtope) HeoOX0AMMO Hanuumne
BCTPOEHHOr0 B CUCTEMY MaKpOA3blKa C BO3MOXXHOCTAMMU:

1) NPUBS3KM MPOrpamMmMbl Ha MaKpos3blke K KOHKPETHOMY chaiiny;
2) KOMMpOoBaHMs MMKPOMNPOrpaMM 13 0A4HOro taiina B Apyrou;

3) MoMy4YeHUs YNpaBneHNs MUKPOMPOrpaMMoii 6e3 BMeLlaTeIbCTBa MO/b30BaTeNs
(aBTOMATUYECKME UMM CTaHAAPTHbIE MAKPOChI).

[aHHbIM yCNnoBuAM YA0BNETBOPAIOT NpuknagHele nporpammel Microsoft Word, Excel n
Microsoft Access. OHu cofepxaTr B cebe Makpossbiku: Word Basic, Visual Basic for
Applications. Mpwn aTom:

1) MaKponporpammMbl MpYBs3aHbl K KOHKPETHOMY (halinly WM Haxogatca BHYTpU
(haiina;

2) MaKpos3bIK N03BONAET KONMPOBaThb (haiinbl UK nepemeLLiaTb MUKPONPOrpaMMbl B
cnyXe6Hble (haiinibl CUCTEMbI U peakTMpyeMble (aisbl;

3) npu pabote ¢ thaiinom npu onpeaeneHHbIX ycnosusx (OTKPbITUE, 3aKpbITUE N T.4.)
BbI3bIBAKOTCA MUKpPONpPOrpamMMbl (eC/M TakoBble €CTb), KOTOpble OnpefesneHbl CneyuaibHbIM
06pa3om 1AM UMeLOT CTaHAaPTHbIE MMEHa.

[aHHas 0COOEHHOCTb MaKpOA3bIKOB MpeAHasHayeHa And aBToOMaTU4ecKol 06paboTKu
[aHHbIX B 6ONbLINX OpraHn3auusx Wi B rnobanbHbIX CETAX M MO3BOJMISET OpraHM3oBaTb Tak
Ha3bIBaeMbIi "aBTOMATU3MPOBaHHbIA [AO0KYMEHTO060pOT". C Apyroii CTOPOHbI, BO3MOXXHOCTM
MaKpOA3bIKOB TaKMX CUCTEM NO3BONAIOT BUPYCY NEPEHOCUTL CBOW KOZ, B ApYyrue ainbl 1 Takum
06pa3om 3apaxatb UX.

BOMbLWMHCTBO MaKpOBMPYCOB aKTWBHbI He TONbKO B MOMEHT OTKPbITUA (3aKpbITWA)
(haiina, HO O Tex Mop, MOKa aKTMBEH caM pegakTop. OHM cofepXkaT BCe CBOWM (PYHKLMMW B Buie
cTaHgapTHbIX mMakpocos Word/Excel/Office. CyuiecTBytoT, 0A4HaKO, BMPYCbl, WUCMOMb3YyHOLLME
NMpUemMbl CKPbITUA CBOEr0 KOLAa W XpaHslive CBOW KO B BWUAE He MakpoCcOB. VI3BECTHO Tpu
Mof06HbIX Mpriema, BCe OHW MCMO/b3YHOT BO3MOXHOCTb MakpOCOB CO3/aBaTb, PeAaKTMpoBaTh U
NCNONHATL Apyrve Makpocbl. Kak npasuio, nofobHble BUPYCbl UMetOT Hebonblion (MHorpa -
MONUMOP(HBIA)  Makpoc3arpy3umk BUpyCa, KOTOPbIA BbI3blBaeT BCTPOEHHbIV  pejakTop
MaKpOCOB, CO3JaeT HOBbIA MakpoC, 3amno/iHSeT ero OCHOBHbIM KOAOM BMWpYCa, BbINOHSAET U
3aTeM, KakK npaBusio, YHUUTOXaeT (4TO6bl CKpbITh Crefbl NPpUCyTCTBUSA BUpYca). OCHOBHOM KOA,
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Takux BMPYCOB MPUCYTCTBYET 160 B CAMOM MaKpoce Bupyca B BUe TEKCTOBbIX CTPOK (MHOrza
- 3alUM(POBaHHBIX), MO0 XPaHUTCA B 06/1aCTU NEePEMEHHbIX JOKYMEHTa.

K ceTeBbIM OTHOCATCA BWPYCbl, KOTOPble AN CBOEro PacrnpocTpaHeHWs axKTUBHO
MCNOMb3YOT MNPOTOKO/bI M BO3MOXHOCTW JIOKa/IbHbIX W 1N106aNbHbIX CeTeld. OCHOBHbIM
MPUHLUMNOM paboTbl CETEBOrO BUpPYCa ABNAETCH BO3MOXHOCTb CaMOCTOSATENIbHO MnepefaTb CBOM
KOJ, Ha yaneHHbI cepep uUam pabouyto CTaHumo. "lMoMHOLEHHbIE" ceTeBble BUPYChI NPX 3TOM
06nafaloT ele ¥ BO3MOXHOCTbIO 3aMyCTUTb Ha BbIMO/NHEHWE CBOW KOA4 Ha YAaneHHOM
KOMMbIOTEPE MAW, MO KpailHel mepe, "MOATONKHYTL" MONb30BaTeNs K 3anyCKy 3apaXeHHOro
(harina.

BpefoHOCHbIMY MporpamMamu, obecneunsaroLmMm ocyliectsnedne HCA, MoryT 6bITb:

- nporpammsbl Nog6opa v BCKPbITUSA Naponei;
- MNporpaMmbl, peannsytoLlme yrpossl,
- nporpammsbl, AeMOHCTPUPYIOLLMe WCMO/b30BaHMe He [eKNapMpoBaHHbIX
BO3MOXHOCTEN MPOrpaMMHOro 1 NporpamMMHo-annapaTtHoro obecneveHns NCMAH;
- MporpaMmbl-reHepaTopbl KOMMbIOTEPHbIX BUPYCOB,;
- MporpaMmbl, AEMOHCTPUPYHOLLME YA3BUMOCTY CPEACTB 3alnTbl MH(opMaLmMm n ap.
B CcBA3M C YCNOXHEHMEM M BO3pacTaHWEM pasHO06pasvsi NPorpammHOro obecneyveHus
UYUCNO BPELOHOCHbLIX MporpaMMm ObICTPO Bo3pacTaeT. CerofHA W3BeCTHO 6onee 120 ThicAy
CUTHATYp KOMMbIOTEPHbLIX BUPYCOB. BMmecTe c Tem, Aafieko He BCe W3 HUX MNPEeACTaBnsoT
peasibHyt0 yrposy. Bo MHOrmMx cay4vasx YCTpaHeHWe YA3BMMOCTE B CUCTEMHOM WM
NPUKNagHOM NpPorpamMmHoOM obecrneveHun npuBeno K TOMY, YTO psfd BPeAOHOCHbLIX MporpaMm
Y)Ke He CnocobeH BHeApUTbCA B HMX. YacTo OCHOBHYHD OMacHOCTb MPeACTaB/AT HOBble
BPeLOHOCHbIE NPOrpaMmbl.

5.6. O6Lan xapaKTepucTUKa HETPAAULMOHHBLIX MH(DOPMALMOHHbIX KaHa/10B

HeTpaguuUMOHHBIA  UH(MOPMALMOHHLIA  KaHan - 3TO KaHa/l CKPbITHOW nepegayu
MH(pOopMaUMM € UCMONb30BaHWEM  TPAAMUMOHHBIX  KaHanoB  CBA3M W CheumasbHbIX
npeo6pa3oBaHunii NepefaBaeMoil MHHOPMALLIMK, He OTHOCALLUXCA K KPUMTOrpauyeckmm.

[ns  (opMmMpoBaHMA HETPAAULMOHHBIX KaHaloB MOFyT WCMNOMb30BaTbCA METOAb:
KOMMbIOTEPHON CTeraHorpauu; OCHOBaHHble Ha MaHWUNYNALMU Pas3INyHbIX XapakTepucTuk
NCIMAOH, KoTopble MOXHO MOoay4YaTb CaHKLMOHWMPOBAHO (Hanpumep, BpemMeHU 06paboTKu
pas3/IMyHbIX 3anpocoB, 00LEMOB [OCTYNHOA nNamMATX WAW  JOCTYMHbIX 418 YTEHUS
NAEHTUMUKATOPOB (halifioB UM NPOLLECCOB U T.N.).

MeTo/bl KOMMNbIOTEPHON cTeraHorpauu npefHasHayeHbl 419 CKpbITUSA (hakTa nepesaym
coobLleHns MyTemM BCTpaMBaHWA CKpPbIBAEMOW WH(MOPMauuy BO BHeLLHe 6e300MAHbIE [aHHbIe
(TekcToBbIe, rpatuyeckvie, ayamo- unv Buaeotaiinbl) 1 BKIOYAIOT B ce6s ABe rpynnbl METOLOB,
OCHOBaHHbIX: Ha UCMNONb30BaHNW CMeLanbHbIX CBOWCTB KOMMbIOTEPHLIX (POPMATOB XpaHeHUs U
nepefayv AaHHbIX; Ha WM30bITOYHOCTU ayfmo-, BU3yaslbHOW WM TEKCTOBOM WHopmauuu ¢
Mo3nLMN NCUXO(U3NONOTMYECKNX OCOBEHHOCTEN BOCMPUATUA YeNoBeKa.

Knaccupukaumsa MeTofoB KOMMbIOTEPHOW CTeraHorpaduu npvsefeHa Ha pucyHke 15.
X cpaBHUTENbHAA XapakTepucTuka npueefeHa B Tabnuue 4.

Haunbonbluee pa3BuTie U NMPUMEHEHWE B HACTOsLLEe BPeMsi HaXOAAT METOAbl COKPbITUS
MHGopmauum B rpauyecknx CTerokoHTeliHepaxX. TO 06YCNOBNEHO CPABHUTENbHO BGOMbLUNM
06bEMOM MHMOPMALIMA, KOTOPbIA MOXHO pPa3mMecTUTb B TaKMX KOHTEeiHepax 6e3 3aMeTHOro
NCKaXXEHUS UN300paXeHWs, HaaMyvMeM anpuvopHbIX CBEAEHWIn O pasmepax KOHTeliHepa,
CYLLECTBOBAHNEM B GO/MbLUNHCTBE peasibHbIX M300PaKEHNIA TEKCTYPHbIX 06M1acTel, UMEHLLIUX
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LUYMOBYK)  CTPYKTYpY M XOPOLIO  MOAXOAAWMX  AN8  BCTpaMBaHMs  MH opMaLumu,
NpopaboTaHHOCTbID METOO0B LM(POBOA 0O6PabOTKM M306paXeHUA M LUGPOBbIX Hop MaTOB
npeacTaBneHns n306paxeHnii. B HacTosLLee BPeMS CYLLECTBYET LieNbli psj Kak KOMMEPYECKHX,
TaKk M 6ecnnatHbIX MNPOrpPaMMHbIX MPOAYKTOB, [AOCTYMHbIX 0O6bIYHOMY MO0/IL30BATEN!O,
peann3yroLmMX W3BECTHble CTeraHorpaguyeckme MeTodbl COKpPbITUA MHopMauuun. Mpyu 3TOM
MPEMMYLLECTBEHHO MCNO/b3YHOTCSA rpatnyeckre N aynuo-KOHTeHepbl.

PucyHok 15. «Knaccugmkauyms MeTofoB cTeraHorpajuyeckoro npeobpasoBaHus
nHgopmauum (Crn)»

Tabnuua 4
CpaBHUTeNbHAsA XapaKTepucTMKa cTeraHorpagmyecKMx MeTogoB NpeoopasoBaHms
nHgopmaLmmn
CreraHorpaduyeckuii KpaTkasa xapakrepucruka HenocTaTkm MpenmywecTea

MeToA mMeToaa

MeToabl COKPbITUA UH(pOPMALUN B ayan0 KOHTelHepax

MeTog COkpbiTvss B OCHOBaH Ha 3amucy COOOLLEHWS  HeBbicokas CKPbITHOCTb  [IOCTAaTOYHO
HaMMEHbLLINX B HauMeHblUMe 3Haualye GWUTbl  nmepegaum COOGLLEHNs.  BbICOKAs EMKOCTb
3HavaLLmx butax NCXOOHOTO CurHasia. B KayecTBe Huskas — ycToiiumBocTb K KOHTeViHepa (4o

KOHTeliHepa MCMO/b3yeTcs, KaK UCKKeHUAM. McrionbayeTcs  29%0)
MPaBuio,  HeCKaTbli  ayAMo TOMbKO /A1 OMpefeneHHbIX
curHan (hopmatoB ayauodaiinos



MeTog CcOKpbITUA Ha
OCHOBe pacrpefeneHus

Mo CreKTpy

Metog, COKpPbITUA  Ha

OCHOBE
MCNo/b30BaHUA
IXOCUIHa1a

MeTog  coKpbITYS
(hase curHana

MeTof, COKpbITWS Ha

OCHOBe Mpobesos

B

MeTog COKpbITUA Ha

OCHOBe
CUHTaKCNYECKUX

0C06EHHOCTel TeKCTa

MeTof, COKpbITMS  Ha

OCHOBE CMHOHMMOB
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OcHoBaH Ha
MCeBAOCYHaNHOro
ABMAOLLIErocs
BHEJPSEMOrO  COOOLLEHMs,  ©
MOAMELUMBAHWAM  MOMYYeHHOro
lyMa K OCHOBHOMY CWTHamy-
KOHTeHepy B KauecTBe
afUTVBHOM COCTaBNSOLLIENA.
KopayupoBaHue MOTOKOB
MH(OPMaLMM  NyTeM  pacCesiHus
KOAMPOBaHHbIX  [aHHbIX MO
CMEKTPY YacToT

OCHOBaH Ha MCMO/Mb30BaHWK B
KauecTBe LLIlyMa-noAo6Horo
CUrHana Camoro aygmo-CurHana,
33[ePKaHHOr0  Ha  pasfMuHble
nepuogpl BpEMEHU B
3aBMCVMOCTV  OT  BHEApPSIEMOro

reHepaLum
LLyMa,
thyHKUMel

co00LLEHNS ("'003BOHOYHOrO
axa")

OcHoBaH Ha (hakTe
HeYyBCTBUTENbHOCTY yxa
yenoBeka K abconoTHOMY
3HauYeHMo  asbl  rapMOHUK.

Ayavno-curHan  pasbusaeTcs  Ha
MOC/ei0BaTeNIbHOCTL  CErMeHTOB,
COOOLLEHME BCTPaMBaeTCA MyTem
MoautMKauMM  pasbl  MepBoro
CerMeHTa

Hwzkwi KO3(homLmeHT
NCMO/b30BaHNS  KOHTE/Hepa.
3HauuTeNbHbIe

BblYMCINTENBbHbIE 3aTPaThI

Hwzkwid Koa(hepULmeHT
1CNOMb30BaHNA  KOHTeliHepa.
3HauuTeNbHbIe

BbIYMCNNTENbHbIE 3aTPaThI

Marbiii KO3hhrLMEeHT
UCMO/b30BaHUS KOHTEMHepa

MeToAbl COKPbITUSA MH(pOPMALUN B TEKCTOBbLIX KOHTEHepax

OcHoBaH Ha BCTaBke npo6en0|3 B
KOHLe CTpPO4eK, Mocne 3HaKoB
NpenHaHnd, Mexxay  CnoBamMn
MNpn BbipaBHMBaHNN A/IHbI CTPOK

OcHoBaH Ha TOM, 4TO npaBwia
MyHKTYyaLmm [lonyckatoT
HEoHO3HaYHOCTU npu
paccTaHOBKe 3HaKOB MpenuHaHus

OcHoBaH Ha BCTaBKe
vHopMaLWM B TEKCT  Mpu
MOMOLLY YepeaoBaHust CrioB 13
KaKoi-nm6o rpynmbl CUHOHMOB

MeTogbl  YyBCTBUTENbHBI K
MnepeHocy TekcTa M3 OfHOTO
hopmarta B Apyroi. BoamoxHa

noteps COOBLLEHYS.
HeBbICOKas CKPbITHOCTb

OueHb HM3Kass  NPOMyCKHas
CMOCOBHOCTb. CnoxHocTb

[ETEKTVPOBAHMNS COOBLLIEHNS

CnoXkeH MPUMEHUTENBHO K
PYCCKOMY 53blKy B CBSi3/l C

60/1bLLIM pasHoobpasvem
OTTEHKOB B pasHbIX
CUHOHMMAX

CpasHuTENBHO
BbICOKas
CKPbITHOCTb
CO06LLIEHA

CpaBHuWTE/NEHO
BbICOKas
CKPbITHOCTbL
COO06LLEHS

O6nagaet
3HaumMTeNbHO
6onee  BbICOKOWA
CKPbITHOCTLIO,
yem MeTOfb!
COKpbITUA B H3B

JocTarouHo
60/bLLAs
nponycKHas
CMOCOBHOCTb

CyLuectyet
noTeHUpabHas

BO3MOYXHOCTb
nofobparb  TakoW
MEeTOf, npu
KOTOpPOM
noTpedytoTcs
BECbMa  C/IOXKHble
npoueaypbl  Ans
pacKpbITHst
COO0GLLEHMA

OpvH 7]
Hamboree
MepCneKTVBHbIX
METOZ0B,
CpaBHUTE/bHO
BbICOKas
CKPbITHOCTb
C000LLEHUS



MeTog COKpbITMA  Ha
OCHOBE MCMO/Mb30BaAHUS
OLLIMOOK

MeTog, COKpbITVS  Ha
OCHoBe reHepaLim
KBa3WTeKCTa

MeTo COKpbITUSt  Ha
OCHOBE MCMO/b30BaHUs
0COBEHHOCTEN LpndiTa

MeToa, COKpbITUS  Ha
OCHOBE CMO/b30BaHNS!
Kofia [JOKyMeHTa U
(haiina

MeTog COKpbITUA Ha
OCHOBE UCrO/Ib30BaHNA
XaproHa

MeTog COKpbITMA  Ha
OCHOBE WCMO/Ib30BaHSA
yepenoBaHUs  LJIUHbI
Ccnos

MeTog, COKpbITUA  Ha
OCHOBE MCIO/1b30BaHUSA
rnepBbIX 6YKB

MeToabl COKPbITUS MHpOPMaLUN B

MeTog COKpbITMA B
HaVMeHbLLINX
3HauaLmx brTax

MeTog COKpbITMS  Ha
OCHOBE  MOAMUKaLMM
MHAEKCHOTO  hopmaTa
NpeACTaBeHus
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OcHoBaH Ha MacKMpOBKe
MH(OPMALIMOHHBIX ~ GUTOB  MOA
eCTECTBEHHbIE OLLIMOKM, OrneyvaTku,
HapyLLeHNs MpaBW/  HamucaHWs
COYETaHMIA FNACHBIX W COrMacHbIX,
3amMeHe KMpUALGI Ha
aHa/IorMYHbIe MO BHELUHEMY BuLy
NaTnHcKve 6ykBbl 1 ap.

OcHosaH Ha reHepauuy
TEKCTOBOr0O KOHTElHepa c
1Cnonb30BaHeM Habopa npasuwn

MOCTPOEHUS MPEL/IOKEHNIA.
Wcnonb3yetcs CUMMETPUYHaS
KpunTorpagms

OcHOBaH Ha BCTaBKe MHGopMaLmm
3a CYET M3MeHeHWs TUna Lwpmdta
N pasvepa OykB, a TaKkKe Ha

BO3MOXXHOCTU BCTpavBaHus
MHopmauum B GnMOKM €
HEWM3BECTHbIMM  Ana  Gpaysepa
naeHTUMKaTopamm

OcHoBaH Ha pasmeLLeHnn
MH(hopMaLIm B
3ape3epBrPOBaHHbIX 7
HEMCnosb3yeMbIX nonsx

HGDEMEHHOVI [/INHbI

OCHOBaH Ha M3MEHEHWWN 3HAYEHNI
cnos

OcHoBaH Ha reHepauun TekcTa -
KOHTeliHepa C  (POPMMPOBaHMEM
C/OB  OMpefeneHHo AMHbI Mo

M3BECTHOMY npasuny
KOAMPOBaHUs
OcHoBaH Ha BHeApeHum

COOGLLEHVS B MEPBbIe GYKBbI C/IOB
TEKCTa ¢ NofGopoM CioB

OCHOBaH Ha 3anmmucyt CoobLLIEHNS B
HaMMeHblUME — 3Havale  OUTHI
NCXO[HOr0 1306paXKeHNs

OcHoBaH Ha peaykumn (3aMeHe)
LiBETOBOM nasnTpbl 7
ynopsfouMBaHM -~ LUBETOB B
MUKCENSX C COCEAHUMY HOMepamm

HeBbicokast MPOMyCKHast
CMOCOBHOCTb. BbICTpO
BCKPbIBAETCH npu

CTaTUCTUYECKOM aHa/I13€E.

HeBbIcokas
CMOCOBHOCTb.
BecCcMbICIEHHOCTb CO3[aHHOT0
TeKcTa

MpOrycKHast

Nerko  BbISBASETCA  MpM
npeobpasoBaHM  Maclutaba
JOKYMEHTa, npu

CTaTUCTUYECKOM CTeroaHamse

Hu3kas  CKPbITHOCTb
13BECTHOM (hopmaTe haiina

npu

Huskan MpOonycKHas
CMOCOBHOCTb. Y3Kko
Ccreuvan3mMpoBaH. Huskas
CKPbITHOCTb

CnoxHocTb  hopMmpoBaHKS

KOHTelHepa 1 CoobLLEHUS

CnoXHOCTb COCTaB/EHNS
COOGLLIEHYS. Huzkas
CKPbITHOCTb COOBLLEHNS

rpauyecknx KoHTeliHepax

Hesbicokas CKPbITHOCTb
nepegayn coobLLeHms. Huskas
YCTONUMBOCTb K UCKAXKEHWSIM

MpumveHseTca
MPEVMYLLIECTBEHHO K CXKaTbiM
n3obpakeHnaM.  HeBbicokas
CKPbITHOCTb nepesayu
COO06LLEHNA

Becbma npoct B
MPUMEHEHNN.
Bbicokas
CKPbITHOCTb
aHanmze
Ye/IOBEKOM

npu

CKpbITHOCTb
onpegensercs
MeTofamMm
LMpoBaHUS 1,
KaK npaswo,
BECbMa BbICOKa

Bbicokuii
KoahhnumeHT
1CMO/b30BaHMA
KOHTeliHepa

Mpoct B
MpUMEHEHNN

Mpoct B
MPUMEHEHNN

JocTtaTtouHo
BbICOKas
CKPbITHOCTb
aHam3e
4e/I0BEKOM

[Jaet  6onbLuytO
cBobogy Bbl6opa
oneparopy,
MPVAYMbIBALOLLIEM
Yy CO06LLEeHVE

npu

JocTtaroyHo
BbICOKasi EeMKOCTb
KOHTelHepa (Ao
25%)

CpasHuTENIbHO
BbICOKas EMKOCTb
KOHTeiHepa
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MeTog cokpbiTua Ha OcHoBaH Ha rnovcke ¢ CnoXHocTb pacyeToB YCTOWUMBOCTL K
OCHOBE WCMO/b30BaHUs  MPUMEHEHMEM 6OMbLUMHCTBY
aBTOKOPPE/ALMOHHOM  aBTOKOPPENALMOHHON  (hyHKLMK HEeNMHEMHbIX
hyHKUMN o6nacTeil, CofepXaLLmX CXOAHble npeobpasoBaHuii
JaHHble KOHTeliHepa
MeTog cokpbitvs Ha OcHoBaH Ha mogynaumm  Huskas TOYHOCTbL  JlocTaTouHo
OCHOBE MCMO/b30BaHUSA  MCEBAOCTYYaiHOro CUTHaIA  eTEKTMPOBAHMSI. BbICOKaA
He/MHeNHoM CUrHasIoM, COAEPXALLWM  ICKaDKEHMS CKPbITHOCTb
MOLYNALMM CKPbIBAEMYHO MHKOpMAaLINO CO00LLEHNSA
BCTPavBaemoro
COO06LLIEHMS
MeTog cokpbitva Ha OcHoBaH Ha mMoaynAaummM - Huskas TOYHOCTb  [locTaTouHo
OCHOBE MCMO/b30BaHUSA  MCEBAOCTY4YalnHOro CUrHana eTeKTUPOBaHUS. BbICOKas
3HAKOBOV  MOAYNALMM  BUNONSPHBIM CUTHA/IOM,  |[/IcKayKeHUs! CKPbITHOCTb
BCTpavBaemoro cofepxaLLm CKpPbIBaeMyto CO006LLEHNSA
COO06LLIEHNS MHhopMaLWIo
Metog cokpbitvss Ha OcHOBaH  Ha  OCOBEHHOCTSX  CROXHOCTb PacyeToB Bbicokas
OCHOBE  BeliB/eT BEMBNeT-NpeobpasoBaHuii CKPbITHOCTb
npeobpazoBaHms
MeTtog cokpbita  Ha OcHOBaH Ha  0cobeHHOCTAX CnoXKHOCTb pacyeToB Bbicokas
OCHOBE UCMO/b30BaHNS  AUCKPETHOIO KOCWHYCHOI0 CKPbITHOCTb
[VCKPETHOr O npeobpazoBaHus
KOCVHYCHOT 0
npeobpasoBaHms

B HeTpagMuMOHHLIX WH(OPMALMOHHBLIX KaHanax,
Pa3NYHbIX XapakTepucTuk pecypcos WCIIAH, wcnonb3yloTca A8 nepefayn  AaHHbIX
HeKoTOopble pasgenseMble pecypcbl. [lpy 3TOM B KaHanax, WCMOMb3YIOLWNX BPEMEHHbIE
XapaKTepUCTUKM, OCYLLECTB/IAETCA MOAY/ALMA NO BPEMEHW 3aHATOCTW pasfefifiemMoro pecypca
(Hanpvmep, MOAYNMPYA BPeMs 3aHATOCTM MpoLeccopa, NPUIOXKeHWs MOryT oBMeHuBaTbCA
JaHHbIMN).

B kaHanax namaT¥ pecypc WCMofb3yeTcsa Kak MPOMEXYTOUHbln Bydep (Hanpuwep,
MPUIOXKEHNA MOTYT OOMEHMBATLCA AaHHbLIMU MYTEM MOMELLEHUA UX B VMIMEHa CO3[aBaeMblX
(halinoB v AMpekTopuiA). B KaHanax 6a3 AaHHbIX U 3HAHWIA UCNOMb3YKT 3aBUCUMOCTU MEXAY
[aHHbIMW, BO3HVKAKOLLMMW B PENIALMOHHBIX 6a3aX faHHbIX Y 3HaHWUNA.

HeTpagnumoHHble  MH(MOPMALMOHHbIE KaHanbl MOTYT  ObITb
pa3finyHbIX YPOBHAX (PYHKUMOHMpoBaHuA NCIOH:

- HaannapaTtHOM YPOBHe;
- Ha ypoBHe MWKPOKOZOB V1 [ipaiiBepoB YCTPOMICTB;
- Ha ypoBHe OrnepaLnoHHOl CUCTEMBI;
- Ha ypOBHe NpWK/IaAHOro NPOrpaMmMHOro 06ecreyeHns;
- Ha ypoBHe (PYHKLMOHMPOBAHWS KaHanoB nepefayv AaHHbIX U MHWIA CBA3W.
ST KaHanbl MOTYT WCMO/Mb30BAaTbCA Kak [A/19 CKPbITOW Mepefayn CKOMMpoBaHHOM

MH(OpMaUMK, TaK WM A0S CKPbITHOM Mepefayn KOMaHA Ha BbIMOMHEHME AeCTPYKTUBHBIX
[IeNCTBUIA, 3anyCcKa NPUNOXEHWIA 1 T.1.

OCHOBaHHbLIX Ha MaHunynauumn

chopmupoBaHbl  Ha
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[Ns peannsauun KaHanoB, KaK NpaBuio, HE06X0ANMO BHEPUTL B aBTOMATU3MPOBAHHYHO
cMCTeMY MpPOrpaMMHYl0 WM NporpaMMHO-annapaTHylo — 3aknafgKy, O06ecredvBaroLLyto
(OpPMUPOBaHKE HETPAANLIMOHHOTO KaHana.

HeTpaguLUMOHHbIA  MH(OPMALMOHHbIA  KaHan MOXET CyLecTBOBaTb B  CUCTEME
HEMpPEPbIBHO WU aKTVWBU3MPOBATLCS OAHOPA30BO MMM MO 3afaHHbIM YCMoBusM. [Mpu 3TOM
BO3MOXHO CYLLECTBOBaHME 06paTHOI CBA3U ¢ cybbekToM HC,

5.7. O6uWas xapaKTepUCTMKa Pe3y/ibTaToB HECAHKLMOHMPOBAHHOIO MW CyYaiiHOro
pocTyna

Peanusauma yrpos HCJ K uH(opmauumM MOXET NPUBOAUTL K CNeaytowum Buaam
HapyLLeHuns ee 6e30MacHOCTY:

- HapyLWeHVo KOH(UAeHUNanbHOCTH (KOMMpoBaHve, HenpaBoMepHOe pacrpoCcTpaHeHue);

- HapyLeHWIo LeNIOCTHOCTN (YHUYTOXEHUNE, U3MEHEHWE);

- HapyLleHuo JOCTYNMHOCTU (6/10KMPOBaHNE).

HapylueHne KOH(UAEHUMANbHOCT MOXET OblTb OCYLECTB/IEHO B Clly4ae YTeYKu
NHpopmaLmu:

- KOMWPOBaHWA ee Ha OTYYXJaeMble HOCUTENN UH(OPMALMY;,

- Nepejayn ee Mo KaHasam nepejayn AaHHbIX;

- MpV NPOCMOTPE WM KOMWPOBAaHUWN ee B XOAe PEMOHTa, MOAWUMMKALMU 1N  YTUAN3ALUN
nporpamMmmHo-annapaTHbIX CPefCTB;

- npu "cbopke mycopa'" HapyLuMTenem B npouecce skcnnayataumm NCMAH.

HapylieHne LUenocTHOCTW WH(OpMaLMM  OCYLLECTBNAETCA 3a CYeT BO3AeNCTBMSA
(Mogudukaumm) Ha nporpammbl U [aHHble MO0/b30BaTeNs, a TakkKe TEXHOOMMYecKyto
(cMCTeMHYI0) MHOpMaLUIO, BKIKOUAIOLLYIO:

- MWKpONporpamMmbl, AaHHble 1 ApaiiBepa YCTPOWCTB BbIYMCIUTENLHON CUCTEMBI;

- nporpaMmbl, [aHHble W ApaiiBepa  YCTPOWCTB,  OOecreymBaloWmnx  3arpysky
OMepaLmnoHHOM CUCTEMBI;

- nporpaMMbl ¥ faHHble (A4eCKPUNTOpPbI, onucatenn, CTPYKTypbl, Tabnuubl ¥ T.4.)
onepauvoOHHON CUCTEMbI;

- NporpaMMbl 1 aHHble NPUKIaAHOro NPOrpaMmmMHOro obecneyveHus;

- NporpaMmbl 1 AaHHble CneLmasbHOro NporpaMMHoro obecrneyeHus;

- MNPOMEeXYTOYHble (OnepaTvBHbIE) 3HAYEHUS MPOrpaMM W [aHHbIX B Mpouecce ux
06paboTKM  (4TeHusa/3anucu, npuema/nepegayn) cpeacTsamum UM YCTPOMCTBaAMM
BbIYUCNTENIbHON TEXHUKN.

HapyweHue uenoctHocT wHgpopmaumnm B WCIMOH MOXeT Takke ObiTb BbI3BaHO
BHEJpPEeHNWeM B Hee BPELOHOCHOM Mporpammbl NPOrpaMMHO-annapaTHoOM 3aknagku  Wm
BO3/eCTBMEM Ha CUCTEMY 3aLLUUTbI MH(OPMAaLUN U €8 3NEMEHTDI.

Kpome 3toro, B WCIOH BO3MOXHO BO3[EACTBME Ha TEXHO/IOTMYECKYH CETEBYHO
MH(OpMaLMIO, KOTopas MOXeT ob6ecneumBaTb (PYHKLUMOHUPOBaHME pPas3/IMyHbIX CPEACTB
yNpaBneHns BbIYUCINTENBHOW CETbHIO:

- KOHMurypaumein cetu;

- agpecamu 1 MapLipyTu3aLmen nepegayn faHHbIX B CETH;

- (PYHKUMOHaNbHbIM KOHTPO/IEM CETW;

- 6e30MacHOCTbIO MH(OpMaLMKN B CETH.

HapylueHne [OCTYNHOCTM MHGpOpMauuMm obecreynBaeTcs MyTeM  (DOPMUPOBAHMA
(MoguduKaumMm) MCXOLHbIX [AaHHbIX, KOTOpble Mpu 06paboTKe BbI3bIBAOT HEMpPaBU/IbHOE
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(hYHKLMOHMPOBaHMeE, OTKa3sbl anmapaTypbl UK 3axsaTt (3arpysky) BblUMCAUTE/bHbIX PECYpPCOB
CUCTEMbI, KOTOPble HEOO6XOAMMbI AN BbINONHEHNSA NPOrpamMM M paboTbl annaparypbl.
YKa3aHHble  [AeliCcTBMSA MOryT MpuUBeCTU K HapyLWeHWI0 WM OTKasy

(hYHKLMOHMPOBaHUA NPaKTUYeCKMN NMI0BbIX TeEXHUYeCKnX cpeacts NCMOH:

- cpeacTB 06paboTKM MHOPMALLUK;

- CpefcCTB BBOAA/BbIBOLA UH(OPMaLWK;

- CpeACTB XpaHeHUs MHopMaLmu;

- annapatypbl U KaHaN0B nepejayu;

- CpeAcTB 3alMTbl MH(OpMaLUN.

6. TunoBble MOAeNN yrpo3 6e30MacHOCTU NepcoHasbHbIX AaHHbIX, 06padaTbliBaeMbIX B
NHOPMALMOHHbIX CUCTEMAX NMePCOHaNbHbIX JaHHbIX

B 3aBucMmocTM OT LUeneil u  cogepxaHus o6pabotkm [MAH onepatop MOXeT
ocyLecTBnATb 06paboTky MAH B ICIMAH pa3nnyHbIX TUMOB.

Mo cTpyKType UH(OpPMAaLMOHHbIE CUCTEMbI NOLPA3LeNATCA HA aBTOMATU3MPOBAHHbIE
paboyvie MecTa, /IoKa/ibHble MHOPMALMOHHbIE CUCTEMBI U pacrpefesieHHble NH(OPMaLMOHHbIE
CUCTEMbI.

Mo Hanuumio MOAK/OYEHUIA K CeTAM CBA3WM 06LLero nosb3oBaHus U (Un) CeTAM
MeXAyHapoLHOro UHHOPMaLMOHHOro 06MeHa MHPOPMAaLMOHHbIE CUCTEMbI NMOAPA3AENAOTCA Ha
CUCTEMBI, UMEOLL e NOAK/THOYEHNS, N CUCTEMbI, HE UMEIOLLVE MOLK/THOUYEHWA.

Mo pexumy 006paboTKM MepCOHaNbHbIX [AaHHbIX B WHMOPMAaLMOHHON cucTeme
NH(OPMaLNOHHbIE CUCTEMBI nojpasgenatorca Ha 0[lHOMO/1b30BaTENbCKME n
MHOTrO0MO0/1b30BaTe/IbCKME.

Mo pasrpaHU4YeHUIo npaB AOCTyna Mnonb3oBaTefiel  MH(OPMaLMOHHbIE  CUCTEMbI
noApasfenstoTcs Ha cucTembl 6e3 pasrpaHuyYeHns npas JOCTyNa 1 CUCTEMbI C pa3rpaHUyeHnem
npas goctyna.

VH(OpMaLMOHHbIE CUCTEMbI B 3aBUCMMOCTU OT MECTOHAXOXAEHWUA WX TEXHUYECKUX
CPeACTB MOAPA3feNA0TCA Ha CUCTEMbI, BCE TEXHUYECKME CPefCcTBa KOTOPbIX HaxOAATCs B
npegenax Poccuiickoin ®epepauun, N CUCTEMbI, TEXHUYECKME CPEACTBA KOTOPbIX YaCTUYHO UK
LLeIMKOM HaxoAATca 3a npegenamu Poccuiickoii ®efepaumn.

B 3aBMCMMOCTM OT TeXHO/IOTWIA, cOCTaBa W XapaKTepPUCTUK TEXHUYECKUX CPeLCTB
NCMAH, a Takke onacHOCTM peanu3auumn YBIMOH 1 HacTynneHWs NOCNeACcTBUI B pesy/ibTaTe
HeCaHKLMOHNPOBAHHOMO MW CNYYainHOro A0CTYNa MOXHO BbIAenuT cnegytowme tunbl UCMAH:

- aBTOMaTW3MpOBaHHble paboume MecCTa, He WMENLME MNOAK/IOYEHNE K CeTAM CBA3N
006LLEero nonb3oBaHUa U (UK) CeTAM MeXAYHapoLHOT0 UH(OPMALMOHHOIO 06MeHa;
- aBTOMaTM3NpOBaHHble paboyne MecTa, UMeKoLLEe NOAK/IHOYEHNE K CETAM CBA3M 0OLLEro

Mob30BaHNA U (MNKN) CETAM MeXAYHapOAHOro NHMPOPMAaLNOHHOI0 06MeHa;

- nokanbHble NCIMAH, He nmetoLLMe NOAKOYEHUE K CETAM CBS3U OOLLEro NO/b30BaHUS U

(nnn) ceTam mexgyHapoaHOro MHPOPMaLMOHHOIO 06MeHa;

- nokanbHble NCIMOH, nMelowme NOAK/IYeHEe K CETAM CBA3W OOLLEro nosib30BaHuA u

(nnn) ceTam MeXAyHapoaHOro MHHOPMaLMOHHOIO 06MeHa;

- pacnpegeneHHble WVCMAH, He uWMelowne NOAK/MOUYEHME K CETAM CBA3M  0OLLEro

Monb30BaHNA U (MNK) CeTAM MeXAYHapOAHOro MHPOPMaLMOHHOI0 06MEHa;

- pacnpegeneHHble  WCIOH, uWMeloWwMe MOAKMOYEHNE K CETAM  CBSI3M  06LUEro

Mo/ib30BaHNA ¥ (UIN) CETAM MEXAYHAPOLHOro MHPOPMAaLNOHHOro 0bMeHa.
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MNpumeHnTeNbHO K OCHOBHbIM Tunam WCIIAH cocTaBnarTCcAa TUMOBble MOAENM Yrpos
6esonacHocTy [MAH, XapakTepu3ylowime HaCTyMJeHNe pas3InNYHbIX BWAOB MOCNEACTBUIA B
pe3ynbTaTe HeCaHKLMOHNUPOBAHHOIO UM CYYailHOro AocTyna v peanusauyun YbMAH.

YacTHble Mogenun yrpo3 6esonacHocty MAH NPYMEHUTENIBHO K KOHKpeTHbIM WCIIAH
COCTaB/AOTCA onepatopamu, 3akazdymkamu u paspabotumkamm VCIH Ha aTanax ux cosgaHus
n (Mnun) skcnayarauum.

6.1. Tunosas mogesib yrpo3 6e30nacHOCTU NePCOHa/IbHbIX JaHHbIX, 06pabaTbiBaeMbIX B
aBTOMaTM3MPOBAHHbIX paboumnx MecTax, He UMEOLLMX MOAK/TIOUEHNSA K CETAM CBSA3N
006LLero nosib3oBaHUA 1 (M) CETAM MeXAYHapoLHOro MHpopMaLMoHHOro obmeHa

Mpn o6paboTke T1H Ha aBTOMAaTM3MPOBAHHOM paboyeM MecTe, He WMeoLem
MOAK/IOYEHNS K CeTAM CBA3M 00LLero nosb3oBaHus U (MAK) CeTAM  MeXAYHapo4HOro
MH(OPMALMOHHOrO 00MeHa, BO3MOXHa peanusauma cregyrowmx YBMAH: yrpo3 yTeuku
NMHOpPMaUMM N0  TEXHUYEeCKMM KaHanam; Yyrpos HCH «k T[AH, o6pabaTbiBaeMbiM B
aBTOMaTN3NMPOBaHHOM paboyeM MecTe.

Yrposbl YTeUKU MH(OpMaLMM MO TEXHUYECKUM KaHanam BK/IOYalOT B cebs: Yrposbl
YTEYKM aKyCTMYECKOW (peyeBoii) MH(OopMaLMK; Yrpo3bl YTEUKM BUAO0BOI MHGOPMALMK; Yrpo3bl
yTeUKN nHopmaumn no kaHany NM3IMMH.

BO3HWKHOBEHME Yrpo3 yTeuKn akyCTUYecKOi (peyeBoil) MHGOpMauMK, cofepalleincs
HenocpesCTBEHHO B MPOM3HOCMMOI peun nosnb3osatens VICMOH, BO3MOXHO MpU Haimumem#
(yHKumin ronocosoro Beoga MAH B WCIMAOH wnam ¢yHKumini  BocnpomssegeHus [MOH
akycTuyeckmumm cpegcrsamu CMAH.

Peann3auma yrposbl YTeUKU BWUAOBON WH(OpPMauuyM BO3MOXHA 3a CYET NpocMoTpa
WH(OPMaLMM C NOMOLLBIO ONTUYECKUX (ONTUKO3MEKTPOHHBIX) CPELCTB C 3KPaHOB AWCI/IEEB U
OPYTUX CpefCTB  OTOOGPaXEHWS CPeACTB  BbIYUC/UTENIBHONW  TEXHUKW, UH(OPMALMOHHO-
BbIUMCIINTENBHBIX KOMIMIEKCOB, TEXHUYECKUX CpefcTBa# 06paboTKM rpadmyeckoi, BuUAeo- U
OYKBEHHO-LM(POBOI NHOpMaLMK, BXOAALWMX B cocTas VICTTAH.

Yrposbl yTeukn WuHGopmaumm no kaHany [M3IMWH BO3MOXHbI M3-32 Haln4yus
3NeKTPOMArHUTHbIX W3/lyYeHUA, B OCHOBHOM, MOHMTOpA M CUCTEMHOro 6/10Ka KOMMbOTepa.
OCHOBHYIO 0MacHOCTb MNPEACTAB/AT Yrposbl YTEUKU WK3-3a HaINUMA 3N1EKTPOMArHUTHBIX
U3Ny4YeHni MOHUTOpA.

Yrposbl HCl B aBTOHOMHOM APM cBf3aHbl C AEWCTBUAMU HapyLUMTENeid, NUMeLmnx
poctyn K MCMAH, Bkntoyas nonb3oBateneit MCMAH, peannsyowmx yrpo3sbl HeNOCpeacTBEHHO
B VCMAH. Kpome 3toro, uctouyHukamm yrpos3 HCJA Kk uHgpopmauum B APM moryT ObITb
annapatHble 3aKNagKu 1 0TYyXAaeMble HOCUTeNU BPeLOHOCHLIX NPOrpamm.

B NCMAH Ha 6a3e aBTOHOMHOro APM BO3MOXHbI BCce BUAbl yassumocTelr NCMAH, 3a
NCK/IOYEHNEM YA3BUMOCTEN, CBA3AHHbIX C peasin3aLMein NpoTOKO/I0B CETEBOr0 B3aUMOLENCTBUSA
N KaHanos rnepefaun AaHHbIX. B Takmx WICTIOH BO3MOXHbI: Yrposbl, peasinsyemble B Xof4e
3arpyskm  OMepauyoHHON CUCTeMbl W HanpaBfieHHble Ha MNepexBaT naponen  unu
NAEHTU(NKATOPOB, MoaMdMKauMilo 6a30BoOi cucteMbl BBOAa/BbiBoga (BIOS), nepexsat
ynpaBneHus 3arpyskoii; yrposbl, peasn3yemble Mocne 3arpy3ku OnepauyvoHHON CUCTEMbI W
Hanpas/ieHHble Ha BbINO/IHEHWE HeCaHKLMOHUPOBAHHOIO AOCTYNa C NPUMEHEHeM CTaHAapTHLIX
(YHKUMIA  (YHUUTOXEHME, KOMMPOBaHWEe, MepemMelleHne, opmaTMpoBaHNUEe  HOCUTENEN
MHopMaUMM U T.M.) OMNepauMoHHON CUCTEMblI WAW KaKO-nMb0o NPUKNaaHOi nporpaMmbl
(Hanpumep, cucTeMbl yrpasfieHNs 6a3aMu [aHHbIX), C MPUMEHEHWEM CMeumasbHO CO3L4aHHBIX
AN BbinonHeHnss HCO nporpamm (nporpamm NpocmoTpa U MoguguKauuy peectpa, rnomcka
TEKCTOB B TEKCTOBbIX (paiinax v T.M.); yrpo3bl BHEAPEHUS BPEAOHOCHbLIX MPOrpaMm.
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6.2. Tunoeasa Mofesib Yrpo3 6e30nacHOCTM NepcoHasibHbIX JaHHbIX, 06pabaTbiBaeMbIX B
aBTOMaTM3MPOBAHHbIX PabovmMx MecTax, UMeLWMX MOAKIHYEHNE K CETSM CBA3M 06LLEro
NoNb30BaHUSA 1 (UN) CETAM MEXIYHAPOAHOr0 MH(OPMAaLMOHHOI0 0bMeHa

Mpn o6pabotke T1OH Ha aBTOMaTM3MPOBaHHOM paboyeM MeCTe, UMeIoLLEM
MOAK/IIOYEHNS K CeTAM CBA3W 00Llero nosb3oBaHus U (MAK) CeTaM  MeXAyHapOAHOro
MH(OPMALMOHHOTO 00MeHa, BO3MOXHa peanusauus cnegywowmnx YBIMOH: yrposbl yTeyku
MHOpPMaUMM N0 TeXHMYECKMM KaHanam; yrposbl HCJH k [AH, ob6pabaTbiBaeMbIM Ha
aBTOMaTM3MPOBaHHOM paboyeM MecTe.

Yrpo3bl YTeYKU WHGpopMauMn no TEXHUYECKUM KaHanam BK/KYaloT B Cebs: yrposbl
YTEUKN aKyCTUUYECKOIN (peyeBoin) MHOpMaLnK; Yrposbl yTeUKy BUAOBON MHGOPMaLMK; Yrposbl
yTeuKun nHpopmauuu rno kanany NMNIMNH.

BosHukHoBeHve YBIMAH B paccmatpusaemblx WVCIOH no TeXHWYECKMM KaHasam
XapaKTepusyetcsi TEMW e YCNOBMSAMW W (akTopamu, 4TO W A0S aBTOMaTUM3MpPOBaHHOIO
paboyero mMecrta, He MMEIOLLEro MOAKIHYEHMS K CETAM 00LLero nonb3oBaHusa u (Mnn) CeTaM
MeXyHapo4HOro MHPOPMaLMOHHOIO 06MeHa.

Yrposbl HCA, B VUICIMAH cBsi3aHbl C AEACTBMAMMU HapyLuUTeNer, UMerLWmMX LOCTyn K
NCMAH, Bknoyas nonb3oBaTenein WCIMOH, peannsylowmnx Yrposbl HENOCPeACTBEHHO B
NCMAOH, a Takke Hapywutenein, He nmerowmx goctyna K MCMAOH, peannsyowmx yrposbl us
BHELIHNX  CeTeidi  CBA3M  06OWIEro Monb3oBaHWA UM (MAK)  CETE  MeXAyHapoAHOro
NH(OPMALMOHHOIO0 06MeHa.

Yrposbl HC[, B ICIMAH, cBA3aHHble C AEACTBUAMU HapyLUUTeNe, UMeoWwmnx AocTyn K
WCIAH, aHanornyHbl TeM, KOTOpble UMEOT MECTO AN OTAeIbHOro APM, He NoAKMHUYEHHOr0 K
CETAM CBSA3M 06LLEro nosb30BaHNA. YTpo3bl U3 BHELLHMX CETEN BK/IHOYAKOT B Cebs:

- yrposbl "AHanmnsa ceTeBoro Tpauka" ¢ nepexsaToMm fepeaBaeMoil BO BHELLHWE CETU U

NPUHUMAEMOW 13 BHELLIHMX CeTei nHhopmaLmu;

- Yrposbl CKaHVWpOBaHWUA, HanpaB/ieHHble Ha BbISB/IEHWe TUMa OMNepaLyoHHON CUCTEMbI

APM, OTKpbITbIX MOPTOB U CAYX6, OTKPbITbIX COEANHEHWIA 1 Ap.;

- Yrpo3bl BbIABNEHWS Naponei;

- yrposbl nonyyenus HC/, nytem nogmeHbl JOBEPEHHOIO 0ObEKTA;
- yrposbl TMNa "OTKa3 B 06CNyXXuBaHUN™,

- yrpo3sbl yAaneHHOro 3anycka npuioXeHui;

- Yrposbl BHefpeHWs Mo CeTu BPeLOHOCHbIX NPorpaMm.

6.3. Twunoasi Mogenb yrpo3 6e30NacHOCTU MNepcoHanbHbIX AaHHbIX, 06padaTbliBaeMbIX B
JIOKaNIbHbIX MHPOPMALMOHHbIX CUCTEMAX MEPCOHA/IbHbIX AaHHbIX, HE UMEIOLLUX
NOAK/TIOUEHNA K CeTAM CBA3W 00LLEr0 MOMb30BaHUA U (UK) CeTAM MeXAYHapOoLHOro
NH(opMaLMOHHOro 06MeHa

Mpu o6paboTke MAH B noKanbHbIX NCIAH, He MMetoLIMe# NOAKOYEHUS K CETAM CBA3N

06Lero nonb3oBaHns U (UNKN) CETAM MEXAYHApPOLHOr0 MH(OPMaLMOHHOIO 06MeHa, BO3MOXHa
peanusauna cnegyrowmx YbNau:

- Yrpo3bl YTeUKN MH(OPMaLMM N0 TEXHUYECKUM KaHanam;
- yrposbl HC/A k MAH, o6pabaTbiBaeMbIM Ha aBTOMaTU3MPOBAHHOM paboyem MecTe.
Yrpo3bl yTeUKN MHHOPMALLMKN MO TEXHUYECKUM KaHaaMm BK/IKYaloT B cebs:
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- YIpo3bl YTEYKMN aKyCTUYECKOI (peyeBoil) MH(popmaLmu;
- Yrpo3sbl yTeYKM BUAOBOW MH(OpMaLMK;
- Yrposbl yTeyku nHopmaumu no Kavany NMIMUH.
BosHukHoBeHne YEBIMAH B paccmatpusaembix WCIOH N0 TeXHWYECKMM KaHasiam
XapaKTepusyeTcs TeEMWU >Ke YCNOBUAMW W (hakTopamu, 4TOo M AN nokanbHbiX WCIOH, He

VIMEIOLLMX MOAKMOUYEHNS K CETAM CBSI3U O6LLEr0 MOoMb30BaHUSA U (MIN) CETAM MEXAYHapOAHOro
MH(OPMaLMOHHOI0 06MeHa.

Yrposbl HCJ, B nokanbHbiXx VNCIMOH cBA3aHbl C AeACTBUAMWU HapyLUUTENEN, UMEKOLLNX

poctyn K CMAH, Bkntovas nonb3osateneit VICIMAH, peanv3yrowmx yrposbl HeNocpeACTBEHHO
B NCIAH.

Yrpo3bl HC/, B ICIMAH, cBA3aHHble C AEACTBUAMM HapyLUUTENEN, UMEKOLWMUX OCTYN K
NCIMAH, aHanornyHbl Tem, KOTopble UMET MECTO AN OTAeNbHOro APM, He NOoAK/IHUYEeHHOro K
CeTAM CBA3M 06LLero nonb3osaHusa. Kpowme Toro, B Tako MICIMAH MOryT UMeTb MeCTO:

- yrposbl "AHanuM3a ceTeBOro Tpaguka' C nepexsaTom MepeAaBaeMoli Mo Ccetu
NH(opMaLnu;

- YIrpo3bl BbISIBIEHWNSA Maponei;

- Yrpo3bl yAaneHHOro 3anycKa npuioXeHWi;

- YIrpo3bl BHEAPEHMSA MO CETU BPEAOHOCHbLIX NMPOrpamm.

6.4. TunoBas mofenb yrpo3 6e30nacHOCT NePCOHasbHbIX AaHHbIX 06pabaTbiBaeMbiX B
NOKaNbHbIX NHPOPMALMOHHbIX CUCTEMaX NePCOHasbHbIX JaHHbIX, UMEHLLINX
NOAK/IIOYEHME K CETSAM CBA3U 06LLEro nosib3oBaHnsa 1 (U1N) CETAM MeXYHapOo4HOIro
MHMOPMaLMOHHOT0 06MeHa

Mpun obpaboTke MAH B nokanbHbiX NCMAH, MMEOWMX NOAKOUYEHNE K CETAM CBSI3M
06LLEro nonb3oBaHUa 1 (UK) CETAM MeXAYHapoAHOro MHopMaLMOHHOro 06MeHa, BO3MOXHA
peanunsauns cnepyrowmx YbeIaH:

- Yrposbl yTeYKM MHDOPMaLMK MO TEXHUYECKUM KaHasiam;
- yrpo3sbl HC/[, k MAH, o6pabaTbiBaeMblM Ha aBTOMaTU3MPOBaHHOM paboyem MecTe.

YTpo3bl yTeukn MHHopMaLmy No TEXHNYECKUM KaHanaMm BKIOYaloT B Cebs:

- Yrpo3sbl yTeUkn aKkyCTUUeCKol (peyeBoii) MHpopmaLum;
- Yrpo3sbl yTEYKN BMAOBOIN MHDOpMaLMWK;
- Yrpo3bl yTeukn nHopmalmm no kaHany NMNIMUH.

Bo3HukHoBeHue YBIMAH B paccmatpueaemblx WCIMOH N0 TEXHUYECKUM KaHanam
XapaKTepusyeTcs TEMU XKe YC/TOBUAMU 1 (hakTopamu, YTo 1 Ans npeablgywux tunos ACTAH.

Yrposbl HC[, cBA3aHbl C AeWCTBMSMU HapywuTeneid, umetrowmx goctyn Kk WCMAOH,
BKNtOYan nonb3osateneii VICIMOH, peannsyrolmnx yrpossl HenocpeacTeeHHO B VICTIH, a Takxe
HapywuTeneid, He umerowmx goctyna K VICMAH, peanusyrowmx yrposbl U3 BHELLHWUX CeTei
CBSA3M 0OLLEro nosib30BaHMs U (MK) CeTeil MeXAyHapPOAHOro MH(HOPMaLMOHHOTO 06MeHa.

Yrpo3bl HCJ], cBfi3aHHblE C AENCTBMAMM HapylumTeneid, umerowmx goctyn K NCMAH,
BK/IHOYAIOT B Ceb6s yrposbl, aHanornyHble TeM, KOTOpble peann3ytoTcs B OTAe/lbHOM APM, He
MMEIOLLLEM NOAKNOYEHUSA K CETAM CBA3W 0OLLEro nosb30BaHus.

Yrpo3bl U3 BHELLHWX CETel BKIKOYatoT B Cebs:

- yrposbl "AHanu3a ceTeBoro Tpagmka" ¢ nepexsaTom nepeaBaeMoil BO BHELLHWE CETU U
MPUHXMAEMOi U3 BHELLIHUX CETei MHopMaLum;
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- Yrpo3bl CKaHMpOBaHWS, HarpaBfieHHble Ha BblsiIB/IEHWEe TuNa OnepauvioHHON CUCTEMbI
NCIMAH, ceTeBbIX afpecoB paboumx CTaHUMI, OTKPbITbIX MOPTOB M CNAYX6, OTKPbITbIX
COefJMHEHWIA 1 ap.;

- Yrpo3bl BbIAB/IEHNSA Naposeil;

- yrposbl nofyvyeHmsa HCZ, nytem nofMeHbl OBEPEHHOr0 0OBLEKTA;

- yrposbl Tuna "OTKa3 B 06CNy>XMBaHUN";

- Yrpo3bl yAaseHHOr0 3anycKa NpUIoXKEeHNIA;

- Yrposbl BHeApeHWs No CETU BPeAOHOCHLIX MPOrpamMm.

6.5. TwunoBasi MoaeNnb yrpo3 6e30NacHOCTM MNePCOHaNbHbIX AaHHbIX, 00pabaTbiBaeMbIX B
pacnpefeneHHbIX MHPOPMAaLMOHHbBIX CUCTEMAX MePCOHasIbHbIX JaHHbIX, HE UMEKLLMX
NOAK/IOYEHNSA K CETAM CBA3M 06LLEro nonb3oBaHusa v (Mn) CeTAM MeXAYyHapoAHOro
MH{OpPMaLMOHHOro obmMeHa

Mpun obpabotke MAH B pacnpegeneHHbiXx NCIMOH, UMeKLWMX MOAKMOUYEHNE K CETAM
CBA3M OOLLEro nosib3oBaHMsA M (UM) CETAM MEXAYHapOAHOro WHMOPMAaLMOHHOIO 06MeHa,
BO3MOXHa peanu3auus cnegyowmnx Ybrma:
- Yrposbl YTeUKU MHPOPMaLUM MO TEXHNUYECKUM KaHa/am;
- yrpo3bl HCA k MAH, obpabaTbiBaeMbIM Ha aBTOMaTU3MPOBAHHOM paboyeM MecTe.
YTpo3bl yTeukn nHpopMaLmny No TEXHUYECKUM KaHanaM BKIHOYaloT B Cebs:
- Yrpo3bl YTEYKMN aKyCTUYECKON (peyeBoii) MHopMaLuK;
- Yrpo3bl YTEYKN BULOBOIN UHDOpMaLMu;
- Yrposbl yTeuku nHhopmarmm no kaHany N3IMuH.
Bo3HukHOBeHue YBIMAH B paccmatpmsaemMbiX WCMOH No TEXHWYECKMM KaHaiam
XapaKTepusyeTcs TEMU Xe YC0BMAMN 1 (hakTopaMu, 4To 1 AN npefblgywmnx tunos CMOH.
Yrpo3bl HC/I cBfidaHbl C AENCTBUAMWU HapyluuTenei, mmerowmx aoctyn kK NCMAH,
BK/tOYas nonb3osatenein ICIMAH, peannsytowmx yrposbl HenocpeacTseHHO B VICTAH.
Mpy 3TOM MOTYT BbITb Yrpo3bl, aHANOTMYHbIE TEM, KOTOPbIE UMEKOT MECTO B OTAE/IbHOM
APM, He NOAK/IOYEHHOM K CeTAM 06LLEro nosib30BaHus, a TakXXe Yrposbl, peasindyemble BHYTpU
pacrnpegeneHHoOl CeTU C MCMOMb30BaHMEM MPOTOKO/IOB MEXCETEBOr0 B3aMMOAENCTBUS, B TOM
yucne:
- yrposbl "AHanM3a CeTeBOro Tpaguka" C nepexBaToM rnepefaBaeMoli MO  CeTu
NH(opMaLmK;
- Yrpo3bl CKaHWpPOBaHWUA, Hanpas/ieHHble Ha BbISB/EHME OTKPbITbIX MOPTOB U CYyXO,
OTKPbITbIX COEAUHEHWNIA 1 Ap.;
- Yrpo3sbl BHeApPeHWs NOXHOIo 06beKTa CeTy;
- Yrpo3bl HaBA3bIBAHUS NIOXHOr0 MapLipyTa nyTeM HeCaHKLMOHWPOBAHHOIO W3MEHeHWs
MapLLPYTHO-aAPeCHbIX AaHHBIX;
- Yrpo3bl BbISIB/IEHUA Naposei;
- yrposbl Tuna "OTKa3 B 06CNY>KMBaHUN'";
- YIrpo3bl Y4aJIEHHOr 0 3anycKa npuioxKeHNi;
- Yrpo3bl BHEAPEHWA MO CETU BPEAOHOCHbLIX MPOrpamMm.
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6.6. TwunosasA MojAenb yrpo3 6e30MacHOCTM NepcoHasIbHbIX AaHHbIX, 06pabaTbiBaeMbIX B
pacnpegeneHHbIX MHPOPMaLNOHHbBIX CUCTEMAX MePCOHaSIbHbIX AaHHbIX, UMELLINX
NOAK/IOYEHMEe K CETAM CBA3WN 06LLEro Nosib30BaHUA N (U1IN) CETAM MeXAYHapOoLHOro

MH(OopMaLMOHHOro 06MeHa

Mpu obpaboTtke MAH B pacnpefeneHHblx NCMAH, MMeOWMX NOAKNHOUYEHNE K CETAM
CBA3M 00LLero nosb3oBaHUA W (UIK) CETAM MEXAYHapOLHOro WHMOPMALMOHHOIo 06MeHa,
BO3MOXHa peanunsauns cnegyrowmx YbraH:

- Yrpo3bl yTeUku MHOopMaLMM NO TEXHUYECKUM KaHasaMm;

- yrpo3sbl HCJ, k MAH, 06pabaTbiBaeMblM Ha aBTOMaTU3MPOBaHHOM paboyem MecTe.
Yrpo3sbl yTeukn nHhopMaLm no TeXHUYECKUM KaHanaM BK/IKYatoT B cebs:

- Yrposbl YTEUYKM aKyCTUYECKON (peyeBoit) nHhopmaumu;

- Yrpo3bl yTeYKN BULOBOIN NMHhOpMaLmW;

- Yrpo3bl yTeuku nHhopmaymm no kasany N3IMUH.

BosHukHoBeHve YEBMAH B paccmatpusaembix WCIIOH No TEXHWYECKMM KaHanam
XapaKTepusyeTcs TEMU XKe YCNI0BUAMU 1 (hakTopamu, 4To 1 AN npegblaywmnx tunos NCMAH.

Yrposbl HC/[, cBfidaHbl C [eACTBMAMU HapyluuTenein, mmetowmx goctyn K WCMAH,
BKtOYas nonb3osateneit MCMAH, peanvsyrowmx yrpossl HenocpeactseHHo B VICTAH, a Takxke
HapyLwimTenein, He umerowmux goctyna K VCIMOH, peannsyrolmnx yrposbl U3 BHELLIHUX CETEl
CBA3K 06LLEro NONb30BaHNA U (MNIN) CeTeli MeXAYHapOAHOro MH(OPMaLMOHHOIO 06MeHa.

Yrpo3bl HC/, cBA3aHHble C AeACTBUAMW HapyluuTenein, nmetowmx goctyn Kk MCMAOH,
aHanornyHbl Tem, KOTOpble MMEKT MeCTo B pacnpefeneHHbix WCIOH, He wuMetoLlei
NOAKMIOYEHMSI K CeTAM 06Lero nosnb3oBaHus. Kpome Toro, B Takoii VICIMAH mMmetoT MecTo
yrpo3sbl, peasn3yemble C WCMO/b30BaHMEM MNPOTOKO/IOB MEXCETEBOr0 B3aMMOLENCTBUA U3
BHELUHWX CETER, B TOM YunChe:

- yrposbl "AHanusa CeTeBOro Tpagmka" C nepexsatom nepefaBaemoii M3 UCIMOH u
npuHumaemoii B ICIMOH 13 BHELLHNX CeTel MH(opMaLnK;

- Yrpo3bl CKaHMPOBaHWA, Hanpas/ieHHbIe Ha BbIAB/IEHWE TWUMa WUAW TUMOB UCMO/b3YEMbIX
OrnepaLyoHHbIX CUCTEM, CETEBbIX afpecoB paboumx ctaHuunii VCMAH, Tononorum cetu,
OTKPbITbIX MOPTOB W CMYXO, OTKPbITbIX COEAUHEHWNIA 1 Ap.;

- Yrposbl BHEAPEHUSA NOXKHOro 06bekTa Kak B MICT1[H, TaK U BO BHELLUHUX CETAX;

- Yrpo3bl NOAMeHbI JOBEPEHHOr0 0ObEKTE;

- Yrposbl HaBA3bIBaHWA NOXKHOTO MapLupyTa nyTem HecaHKUWOHWPOBAHHOIO W3MEHEHUA
MapLLpPYTHO-aA4PECHbIX AaHHbLIX KaK BHYTPU CETW, TaK U BO BHELLUHUX CETHX;

- Yrpo3bl BbIABNEHWS Naponei;

- yrpo3bl TMNa "OTKa3 B 06CNY>XMBaHNN",

- Yrpo3bl yAaseHHOr 0 3anycka NpunoXeHWii;

- Yrposbl BHeJpPEeHWA M0 CETU BPeLOHOCHbLIX NPOrpamMm.

3amectutens gupektopa CTIK Poccuun
* Bepgetca 3apy6exHoii upmoit CERT Ha KOMMepYeCKOoi 0CHOBe

** MexayHapogHasa OpraHusaumusa no CrtaHgapTusauum (1ISO) npuHana ctaHgapT 1SO
7498, onvcbIBaKOLLMIA B3aMMOLEeNCTBUE OTKPbITbIX cnucTem (OSI).



